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MO DAU

Ngay nay song song véi su bung nd manh mé& cua cong nghé thong tin va su phat
trién cta Internet toan cau la cac nguy co mat an toan thong tin dang tré nén tram trong
va nguy hiém hon, trong d6 ma doc hai dang 1a cac hiém hoa hang du boi kha ning c6
thé 1ay lan phét tan trén cac hé thong may tinh va thyc hién cac hanh vi tin cong bt hop
phap. Ma doc dang ngay cang tién hoa véi nhirng biét thé da dang, véi nhitng cach thirc
che ddu ngdy cang tinh vi hon. Cé thé noi phat hién va ngin chin mi doc dang 1a mot
thach thic dugc dat ra trong linh vuc An toan thong tin. Cac phuong phap phat hién ma
doc thong thuong chu yéu str dung ki thuat so sanh mau dya trén co so dit liéu ma doc
dugc xay dyng va dinh nghia tir trude, tuy nhién phuong phap nay boc 16 nhiéu nhugc
diém do 1a khong c6 kha ning phat hién ra cac mau ma doc moi, ) luong dit liéu ma doc
ngady cang gia ting 1am cho co s& dit liéu mau tré nén ngay cang 16n. Hién nay hudng
nghién ciru dua vao cac mo hinh hoc may dé phan loai va phat hién ma doc dang to ra 1a
phuong phap tiém nang va hiéu qua khi ¢ thé cai thién duoc cac nhuoc diém da néu o
trén so v4i phuong phéap truyén thong. Tuy nhién, mot trong nhitng van dé dugc quan
tam 1a 1am sao dé xay dung dugc mé hinh hoc may tot nhat dat hiéu qua chinh xac va
hiéu suét cao. Trong d6 modt yéu td quan trong dugc xem 1a quyét dinh chinh 1a giai phap
trich chon dic trung. Trong cac phan nghién clru cta ludn vin nay toi trinh bay vé
phuong phap tmg dung hoc may vao xay dung cdc mo hinh phat hién ma ddc trong do
cac thyc nghiém dya trén phuong phéap phan tich tinh ma doc, tién xu 1y dit liéu bang k¥
thuat dich nguoc dua céc file dit liéu mau vé dang ma hex va thuc hién khai pha dir liéu
text sir dung cac ma n-gram byte 1a cac dic trung ban dau .Sau d6 cac dit lidu dic trung
nay s€ dugc trich chon ra mét bo dir 1i€u dac trung tdt nhat dé xay dung mo hinh trén co
s& giai phap trich chon dic trung ma trong ludn vin nay t6i da tap trung nghién ciru va dé
xuét. Cac két qua cua luan vin duoc thue nghiém trén khoang 4698 file mau thuc thi trén
nén Windows trong dé6 2373 file mi thong thudng va 2325 file mau ma doc voi nhiu thé
loai da dang nhu Backdoor, Virus, Trojan, Worm...

Noi dung luan van duoc chia ra lam 4phc”2n nhu sau:

Churong 1: Chuong nay nghién ctru tong quan vé ma doc trinh bay cac kién thirc
chung nhét lién quan dén ma doc, phan loai ma doc ciing nhu cac k§ thut phén tich va
phat hién ma doc hién nay.

Churong 2: Nghién ctiru mot sb thuat toan phan 16p dir liéu dién hinh trong k¥ thuat



hoc may giam sat trong d6 2 thuat toan phan 16p dir liéu tiéu biéu dugc trinh bay 1a cay
quyét dinh (DT) va may véc to hd trg (SVM)

Chuwong 3: Chuong nay trinh bay giai phap tng dung k¥ thudt hoc may vao phat
hién ma ddc bao gdm qua trinh tién xir Iy dit liéu, xay dung cadc mé hinh hoc méay dé phat
hién ma doc. Trong d6 trong tAm 1a trinh bay mot dé xuat giai phap chon dic trung cai
thién va nang cao hiéu qua cho céc thuat toan phan 16p ddi vai bai toan phat hién ma doc.

Churong 4: Trinh bay vé qua trinh thuc nghiém va danh gia, cac két qua duoc thuc
nghiém va so sénh trén cac tap dic trung dugc chon dua trén giai phap di dé xuét, cac
két qua ciing dugc so sanh gitta 2 thuat toan phan 16p d trinh bay 1a cay quyét dinh va

may véc to ho trg.



CHUONG 1 TONG QUAN VE MA PQC

1.1. Giéi thigu vé ma doc may tinh

M3 doc hay phan mém doc hai 1a cac chuong trinh may tinh c¢6 chira bén trong n6
ndi dung cac ma doc hai dugc tao ra vdi muc dich thuc hién cac hanh vi bét hop phap
nhu: truy cép trai phép, danh cip thong tin nguoi ding, 1ay lan thu rac, tham chi thuc
hién cac hanh vi tong tién (ransomware), tdn céng va gy ton thuong cho cac hé thong
may tinh... nham chudc lgi c4 nhan , hodc cac loi ich vé kinh té, chinh tri hay don gian
chung c6 khi duoc tao ra chi 1a mot trod dua ac ¥ nao d6. Bt ky mot phan mém nao 1 1y
do 1am ton thuong, pha v& dén tinh bi mat, tinh toan ven va tinh san sang cia dit liéu
nguoi dung, may tinh hodc moi trudong mang déu co thé duoc xem nhu cac ma doc.
Ngay nay ,cung véi sy phat trién ctia cong nghé thong tin cac ing dung may tinh, cac
phan mém hé thong khong ngimg thay ddi va phat trién manh mé&, ma doc ban dau tir chd
chi 13 nhitng chuong trinh nho ¢6 kha ning tu sao chép dén nay ma doc va cac bién thé
ctia n6 dang ngdy cang tré nén da dang, tinh vi mirc d6 nguy hiém ngiy cang gia ting
dang tro thanh mot nguy co de doa truc tiép dén an toan, an ninh thong tin.
1.2. Phan loai ma doc

Ban diu céc phén mém doc hai duoc tao ra bé“mg cach séng ki sinh va lay nhiém trén
cac vat chu 1a cac chuong trinh ¢6 chita cac nodi dung thuc thi. Cac doan ma may nhiém
doc duoc 1y lan ton tai trong mot vai chuong trinh img dung, cac chuong trinh tién ich
hodc cac hé théng mdy tinh tham chi ngay chinh trén cic ma dugc dung dé khoi dong
may tinh. Cac phan mém doc hai nay duoc xac dinh va phén loai béi muc dich doc hai
hay cac hanh vi cta no, cé thé ké tén nhu: Virus, Trojan, Logic Bombs,
BackDoors...Cac dang chuong trinh doc hai kiéu khac 1a cac chuong trinh ma dgc ma tu
chung c6 kha ning thuc thi mot cac doc 14p trén cac phan mém hé thong ma khong can ki
sinh trén cac vat chu 1a cac chuong trinh img dung hay tép tin. Cac ma doc dang nay
thuong c6 kha niang ti nhan ban chung loi dung cac 16 hong bao mat dé tin cong hay
thue hién cac hanh vi doc hai, dai dién cho cac dang ma doéc nay la cac sau may tinh
(worm).

Mot cach khac dé phan biét cac loai ma doc khac nhau 1a dya trén muc dich va cac
hanh vi cta chiing. Ngay nay méd doc dang nganh cang phat trién va tién hoa khdng
nging trong d6 ndi 1én 1a cac dang ma doc ma c6 kha ning nguy trang va 1én lat thuc

hién cac hanh vi danh cip thong tin, thyc hién nghe 1én hay thAm nhap nhu 14 cac phan



mém gian diép hay cac chuong trinh khai thac 156 héng bao mét trén may tinh nguoi ding
trong thoi gian dai. Mot s6 loai ma doc khac chu yéu dugc thyc thi ma hanh vi cua no tap
trung vao muc dich lay lan va pha hoai giy nhiém cho hé thong may tinh.

Nhu vay c6 thé noéi phﬁn mém doc hai co thé duge tam chia thanh céc loai khac nhau
theo phuong thirc va hoat dong ctia chung, Cac phan mém chdng virus déi khi khong
quan tim dén tén cta nd, c6 kha ning phat hién ra cac kiéu ma doc nhu sau:

C6 3 dic diém thuong lién quan véi cac loai phan mém doc hai la:

- Ma doc ty nhan ban va nd luc 1ay nhiém bﬁng vi€c tao cac ban sao chép méi
hodc cac thé hién ctia chinh né. Ma doc cling co thé duogc lay nhiém mot cach bi
dong thong qua thao tac vo y ciia nguoi dung tao ra céc sy kién kich hoat hay sao
chép nhung diéu nay khong duoc coi 1a tu nhan ban.

- Su ting truong vé sb luong ciia phan mém doc hai mo ta su thay doi tong thé
trong d6 ¢ s6 lugng 16n cac truong hop 1a do ty nhan ban, Nhitng ma doc ma
khong tw nhan ban s& ludn ludn c6 mot sy ting trudng bang khong nhung ma doc
v6i mot sy ting trudong bang khong lai c6 thé 12 nhitng ma doc ty nhan ban.

- Phan mém doc hai ky sinh yéu cau mot sd chuong trinh ma thyuc thi khac dé ton
tai. Thyc thi trong ngit canh nay nén dugc hiéu chung 1a bao gom bat ctr thir gi
c6 thé thyc thi duoc, nhu 1a cac khdi khoi dong trén dia, ma nhi phéan trong cac
tmg dung va cac mi bién dich. N6 ciing bao gdm cac ma ngudn nhu 13 cic ngdn
ngir kich ban, hay 1a cic ma yéu cau bién dich trudc khi chiing dugc thyc thi.

1.2.1. Virus may tinh

Virus 1a mot loai ma doc c6 cac dic diém nhu tu nhan ban, ching ky sinh trén cac
vat chu, virus 1a mot chuwong trinh doc hai ma khi dugc thuc thi nd s& ¢ ging sao chép
chinh n6 vao bén trong mot ma thyc thi khac. Khi thanh cong thi ma chuong trinh duoc
g0i 12 ma bi 1y nhiém. Cac ma 1ay nhiém khi chay c6 thé tiép tuc 1ay nhiém sang cac ma
moi. Su tu sao chép nay ton tai trong cac ma thuc thi 1a mot dac tinh xac dinh quan trong
ctia mot virus. Khi virus dugc 1ay nhidém no c6 thé thuc hién mot loat cac hanh vi nhu
thay ddi, x6a, hay sao chép céac tép tin ciing nhu phat tan ching trén cac hé thong may
tinh.

Hiéu theo cach truyén thong thi Virus c6 thé 1ay lan bén trong mot may tinh duy
nhat hodc co thé di chuyén tir mot may tinh dén may tinh khac bang viéc st dung céac

phuong tién van chuyén da phuong tién cua con ngudi nhu 13 dia mém, CD-ROM,



DVD-ROM, hoac USB,... No6i cach khac Virus khong 1ay lan thong qua mang may tinh
thay vao d6 mang may tinh 13 mot mién hoat dong cua cac sdu may tinh. Tuy nhién
Virus hiéu theo cach truyén théng d6i khi duoc dung dé chi bat ky phan mém doc hai
nao cé kha nang tu sao chép.

Virus c6 thé duoc bét gip trong cac giai doan khac nhau cta su ty nhan ban. Mot
mam mdng nay sinh 13 hinh thirc ban dau cta Virus trude khi dién ra bat ky mot su tu
sao chép nao, mdt Virus ma that bai trong vi¢c ty tai tao lai dugce goi 1a mot du dinh, diéu
nay co thé xay ra nhu 13 két qua cua 13i trong cac virus hodc sy gip phai mot phién ban
bat ngo cua hé diéu hanh. Mot virus c6 thé tri an, noi ma né hién dién nhung chua lay
nhiém hay lam bat ctr diéu gi vi du mdt cua s6 ¢6 chira virus c6 thé & trén mot may chu
tap tin chay trén hé diéu hanh Unix va khong c6 hiéu luc ¢ d6, nhung co thé dugc xuat va
di chuyén sang cac may Windows vé co ban mot Virus dugc trai qua 4 giai doan, giai
doan 1 1a trG an nhu d3 trinh bay & trén, giai doan 2 virus thyc hién 14y nhiém béng viée
viéc sao chép chinh no6 vao cac tép tin hay chuong trinh may tinh khac, giai doan 3 virus
duoc kich hoat dé chuan bi chay cac doan ma ddc, giai doan 4 virus thyc thi cac chuc
nang cua né theo dung kich ban ma ké da tao ra no.

M@t virus mdy tinh gom 3 thanh phan chinh nhw sau:

Co ché lay nhiém: Lam thé nao dé virus c6 thé 1ay lan bang cach sira d6i mi khac dé
chira mét sao chép cua virus, Cac cach chinh xac thong qua d6 moét loai virus lay lan
duge goi 1a vector 1y nhiém cta né. Pay khong phai 13 duy nhat, mot loai virus lay
nhiém theo nhiéu cach duogc goi 1a da phuong.

Kich hoat: Cac cach quyét dinh xem c6 hay khong dé mé mot payload

Payload: 1a ma Iénh hay c4i ma virus thyc hién bén canh viéc 14y nhiém

Ngoai trir co ché 1ay nhiém, 2 thanh phan con lai c6 thé tiy chinh do vay lay nhidm
1a mot trong nhing chia khéa dinh nghia cac dic diém ciia mot virus. Trong sy thiéu
vang tinh chit 1ay nhiém néu ma doc hai chi chira thanh phan kich hoat va payload
trrong hop nay dugc goi 1a ma ddc logic bomb.

Virus c6 thé duoc phan loai bﬁng nhiéu cach, dua vao muc tiéu cd géng lay nhiém
cua virus, va dya vao cac phuong thirc ma virus st dung dé che giéu ban than no6 véi cac

hé théng phat hién va cac phin mém chdng virus.



1.2.1.1. Phan loai virus dwa vao cac hinh thirc 1ay nhiém:

1.2.1.1.1. Virus lay nhiém Boot-Sector

Virus lay nhiém Boot-Sector 13 mét virus 1ay nhiém béang viéc sao chép chinh né dén
khéi khoi dong bang cach nhu vay sau khi hé diéu hanh may tinh tién hanh khoi dong né
s€ thuc thi cac doan ma virus bi chén vao chir khong phai 1a cac doan ma khoi dong
thong thuong. Virus co thé sao chép noi dung ciia khbi khai dong cii ¢ noi khac trén dia
dau tién hodc noi cb dinh an toan trén 6 dia dé virus co thé chuyén diéu khién dén no sau

khi hoan thanh xt 1y tién trinh khéi dong.

Criginal
boot blnck Virus #1 "u"II'LI!S #2

‘ws \ e, +‘§\

\/' (\/( \

QOriginal copied Ccpy 01' original
to fixed “safe” now destroyed
location

Time

.
™

Hinh 1.1 Khoi khéi dong bi lay nhiém béi nhiéu virus [10]

Phuong phap nay s& gip van dé néu nhu mdy tinh bi nhiém nhiéu lan béi nhirng loai
virus khac nhau khi chung cung sir dung mét dia diém an toan dé luu trit doan ma khoi
dong, do & 1an tiép theo virus s& tiép tuc sao chép doan ma virus trudc d6 dén ving an
toan vo tinh ghi d¢ 1én doan ma nap chwong trinh thyuc su do vay bi x6a va ching sau khi
thuc hién cac chtrc ning cia minh khong ¢ cach nao co thé quay tro lai khdi dong may
tinh, day 12 mot ton hai khong chu ¥ dugc gy ra boi virus, ngay nay virus boot khong
con duoc thiy xuat hién nhiéu do tdc d6 14y lan chdm va kha ning tién hoa khdng cao
cua no.

1.2.1.1.2. Virus lay nhiém tap tin:

Virus lay nhiém tap tin hé diéu hanh c6 mot khai niém vé tap tin duoc thuc thi, trong mot
¥ nghia rong hon cac tap tin thyc thi ciing c6 thé bao gdm cac tap tin ma c6 thé chay boi
cic dong lénh ngudi str dung nhu “shell”. Mot tap tin 1dy nhiém 1a mét virus 1y lan 1a
nhirng tap tin dugc hé diéu hanh hay “shell” xem 13 dé thyc thi nd c6 thé bao gdm cac tap
tin “batch” va ma kich ban “shell” nhung cdc ma nhi phan thyc thi 1a nhiitng ma thyc thi

phd bién nhit.



C6 2 van dé can quan tdm chinh trong lay nhiém tap tin d6 la:

1. Virus thi nim & dau ?

2. Virus duoc thue thi nhu thé nao khi ma cac tap tin lay nhiém chay ?

Cac k¥ thuit ma mot virus thye hién lay nhiém:

Pé tién hanh lay nhiém virus thuc hién ac cong viéc nhu sau:

v Tim kiém déi twrong tép thuc thi dé 14y nhiém

v Nap cac ma doc lay nhiém vao cac tap tin tim dugc

v' Luu tra va dam bao né ton tai duy nhét trong tap tin bi 1ay nhiém
v' Tiép tuc tim kiém céc tép tin khac dé tién hanh iy nhim ma doc

Mdi mot loai virus sé& co nhirng cach thirc dé thuc hién lay nhiém khac nhau song

chung déu dugc trai qua cac nguyén 1y bao gom 3 giai doan la:
v Lay nhiém va chiém quyén diéu khién,
v' Chay cic chirc ning ciia no 1a cac doan ma doc duge gian vao tép tin lay
nhiém
v Trao tra quyén diéu khién cho tép va dam bao tinh toan ven ban dau cua dir
liéu.
Thong thuong virus dugc tién hanh dat & hai noi, noi bt dau mot tép tin va noi két thac
hoac mdt vi tri nao do trong tép tin, cac ki thuat thuc hién cia virus duogc trinh bay nhu
Sau:

Lay nhiém phdn dau cia tdp tin: cac tap tin don gian thuong c¢6 dinh dang nhu
.EXE, .COM, MS-DOS toan b cac tap tin duoc két hop bdi phan ma va phan dir lidu.
Khi duoc thyc thi toan bo tap tin s& duge nap 1én bo nhd va thuc thi s& duoc bat dau boi
1énh nhay dén phan dau tién nap tap tin 6. Trong trudng hop nay virus duoc dit & vi tri
bét dau cua tap tin noi ma cac tap tin nhan quyén diéu khién dau tién khi cac tap tin bi 1y

nhiém chay né s& thuc thi cic doan ma doc dau tién.



Start _, : Start _,
location location infect ()

1f trigger() is true;

payvlicad()

Trudc khi lay nhigém

Sau khi ldy nhigm

Hinh 1.2 virus ldy nhiém phan dau tép tin [10]

Lady nhiém phan cuéi cia tdp tin: gan thém cac ma vao phan cudi ctia mot tap tin thi
cuc ki don gian, mot virus dat o vi tri két thiic mot tap tin béng cach nao no c6 thé chiém
doat quyén diéu khién, c6 2 phuwong phap co ban nhu sau:

Cac ma Iénh chuong trinh géc 6 thé duoc luu lai, va duoc thay thé boi mot 1énh
nhay dén cac ma cua virus, sau khi thuc thi xong virus sé sit dung quyén diéu khién tro
dén cic ma ban dau ma né di 1ay nhidm. Virus c6 thé s& c¢b ging chay truc tiép cac ma
1énh chuong trinh goc ngay tai khu vuc né da luu hodc virus ¢6 thé phuc hoi cac ma 1énh

g0c nay veé trang thai ban dau va chay no.

Header L \ Header

Old start
location

. . L ] nfect | Mew start
Truﬂﬂkhlla?nhlEm | if trigger() is true! | location

\ payload ()
1 goto starch

Sau khi Iy nhiém

Hinh 1.3 virus ldy nhiém phan cudi tép tin [10]

Nhiéu céc tap tin thuc thi c6 dinh dang chi rd vi tri kho1 dong trong phﬁn dau cua tap



tin. Virus c6 thé thay doi vi tri khoi dong nay tré dén phan ma cta né va thuc thi sau d6
1énh nhay trd lai vi tri khéi dong gbe khi chung hoan thanh.

Ghi dé vao tdp tin: nham tranh su thay ddi vé kich thudc ctia mot tap tin mot vai
virus thuc hién ghi dé cac phan ma ctia n6 1én cac phan ma cua tip tin gbe. Viée ghi de
mot cach khong dung ddn sé gy ra su thay doi cling nhu pha v cau tric ciia tép tin ban
dau diéu nay vé tinh lam cho cac chuwong trinh chdng virus d& dang phat hién ra chung,
c6 mot vai cach ma murc d6 rai ro va phtic tap khac nhau: phuong phap dau tién virus
hoat dong giéng nhu Boot-virus né thue hién luu cac phan ndi dung ctia ma chuong trinh
ban dau ¢ mot noi nao d6 va sau dé thyuc hién ghi d¢ 1én mot phﬁn cua tap tin, cach thur 2
1a virus ¢6 thé thuc hién thao tic nén céc dit liéu va ma chuong trinh ban dau sau do tién
hanh ghi d¢ 1&n vi tri tréng duogc tao ra va khi virus thuc hién xong chirc nang cua no thi
s& thue hién giai nén phan ma gbe dé phuc hoi lai tap tin ban dau.

Cheén vao tdp tin: dua vao cau tric ciia cac tép tin khac nhau virus sir dung k¥ thuat
chén mi ctia nd vao cac ving con tréng khong duoc str dung, cac vi tri ndy thuong 1a cac
vi tri bén trong cua tép tin, vé co ban no ciing c6 thé chiém quyén diéu khién dé khi tép
tin kho1 dong s€ trd vé dang vi tri cac doan ma virus da chen, sau khi thyc hi¢n xong cac
cong viéc cuia minh, virus s€ tré lai I¢nh thyuc thi dung nhu vi tri ban dau cua tep tin.

Khéng nam trong tdp tin: cic virus lay nhiém dang nay hay con goi la cac virus
ddng dang khong giéng nhu cac cach 1ay nhiém nhu bén trén loai virus ndy khong 1am
thay d6i ma ctia chuwong trinh goc chiing cha yéu ton tai dudi hinh thirc nguy trang dé c6
nhirng dac diém giéng nhu cac tép tin thuc thi la muc tiéu cta ching, chung to ra la mot
tép tin binh thuong nao d6 nam trén hé diéu hanh va bang cach chiém quyén thyc thi
trudc cac chuong trinh ge dya trén céc co ché vé quyén wu tién trong hé diéu hanh hay
cac hoat dong tim kiém shell:

Thong thudng cac chuong trinh thyc thi s&é nam trén cac dudng dan tim kiém cua hé
diéu hanh, loi dung cac co ché tim kiém vu tién virus c6 thé sao chép chinh né vao cac
duong dan nay va tao tén giéng véi tén clia chuong trinh ma n6é mudn 1ay nhiém, sau d6
chiém quyén wu tién dé hé diéu hanh thyc thi nd trudce khi chuong trinh géc thuc su duoc
thuec thi.

Céc tép tin muc tiéu ciing c6 thé b thay ddi tén va cac virus déng dang co thé s& lay
lai tén géc cua tép tin muc tiéu do.

Céc dinh dang tap tin ELF thuong dugc st dung trén cac hé théng Unix ¢6 mot trinh
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bién dich quy dinh trong mdi phan dau cta tap tin thuce thi thong thuong dugce tré dén cac
lién két trong thoi gian chay cta hé thong. Mot virus dong dang c6 thé thay thé cac lién
két thoi gian chay ndy, d6 14 Iy do ma tat ca cac tap tin thyc thi co thé bi 1ay nhiém clng
mot luc.

Virus dong dang tham chi ciing c6 kha ning hoat dong dua trén cac méi trudng giao
dién dd hoa, mot biéu tuong cua rng dung muc tiéu co thé bi che dau béi mot biéu tuong
ctia virus dong dang. Khi mot ngudi st dung click chon vao biéu twong ma ho nghi 1a
biéu twong cua tmg dung nhung thay vao d6 mot virus dong dang sé& thuc thi.

Ddi v6i hé diéu hanh Windows virus sé& tu ghi cac ndi dung cia n6 vao mot s6 dia
chi trong Registry dé nhiing lan khoi dong tiép theo né s& duge goi dén va kich hoat tro
lai. Pay la mét hinh thic st dung tim kiém shell ddi véi cac tap tin thyuc thi sau khi
chung dugc l1dy nhiém vao may tinh c& ché nay cho phép virus duoc thuce thi va lay lan
cac hoat dong cua chiing mdi 1an may tinh bat hay khoi dong lai.

Kiém tra tinh duy nhdt: dé ddm bao ting tc d6 l1ay nhiém thi virus cin phai tranh
viéc lay nhiém ldp lai trén cac tap tin hay viing nh da chira né vi thé chung can phai c6
co ché dam béo sy ton tai duy nhét trén b nhd cling nhu trong cac tép tin lay nhiém, mot
s6 phuong phap dé thuc hién diéu nay nhu sau: trudc khi tién hanh 1y nhiém né thuc
hién kiém tra mot doan ma trén ving nhd va so sanh voi doan ma virus néu c6 su khac
biét thi né s& tién hanh 1ay nhiém 1én ving nh¢ nay. Hodc virus c6 thé xdy dung thém
chtrc nang cho phép kiém tra dé trude khi lay nhiém chirc ning nay s& duoc goi quyét
dinh c6 hay khong su tdn tai cia no trong bd nhd dugc dya vao cac gia tri tra vé trong
thanh ghi hoic cac bién hé thong sau khi chirc nang duogc goi.
1.2.1.1.3. Virus Macro:

Mot sb tmg dung cho phép chira cac tap tin dit liéu, nhu cac trinh x 1y vin ban cho
phép nhung cac ham macro bén trong chung, Macro 1a mot doan ma nhé dugc viét boi
mot ngon ngit chuan duoc bién dich boi ing dung, ngdn ngir ndy cung cap day di cac
ham dé viét mét virus. Do vay virus Macro chiém duoc nhiéu loi thé hon 1a virus lay

nhiém tap tin.
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Hinh 1.4 M6 ta hoat déng ciua virus macro [10]

Khi mét tai liéu chira mot macro dugc nap boi tmg dung, macro c6 thé 1 1y do gay ra
viéc chay tu dong, cho phép kiém soat diéu khién dén cac virus macro. Mot vai ung
dung c6 thé tao ra cac canh bao nguoi dung vé sy xuat hién cia marco trong vin ban tuy
nhién nhiing canh bao nay thuong bi bd qua mot cach dé dang. Trong hé diéu hanh
Windows thi Virus macro chu yéu 13 cac doan ma duoc viét boi ngdn ngir lap trinh
Visual Basic ddy 1a mot ngon ngit duoc sir dung trong phan mém thudc bd Microsoft
Office nhu Word, PowerPoint, Excel.

Mot tai liéu bi 1ay nhiém thudng bai 2 kiéu macro véi cac tinh chét:

AutoOpen: 1a cac doan ma macro s€ tu dong chay khi ma mot tap tin duoc mé cac
macro ndy s& chiém dugc quyén kiém soat tap tin bi 1y nhiém.

FileSaveAs: 1a cac doan ma luu tép tin trong macro sé chay khi ma tac vu “File save as”
trong trinh don dugc Iya chon. Noi cach khac doan ma nay co thé dugce st dung dé lay
nhiém dén bat ki tai liéu nao chua bi nhiém virus ma dugc luu béi ngudi dung.

Dung trén quan diém k¥ thuit, ngdn ngit cho macro thi d& dang duoc str dung hon céac
ngon ngilr 1ap trinh bac thép vi vay loi thé ctia macro lam gidm cac rao can tao ra mot
virus.

1.2.1.2. Phan loai virus dwa trén cac chién hrgc an nau:

Mot cach khac dé phan loai virus la dya vao cac cach lam thé nao dé ching co thé an
nau va qua mat dugc nguoi dung ciing nhu cac pham mém diét virus.
1.2.1.2.1. Virus ma hoa

Doi voi mot virus duge ma hoéa y tudng la phan than cta virus bao gom phan lay
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nhiém, kich hoat va payload s& dugc ma hoa thong qua mot vai cach thuc, myc dich 1a
gay ra su kho khin dé c6 thé phat hién ra chiing, khi phan than cua virus & dang mé hoa
n6 sé khong thuc thi cho dén khi duoc giai ma, sau mot vong giai ma s& giai ma phan
than cua virus va chuyén diéu khién tro dén né, bang cach nay virus giai ma s& cung cap
it thong tin vé chiing hon vdi cac phan mém phat hién ma doc. Mot qua trinh giai ma c6
thé gidi ma phz‘in than virus tai chd hodc & mot noi khac, su lya chon nay co thé duoc

quyét dinh boi cac rang budc bén ngoai nhu 1a kha ning viét ma ctia chuong trinh bi 1ay

nhiem.
| for 1 in O.lengthibody): for 1 in O.length{body) : :
! decrypt body, decrypt body, [
goto decrypted body goto decrypted body
- ¥ decrypted body:
é infect (}
e
1f triggeri) is true:
payloadi(]
i)
Trrdre khi giai ma Sau khi gidi m3

Hinh 1.5 M6 ta qua trinh virus dwoc giai ma [10]

Mot diém yéu 16n nhat cia phuong phap ma héa & trén 13 phan than virus s& dugc ma
hoa gidng nhau & mot 1an 1ay nhiém ké tiép, sy khong thay d6i nay 1am cho virus dé
dang bi phat hién giéng nhu 1a mét virus khong hé che dau. Piéu nay s& duoc khic phuc
v6i mot khda ma sinh ngdu nhién : Khoa duoc sir dung cho viéc ma héa sé thay d6i ngiu
nhién v6i mdi mot 1y nhiém méi. RS rang, qua trinh giai ma virus can phai duoc cap
nhat cho mdi lay nhiém dé két hop chat ché véi khoa méi.
1.2.1.2.2. Virus tang hinh

Virus tang hinh 12 mét virus nd lyc tién hanh céc budc dé che dau sy lay nhiém cia
chinh né, khong chi c6 phan than virus, mot virus tang hinh luén ¢b ging 4n moi thir
khong chi véi cac phﬁn mém chéng virus. Mot vai k¥ thuat virus tang hinh thuc hién
duogc trinh bay bén dudi:

Mot nhan thoi gian ciia tap tin gbc bi lay nhiém c6 thé dugc khoi phuc sau khi lay
nhiém do d6 tap tin khong thiy su thay d6i méi.

Virus ¢6 thé duge luu dit hodc c6 kha ning tai sinh tit ca nhitng thong tin vé tap tin trudc
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khi 1ay nhim bao gdm nhan thoi gian cia no, kich thude tap tin, va ndi dung cta tap tin,
sau do cac cudc goi vao/ra hé théng 6 thé bi ngan chan, va virus s€ phat lai cac thong tin
ban dau dé dap Gmg bat ki hoat dong vao/ra ndo trén céc tap tin bi 1ay nhiém, lam cho n6
xudt hién nhu 1a khéng bi lay nhidm. K§ thut nay ciing duoc tmg dung dén cac khi
khéi dong vao ra.

Phuong phap chinh xac cua viéc ngan chdn cac cudc goi vao/ra thi phu thudc vao hé
diéu hanh. V&i MS-DOS 1a mot vi du nhiing yéu cau vao/ra dugc tao ra tir cic cudc goi
ngit, toan bo xtr Iy duoc dat théng qua véce to ngit, virus chi can stra vée to ngit dé chén
chinh né vao chudi xir 1y ngat. Trén cac hé théng khéc thi biéu dién vao/ra sir dung cac
thu vién chia sé, vi viy mot virus c6 thé dit chinh n6 thanh mét khéa vao trong thu vién
chia sé nhiing cong viéc thuong 1& dé ngin cac cudc goi vao ra voi hau hét cac tmg dung.

Mot s6 hé thdng luu trit cac bd nap khoi dong thir cAp nhu cac khéi dia lién tiép, dé
lam nhiém vu nap cac khoi dong chinh don gian hon .Trén cac hé théng nay, ¢o 2 cach
xem céc bd nap khéi dong tha cép nhu 12 mot chudi cac khdi va nhu 14 mot tap tin trong
hé thong tap tin. Mot virus ¢ thé chén chinh n6 vao khoi khoi dong thir cap ciia khbi va
di chuyén cac khdi ban dau dén noi khéc trong hé théng tap tin. Két qua 1a moi tht to ra
binh thudng, hé thong tap tin cho thiy khong c6 su thay d6i nao rd rang, nhung trén thuc
té virus da bi 4n va chay mot cach tu do cua bd nap khoi dong chinh.

K¥ thuat tang hinh chéng chéo vdi cac ky thuat dugce s dung boi rootkit, Rootkits 1a
mot bd cong cu cho nhitng ngudi da dot nhap vao may tinh, ching st dung nhiing bo
cong cu toolkit dé an va tranh bi phat hién, ma doc ngdy nay ciing st dung rootkit vi du
nhu Ryknos Trojan horse c¢d ging che d4u chinh né bang viéc st dung mét rootkit danh
cho quan 1y ban quyén sb.
1.2.1.2.3. Virus Oligomorphism:

Gia st mot virus ma hoa voi khda ma hoéa ngiu nhién duoc thay doi véi mdi 1an lay
nhiém méi, chi c6 nhitng phan khong thay d6i ctia virus 1a cac ma nam trong vong lap
giai mi. Cac phan mém chdng virus s& khai thac diéu nay dé phat hién, vi vay sy phat
trién tiép theo hop 1y 1a thay d6i ma trong vong ldp giai ma véi mdi lay nhidm.

Mot virus oligomorphic hay 1a virus ban da hinh la mét virus dugc ma hoéa trong dé co
mot hitu han nhé sb luong cac vong liap giai ma khac nhau theo ¥ cta nd. Vi vy virus
nay né co thé sinh ra dugc hitu han cac bién thé khac nhau.

Virus nay chon mot vong 1ap giai ma méi tir viing chira cho moi lan 1ay nhiém méi vi
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du: Whale d3 c6 30 bién thé giai ma khac nhau va Memorial c6 96 bién thé giai ma.

Trong kha niang phat hién, oligomorphic chi tao ra mot virus hoi kho khan dé spot.
Thay vi tim kiém mot vong lap giai ma cho virus, phadn mém chdng virus c6 thé don gian
thuc hién liét ké ra cac vong giai ma ma virut co kha ning va tim ra kiém tat ca bién thé
cua chung.
1.2.1.2.4. Virus da hinh:

Mot virus da hinh bé ngoai thi gidng nhu mot virus Oligomorphism, ca hai cing ma
hoa virus, ca hai cing thay doi vong lip giai mi ctia chung cho mdi 1an 14y nhiém, tuy
nhién mot virus da hinh c6 mét sé lwong vo han cac bién thé cua vong lap giai ma.
Tremor 12 mot vi du nod c6 téi gan sau ty kha nang lap giai ma tic 1a c6 thé sinh ra 6 ty
bién thé khac nhau. C6 thé noi virus da hinh rd rang khong thé bi phat hién boi liét ké tat
ca cac két hop c6 thé cua ching.

Nhu vay c6 thé thdy mot virus da hinh 13 mot virus thuc hién cic phuong phap che du
dua vao viéc mi hoa cac than ma chuong trinh cia n6 bang viée thay d6i cac cach thic
mi hoa hay thay doi phuong thirc giai ma nhiéu lan, chung c6 kha nang tinh vi lan tron
trude sy tim kiém cia céc phén mém diét virus boi cac bién thé sinh ra ngﬁu nhién theo
thoi gian va cac d6i tuong 1y nhiém.

1.2.1.2.5. Virus siéu da hinh:

Virus siéu da hinh & virus ma da hinh phan than ma bén trong ctia no6. Chiing khdng
thie hién ma hoa do d6 khéng can cac vong giai ma tuy nhién dé tranh bi phat hién boi
su thay d6i, mot phién ban moi hay bién thé cua phﬁn than virus duogc thuc hién cho mdi
1an lay nhiém moi.

TAt ca céac ky thuat stra ddi ma duoc st dung bdi virus da hinh déu duoc ap dung vao
virus siéu da hinh, ca 2 déu sir dung mot “mutation engine” (“mutation engine” 1a mot
chuong trinh may tinh c6 thé dugc sir dung dé chuyén d6i mot churong trinh thanh phién
ban tiép theo bao gém cac ma lénh khac nhau nhung hoat dong véi cac chirc nang twong
tu nhau ) , ngoai trir viéc mot virus da hinh thi khong can thay d6i “engine” cho mdi lan
lay nhiém béi vi né c6 thé cu trii bén trong phan ma héa cua virus. Nguogc lai “mutation
engine” cia mot virus siéu da hinh sé& ty bién d6i chinh n6 cho mdi lan lay nhiém.

C6 thé néi virus siéu da hinh rat tinh vi véi kha ning lai tao va két hop da hinh ching
tao ra vo s6 cac bién thé chi tir mot mé virus ban dau lam cho cac phﬁn mém tim va diét

virus vo cung kho khan trong viéc phat hién ra chung va bi qua méat dé dang.
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1.2.2. Logic Bomb
Logic bomb 1a loai ma doc khong ty nhan ban ching c6 thé ky sinh trén cac vat chi,
mot ma doc logic bomb bao gdm 2 phan chinh 13 :

Mot payload 12 cac ma nap co thé 1a bat cr thir gi nhung c6 ¥ d6 x4u hay 1a cac muc
dich ctia ma doc nhu 13 pha hoai hay pha hily cac chirc ning an toan ctia hé thong.

Mot trigger (kich hoat) 1a mét diéu kién dung hodc sai duoc danh gia va diéu khién
khi mot payload dugc thyc thi. Mgt diéu kién kich hoat chinh xac thi duoc gi61 han boi
kha ning sang tao va c6 thé dua trén cac diéu kién dia phuong nhu 13 thoi gian, ngay,
thang , nam dé thuc hién Kich hoat, dwa vao mot dang nhap nguoi dung, hay mot phién
ban hé diéu hanh, hodc bat ky mot su kién nao d6 ma ké viét ma doc nghi ra . Kich hoat
cling c6 thé duoc thiét ké dé kich “nd” tir xa.

Dic tinh ctia ma doc logic bomb 13 chiing s& cu tra bang cach Ky sinh trén céc phan
mém thong thuong hodc ding mot cach doc lap bang cach nao dé an nap khoi sy phat
hién ctia ngudi dung hay cac phdn mém diét virus giai doan nay hau nhu chung khong
thuc hién hanh vi gi cho dén khi diéu kién kich hoat xdy ra hay mot thong diép tan cong
duogc gui cac ma doc hai bén trong sé dugc thuc thi.

1.2.3. Trojan Horse:

Ma doc Trojan Horse 1a mot cai tén duoc xuét phat tor mot dién tich “Con ngua
thanh Troy” trong than thoai Hy Lap. Trojan la mgt loai ma doc mac du khong c6 kha
nang ty nhan ban tuy nhién né thuong lay nhiém vao hé théng v4i nhitng thé hién rat
binh thuong dudi hinh thirc déng gia nhu 1a cac chuong trinh phian mém hitu ich thuc
hién nhiing nhiém vy thong thudng va hop phap, nhung thuc chat bén trong lai bi mat
thuc hién mot s6 nhiém vu nguy hiém, 4c tinh ma ké c6 v dd x4u di cai dat vao né. Vidu
nhu mot mé doc Trojan c6 thé 1a mot chuong trinh danh cdp thong tin tai khoan va mat
khau nguoi dung bang cach khi ngudi dung thyc hién chirc ning dang nhap mic du cac
thong tin duoc gd vao 1a chinh x4c tuy nhién chung sé tao ra cac nhic nhé thong bao
rang tén tai khoan va mat khau khong dang va thong bao yéu cau ngudi dung nhap lai
vao d6 dé xac thuc trude khi chay mot chuong trinh dang nhap thuc sy. Nguoi ding
khong nghi ngd réng ho di thuc hién mot 16i danh may va nhap lai cac thong tin ma
khong hé hay biét. Doi khi cac Trojan ciing c6 thé duge cai dit cac chirc ning gian diép
duoc diéu khién va thuc hién cac hanh vi theo yéu clu cua may chu tu xa,

Chung c6 thé ky sinh trén cac vat chi 1a cac phin mém thong thuong va thyc hién
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cac chuc nang cua vat chu mot cach binh thuong nhung lai thuc hién céc chirc nang doc
hai mot cach riéng bi¢t hodc lam nhirng cong viéc ciia chuong trinh chu nhung chinh stra
cac chire nang dé thyc hién y dd 4c ¥, nap dudi danh mot phan mém hiru ich dé thuc hién
cac hanh vi gdy hai. Trén cac may tinh chay hé diéu hanh Windows cac Trojan thudng
duogc xuat hién dinh kém thu dién tr bang cach dat tén dudi danh nghia 14 cac chuong
trinh Iuvong thién nhu cac chuong trinh van ban, tap tin .txt hay cac tap tin da phuong
tién tuy nhién 4n bén trong lai la cac tap tin thuc thi nhu 1a .exe, .com, .scr, .bat vi mot $6
phan mém duoc cau hinh trong Windows mic dinh khong hién thi thong tin nay vi vay
chiing danh lira nguoi dung du dd ho mé cic chuong trinh nay va vé tinh kich hoat
ching. Trojan d6i khi cling xuét hién duéi dang cac biéu tugng théng thudng cia cac
phan mém hitu ich tham chi chiing ¢6 thé déng gia chinh cac chuong trinh diét virus va
dé dang qua mit ngudi dung thong thuong.

1.2.4. Back Door

Back door 1a mot ma doc khong tu tai tao va ching thuong ki sinh trén cac vat chu
mot back door 12 bat ki mot co ché nao cai ma cho phép vuot qua cac kiém tra an ninh
thong thuong. Cac 1ap trinh vién doi khi tao ra back door 1a mgt chirc ndng bi mat trong
mét chuong trinh cho nhitng 1y do chinh dang nhu 13 bé qua mot qua trinh x4c thuc tén
thoi gian khi g& 16i mot may chi mang hay kiém tra chwong trinh va khac phuc 15i.
Giéng nhu 1a logic bomb, back door co thé duge cai dat trén cic ma hay chuong trinh
hop phép hoac nhu mot chuong trinh doc lap.

Mot loai dic biét cua back door 1a RAT duoc viét tat cua cong cu quan tri tr xa (
Remote Administration Tool ) hay la truy cap Trojan tr xa ( Remote Access Trojan )
diéu nay phu thudc vao ngudi duoc hoi. Cac chuwong trinh nay cho phép mot may tinh co
thé giam sat va diéu khién tir xa, Ngudi str dung c6 thé chu y cai dat dé truy cap vao mot
may tinh dé 1am viét & nha hodc cho phép nhiing nhan vién trg gitip chan doan va sira
chira may tinh tur xa. Tuy nhién néu ma doc 1én 1at cai dit mot RAT trén mot may tinh,
sau do nd s€ md ra mdt ctra hau (back door) tr¢ lai trong may tinh d6. Back door khi
chay trén cac may tinh bi nhiém s& luu trG trong bd nhd doi 1énh diéu khién tir cac cong
dich vy, ching mo ra cac cong cho phép ké tin cong truy cap vao may nan nhan tir cac
cudc tdn cong mang tir 46 ké tAn cong s& chiém quyén giam soat va diéu khién may nan
nhan. Back door t6 ra rat nguy hiém bai kha ning 14n trén cua nd déi khi chiing dugc hen

trude thoi gian dé két ndi ra ngoai vi thé trong thoi gian luu tri chung khong dé 16 bat ky



17

hanh vi hay thong tin gi cho phép cac phan mém diét ma doc phat hién ra.
1.2.5. S&u may tinh (Worm):

Sau may tinh 1a loai ma doc c¢6 kha nang tu nhan ban tuy nhién chiung thuong xuét
hién nhu nhitng chwong trinh doc 14p ma khong can tap tin chu dé mang nd. Do d6 nd
khong ky sinh vao céc tép tin hodc mot khu vyc nao trén dia cirng ban than n6 da 1a mot
chuong trinh hoan chinh vi viy khéng thé dung cac chuong trinh do quét tép tin dé phat
hién va loai bo sau may tinh. Mo1 truong hoat dong cua sau may tinh 1a mang Internet
chuing dac biét manh trong kha nang ty nhan ban néu nhu virus can c6 mot su kién tur
nguoi dung dé kich hoat tu sao chép va lay nhiém nhu 13 : M& tép tin, khoi dong may
tinh, sao chép tap tin....Sdu may tinh hoan toan c¢6 kha nang sao chép va nhan ban chinh
n6 ma khong can bat ky thao tac nao ciia ngudi st dung day 1a mot dic diém gitp ching
lan rong véi tbe d6 chong mat. Muyc dich cua siu may tinh 13 lam tiéu ton tai nguyén
bang thong ctia mang may tinh va pha hoai cac hoat dong cua hé thong nhu 14 pha huy
tép tin, tao ra ctra hau cho phép tin tic xAm nhap va diéu khién trai phép hé théng. Chinh
nhd kha nang vé tbe do lan truyén va kha nang 13y nhiém xuyén cac hé thong trong
khoang thoi gian ngan lam cho céc tin tic ngdy cang vu thich siu may tinh hon 1 céac
virus thong thuong, ngay nay muc tiéu thuong thiy cia sdu mdy tinh 1 thyuc hién cac
cudc tan cong tir chdi dich vu Ddos hodc thuc hién xAm nhap cai dit cac back door va
tién hanh cac cong viéc pha hoai vo cling nguy hiém.

Sau may tinh bao g@)m 2 loai chinh Ia sau dich vu mang va sau gui dién thu hang
loat:

Sau dich vu mang (Network Service Worm): chung phat tan va lay lan thong qua
viéc khai thac céac 16 héng bdo mat cua cac dich vu mang, cidc iing dung hay hé diéu
hanh. Sau khi 1ay nhiém vao hé thong chung s& do quét tit ca cac tmg dung hay hé thdng
chay cung dich vu véi cic 16 hong dang bi khai thac va tiép tuc tan cong trén dién rong
voi tbe do chéong mat ching co thé lam té liét mang may tinh va cac hé théng an ninh,
mét sb sau dich vu mang nhu 1a Sasser dugc phat hién lay lan trén mang ngay 1/5/2004
bang viéc khai thac 16 hong bao mat cia dich vu LSASS (Local Security Authority
Subsystem Service) tan cong vao cac may tinh cai Windows 2000/ XP/ Server 2003.
Hay mot siu dich vu ndi tiéng khac 1a Witty.

Sau giri dién thw hang loat (Mass Mailing Worm): Ching 13 cac siu tin cong vao

dich vu thu dién tir cach thirc hoat dong cua chung 1a 1ay lan trén cac hé théng thu dién tor
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mot khi hé thé)ng bi lay nhiém n6 s& do quét danh sach cac dia chi email va tu dong giri
ban sao cua chinh né téi nhitng dia chi ma n6 tim duoc bang cach st dung cic email may
khach thudc hé thong bi 14y nhiém hozc email thudc hé théng do né tao ra, nd co thé gui
ddng loat cac thu ndy vao mang luéi ctia hé théng 1am cho cac may chu tré nén qué tai
va lam cho hé théng chiu mot lugng 16n “bomb mail”. Loai sau nay hién nay chu yéu
duoc dung véi muc dich quang cdo nhu phat tan cac thu rac hay nhitng chuong trinh ma
doc nguy hiém khac mot s6 vi du vé sdu may tinh giri dién thu hang loat 13 : Beagle,
Mydoom va Netsky.

1.3. Céc k¥ thuat phat hién ma doc

Muc dich cua viéc phat hién hién ma ddc 1a dua ra nhirng canh bao sém dé c6 co ché
ngan chan kip thoi trude khi cac ma dgc thye hién cac hanh vi hay chirc nang cua ching
chinh vi vay vai tro ciia phat hién ma doc la hét strc quan trong, chung ta luon ludn phai
tim kiém va phat hién su ton tai ciia ma doc ngay ca khi chiing khong thyc thi hay 1am
bat cir diéu gi ,tham chi néu mot ma doc khong hoat dong trén mot hé théng viéc phat
hién ra n6 van rat can thiét bai vi diéu d6 dam bao rang no6 s& khong anh huéng dén hé
théng khac. Léy hé théng email 1a mdt vi du noi ma cac may nhan cé thé chay trén hé
théng hay chira nhitng tmg dung, dich vu hoan toan khac véi may chi vi vay phai dam
bao rﬁng ma doc khong thé duoc thuc thi trén bat ky hé théng nao.

Céc k¥ thuat phat hién ma doc 1a mot qua trinh tim kiém va thim dinh xem mot
chuong trinh phdn mém c6 thé da bi 1ay nhiém ma doc hay bén trong c6 chtra cac doan
ma dugc xem la ma ddc hay khong, thém vao do cac hanh vi ctia chiing cling dugc phan
tich va xem xét 1a nhom céc hanh vi théng thudng hay cac hanh vi thudc vé ma doc, dua
vao cac két qua do dé co thé chtirng minh va phat hi¢n su ton tai cua ma doc trén cac hé
thdng.

1.3.1. Cac ky thuat phat hién dga trén phan tich tinh

K¥ thuit phat hién mé doc dwa trén phuong phap phan tich tinh c6 dic diém la phat
hién ma doc ma khong can phai chay hay thyc thi bat ky doan ma nao cia n6é gém c6 3
phuong phap chinh 13 k¥ thuat do quét, chan doan duya trén kinh nghiém va kiém tra tinh
toan ven.
1.3.1.1. Ky thuat do quét (scanner):

Thong thuong mdi mot ma doc duge biéu dién bdi mot hay nhiéu mau, hoidc 1a cac

d4u hiéu (signatures), chudi tuan tu cc byte 1a nhitng cai duoc coi la dic trung duy nhat
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ctia ma doc. Cac dau hiéu nay doai khi con duoc goi 1a cac chudi (scan strings) va chiing
khong can bat ky mot rang budc vé chudi nao. Mot vai phan mém chdng ma doc co thé
hd tro viée sir dung cac ky tu dai dién (wildcards) cho mdi mét byte tiy ¥, mot phan cua
mot byte, hodc khong hay nhiéu byte. Qua trinh phat hién ma doc bang cach tim kiém
thong qua mat tap tin voi1 cac dAu hiéu cta no thi dugc goi la scanning va cac ma dugc
tim théy dugc goi 1a mot scanner. Cu thé hon nita, qua trinh phat hién dugc thuc hién
thong qua mot dong cac ma byte chung co thé 1a toan bo ndi dung cua mot khdi khai
dong, toan bd ndi dung cua tap tin, hodc 1a mot phﬁn cua tap tin dugc doc hodc ghi, hay
cling co thé 13 cac goi tin mang.

Véi hang tram ngan dau hiéu dé phat hién viéc tim kiém chung tai mot thoi diém thi
khong kha thi chut ndo. Mot trong thach thirc 16n nhat cta k¥ thuat nay 1a tim ra céc
thut toan c6 kha ning tim dugc nhiéu mau mot cach hidu qua va dong thoi dénh gid
dugc ching.
1.3.1.2. Ky thuat Static Heuristics

K§ thuat nay dugc ap dung dé nhan 1én kha ning chuyén gia trong cac phan mém
chdng virus, chan doan dua trén kinh nghiém trong phwong phap phan tich tinh c6 thé
tim thiy cdc ma doc da biét hodc chua biét bang cach tim kiém mot mau ma ma co
nhirng dac diém chung giéng nhu 1a mdt ma doc thay vi scanning cac dAu hiéu dic biét
cua ma doc. Day 1a mot k¥ thudt phan tich tinh c6 nghia 1a cdc ma s€ dugc phan tich ma
khong thuc thi va khong co gi dam bao vé bat ky mot ma nghi ngo duoc tim thay sé thuc
thi khi ndo. Ky thuat nay dugc thuc hién thong qua 2 budc:

Thu thap dit liéu: Dit liéu thu thap c6 thé duoc sir dung tir bat ky mot ki thuét dua
trén kinh nghiém nao, c6 hay khong mdt k¥ thuat kinh nghiém phan loai chinh xac cac
dau vao diéu d6 khong thuc su quan trong bai vi cac két qua ctia nhiéu kinh nghiém sé
duoc két hop va dugc phan tich sau d6. Mot scanner c6 thé duoc st dung dé xé4c dinh vi
tri mot dau hiéu 1a cac biéu hién dugc chi ra cua nhitng ma dang nghi duoc goi 13 céc
booster. Sy hién dién clia cac booster nay lam tang kha nang cac ma sé duoc phan tich la
cac ma doc nhu la: cac ma Junk, tu thay ddi ma, su dung cac cudc goi ham API khong
dugc cung cép, diéu khién véc to ngét, su dung céc 1énh bat thuong dac biét 1a cai khong
duoc sinh ra boi trinh bién dich, chudi chtra nhitng tir ngir khiéu dam, hoic cac tin hi¢u
r& rang nhu 1a mot tir “virus”. Mot viée cling khong kém phan quan trong 1a tim kiém

nhirng thir xuit hién trong mot md binh thudng day 1a nhitng c4i ma ma doc khong
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thuong lam. Vi du virus thi khong thuong tao mdt hop thoai pop-up cho nguoi str dung.
Diéu nay s& dugc xem xét 1a mot heuristic phu dinh hay mét stopper.

Céc kinh nghiém heuristic khac c6 thé dugc tinh toan ma khong duya trén scanning
nhu la:

Su khéac nhau gitra mot diém vao va két thuc ctiia mot tap tin co thé dugc tinh toan,
cac gia tri cuc nhd khi thyc hién so sanh vdi nhitng gia tri giéng nhu vay & mdt tap tin
khong bi 1ay nhiém.

Phan tich phé ctia ma 1énh c6 thé duoc thuc hién, tinh toan cac tin sd cla cc byte
hoac 1a cac 1énh dugc sir dung trong ma. Cac ma dugc ma hoéa s€ co dau hiéu phé khac
v61 ma khong dugc ma hoa.

Phan tich: phan tich dit liéu tinh heuristic c¢6 thé xac dinh don gian nhu 1a danh cac
trong s6 cho mdi gia tri heuristic va tinh tong cac két qua. Néu tong sé vuot qua mot gia
tri ngudng duoc st dung nhu 1a mdt can cur phat hién thi dit liéu dau vao co thé da bi lay
nhiém.

Mot s6 phuong phap phirc tap trong cac phan tich di liéu c6 thé str dung tri tué nhan
tao nhu 1a mang neural, h¢ chuyén gia, hay céac k¥ thuat khai pha dir liéu.

K¥ thuét Static heuristics c6 thé dugc xem nhu 1a mot cach dé giam cac yéu cau tai
nguyén cta k¥ thuat scanner. Toan bd dau hiéu ctia ma doc trong mot co so dit liéu ma
doc c6 thé duogc chit loc giam xuéng mot tap nhd hon, téng quat hon. Mot k¥ thuat quét
mi doc co thé tim kiém nhitng ddu hiéu dic trung ngan nay va nap vao trong bo dir licu
chtra toan bd cac dau hiéu néu phu hop véi nhitng gi da tim thiy. Piéu ndy lam giam bét
yéu cau luu dit toan bo cac dau hiéu dic trung trong bo nho.
1.3.1.3. Ky thuat kiém tra sw toan ven (Integrity Checkers)

Ngoai trir mot s6 virus dong dang cac ma doc chu yéu hoat dong bang cach thay do6i
cac tap tin. K¥ thuat kiém tra tinh toan ven nhiam khai thac cac hanh vi nay dé tim ra ma
doc bang cach xem céc thay doi trai phép vao cac tap tin. Mot kiém tra toan ven duoc
khoi dau bﬁng viéc tinh va luu dit mét checksum cho mdi tap tin trong hé théng duoc
xem x€t. Sau d6 mot checksum cua tép tin can kiém tra s& duoc tinh lai va so sanh véi
gia tri checksum gdc ciia né. Néu checksum khac nhau cé nghia 1a da c6 mot sy thay doi
dién ra. K¥ thuét nay duoc str dung rat phd bién trong cac phan mém chdng mi doc ban
dau cac ma doc dugc tim théy s€ dugc su dung mdt ham bam nhu 1a MDS5,SHA,CRC...

dé tinh toan ra gia tri bam duy nhat ctia n6 sau dé cac gia tri nay dugc luu trong co s¢ dir
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liéu nhu 1a cac dit liéu mau dinh danh m3 doc d6. Khi mudn kiém tra mot tap tin co phai
12 mi doc hay khong chung ta chi can tinh toan lai ham bam va so sanh gia trj két qua véi
co s& dit liéu d3 c6. Néu ton tai mot ma bam nhu vay trong co s¢ dir liéu ma doc thi co
thé biét chinh xac nd 1a moét ma doc.
1.3.2. Cac k¥ thuat phat hién dwa trén phan tich dong

K¥ thuat phat hi¢n ma ddc dya trén phan tich dong l1a k¥ thuat quyét dinh mot tap tin
c6 bi 1ay nhiém hay khong thong qua viéc thuc thi cac ma chuong trinh va quan sat cac
hanh vi ciia nd. Bé thyc hién duoc phuong phap nay can phai thiét lap méi truong dé ma
ddc thuc thi va cac cong cu cho phép quan sat cac hanh dong cua ching nhu: theo doi
cac tién trinh, theo ddi cac thong tin vé registry, su thay doi cua cac tép tin, thu muc, theo
ddi sy thay doi ciia luu lugng mang va cac két ndi TCP/IP... Tét ca cac hanh vi cia ma
doc s€ dugc luu dudi dang cac nhat ky phuc vu cho cong viéc phan tich sau nay.
1.3.2.1. Ky thuat Behavior Monitors/Blockers

Mot behavior blocker 1a mot k¥ thuat chéng ma doc giam sat cac hanh vi thuc thi
cia mot chuong trinh trong thoi gian thyc, theo doi cac hanh dong, cac khoi 1énh kha
nghi ctia nd, néu nhitng hanh dong nay duogc tim thiy behavior blocker cé thé ngan chin
nhimg hanh dong kha nghi thanh céng va cham dut cac tién trinh ctia mot chwong trinh
hay 1a c6 thé hoi nguoi ding cho cho cac hanh dong phu hop dé xir Iy. Mot behavior
blocker thi tim kiém diéu gi? Vé co ban mot behavior blocker xem xét mot chwong trinh
thudc vao cac hanh vi dugc xem xét 1a bi chan hay la cac hanh vi thong thuong. Ching
c6 thé 1 nhitg hanh vi lién quan dén tap tin nhu mo, stra d6i hay x6a, hay nhiing thao
tac fomat 6 dia phan vung, thay doi registry, két néi mang...Mot hanh vi thong thuong
dugc mo hinh hoa trong 3 cach dugc miéu ta nhu sau:

a. Mot hanh dong dugc cho phép didu nay dugc goi 13 mot phat hién positive

b. Mot hanh dong khong dugc cho phép didu nay duoc goi 1a mot phat hién

negative
. Mot cach két hop ca 2 gidng nhu k§ thuat static heuristics bao gdm c6 boosters
va stoppers.

Mot diéu twong tu dugc rut ra tir cac hé thong mién dich trong tu nhién, céc
behavior blocker c¢b ging dé nhan thirc chinh né tir nhimg thir khong phai 1 n6, hay 1a
céc hanh vi binh thuong tir nhitng hanh vi bat binh thuong. Cach tu duy nay 13 cai ma hé

théng mién dich cAn 1am dé phan biét cac té bao binh thudng xAm nhép tir bén ngoai.
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Tuy nhién diéu ndy can phai duoc xem xét can than vi doi khi cac hanh vi bat thuong

khong c6 nghia chac rang n6 1a mgt hanh vi thudc vé ma doc.

for 1 in 1..4:
print (i)
T\/\\ ,»"’A\,ff
]
)
(PN :E___."
for 1 in 1.4: | printii)
Printii} | print (1)
| print (i)
| print (i)
Static view Dynamic view
(code isn't running) {code is running)

Hinh 1.6 so sdnh 2 ky thudt phdn tich tinh va déng [10]
K§ thuat behavior blocker c¢é thé tim kiém nhitng dau hiéu theo phuong phap phan
tich dong ma nhiing biéu hién 1a mot hanh vi thudc vé ma doc. Vi du nhin véao cach hoat

dong vao/ra dugc thém vao cia mot ma ddc ciing thé hién cac dau hiéu cua nd.

open N

open

read open open read

write open read write

read read write read
write write read write
read read write close
write write close close
close

close

Céc diu hiéu d6i khi 1a chudi cac hanh vi nhu hinh minh hoa & trén 1a chudi céc
hanh vi lién quan dén céc thao tac xur 1y tap tin v6i do dai 1a 3. Dya vao céac dau hiéu nay
chung ta hoan toan c6 thé tim ra duoc nhitng bat thuong trong cac hanh vi cia mot ma
doc.
1.3.2.2. Ky thuat Emulation

Giam sat cac hanh vi ky thuat Behavior blocking cho phép ma chuong trinh chay
trén may thuc. Nguoc lai k¥ thuat phat hién ma doc st dung mé phong gia lap
(emulation) cho phép cac ma dugc chay va phan tich trong mgt méi truong mé phéng

gia lap. Véi ky vong rang dudi moi trudng mo phong mot ma doc sé tiét 16 chinh no. Boi
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vi bat ky mdt ma doc nao dugc tim théy s€ khong dugc chay trén may tinh thuc su vi vay
khong c6 mot hiém hoa nao xay ra.

Mo phong c6 thé duoc ap dung qua 2 cach mic du ranh gi6i phan biét giita chung 1a
map mo:

Dynamic heuristic: day 1a k¥ thuat c6 do chinh xac tuong ty nhu k¥ thuat static
heuristic chi c6 mot sy khac nhau 1a cac dit liéu dugc thu thap nhu thé nao: dynamic
heuristic phan tich thu thip cac dir liéu ctia n6 tir méi trudng gia lap vé cac ma chuong
trinh s& dugc phan tich. Céc phan tich nay dugc thue hién gidng nhu 13 cach ma k¥ thuat
static heuristic da thuc hién.

Dynamic heuristic ciing ¢6 thé tim kiém cac ddc trung tuong ty nhu la behavior
blockers, nhu 1a cac 151 goi hé thong. Mbi truong gia lap 1a mot mdi truong ao an toan
trong d6 cac mi chay dugc giam sat. Dynamic heuristics ¢ thé dugc sir dung hiéu qua
dé phat hién cac dau hiéu hanh vi cta virus siéu da hinh.

Generic decryption: véi nhirng virus da hinh vong giai ma co thé 1a mot yéu té giy
ra khé khan cho cac phan mém diét ma doc dé phat hién duoc chung. Ky thuat generic
decryption c6 thé 1a nhirng ctru canh cho van dé nay bai vi dia vao vong lap giai ma
riéng cua ma doc dé gidi ma phﬁn than cua n6. C6 mdt nhan xét 1a cac ma doc cho du ma
hoéa thé nao thi ching déu co chung nhirng hanh vi dé thuc hién cung mot muc dich. Mot
khi dugc giai ma, phén than caa ma doc co thé duoc phat hién béng cach st dung
phuong phap do quét thong thudng, diéu nay xac dinh chinh x4c kha ning nhéan biét cac
ma ddc da hinh, k¥ thuat nay st dung cac kinh nghiém dé xac minh khi mot ma doc ma
hoa chinh n6. Vi du nhu mét virus dang ¢ gang thuc thi mot 1énh nam thudng chu trong
ving nhd & 1an stra ddi trude ( vi du giai md). Mot cai dau hiéu khac 1a su thay d6i vé
kich thudc cia méot qua trinh giai ma mic du khoang thay d6i ndy sé tiiy vao kién trac.
Trén nén tang Intel x86, 24 byte hoac nhiéu hon bj stra d6i trén bd nhd 1a mdt dau hiéu
tiem nang cua mot qua trinh giadi ma da dién ra. Bén canh kinh nghi¢m k¥ thuat du trén
mo phong c6 thé quét bd nhé dinh ky trong khoang thoi gian mo phong dé phat hién

nhing d4u hiéu bat thudng.



24

CHUONG 2 MOT SO THUAT TOAN PHAN LOP DU LIEU PIEN HINH
TRONG KY THUAT HQC MAY GIAM SAT

2.1. Thuét toan cay quyét dinh
2.1.1. Gi¢i thiéu thuat toan

Thuat toan cdy quyét dinh 1a mot phuong phap duoc tmg dung rong rii trong thuc té
dic biét 1a cac linh vuc khai pha dir liéu hay nhu giai quyét cac bai toan phan 16p trong
k¥ thuat hoc may. Hoc may dua trén cay quyét dinh 1a mot phuong phap xap xi véi ham
Muc tiéu co gia tri ro1 rac trong d6 cdc ham hoc duogc biéu dién béi mot cay quyét dinh.
Cay quyét dinh ciling c6 thé dugc biéu dién boi mot tap cac luat if-then cac luat nay thi
kha 13 gan gili v6i tu duy con ngudi. Mot trong nhitng vu diém khac 13 cay quyét dinh c6
thé thuc hién ngay ca véi cac dit liéu co chira nhiéu.

Mot cdy quyét dinh trong hoc mdy dwoc mé ta boi:

- MOJi nit trong biéu dién mot thudc tinh hay mét dac trung can kiém tra cua dir

liéu mau

- MJdi nhanh di ra tir mot nat thudc tinh biéu dién gia tri co thé co cua bién thudc

tinh do

- MJdi niit 14 biéu dién cho mot gia tri phan 16p ( 12 gia tri cac nhan trong tap huin

luyén)

Cay quyét dinh duoc dung dé dy doan céc dit liéu chwa biét bang cach duyét cay tir
nat géc dén mot nit 1a duoc gan nhan.

Mot cay quyét dinh duoc phat trién theo phuong phap dé quy bat dau v6i mdi nat
géc duoc xay dung béng cach chon thudc tinh tdt nhét c6 thé, mot vong lap cac cay con
dan xuat duoc tao méi theo phuong phap nhu vy cho dén khi gip cac diéu kién dimg.
Trong cay quyét dinh mdi thudc tinh hay dic trung chi duoc xuit hién duy nhit mot 1an
v6i bat ky duong di nio trong cay.

2.1.2. Xay dwng cay quyét dinh dwa trén thuat toan 1D3

Ta xét mot thuat toan don gian va pho bién nhét 13 thuat toan ID3, cdy quyét dinh

duoc xay dyng tur cac tap dac trung cua dir ligu mau di duoc gan nhan tu trudc theo

phuong phap top-down:
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Giai thuat ID3:
Function Build_Tree( tap_vi_du, thudc tinh_muc ti€u, tap thudc tinh)
Trong do tdp vi du la tdp cdc truong hop hay dit liéu mdu hudn luyén,
thuoc tinh_muc tiéu la thudc tinh ma gia tri cua no la gia tri dich dwoc dw doan boi cdy
quyét dinh , tdp thuoc_tinh la mot danh sdach thuoc tinh khac co thé dwoc kiém tra dé
xdy dung cdy quyét dinh dwoc hoc .
Begin
If tit ca cac vi du trong tap vi du thudc vao 16p duong then return mot nut gbe
duoc gan nhan la (+)
Else If tit ca cac vi du trong tap vi_du thudc vao 16p 4m then return mot nat
gbc duoc gan nhin 1a (-)
Else If tap_thudc tinh ma rdng then return mot nit géc véi nhan duoc gan
bang gia tri pho bién nhét cua thudc tinh muc tiéu trong tap vi du
Else
Chon ra A 1a thudc tinh tt nhat dé phan 16p tir tap_thudc_tinh
Dit A 1a nat gbc cho cdy quyét dinh hién tai
For each gia tri V; c6 thé c6 ciia A
Begin
Thém mot nhanh cay méi bén dudi nat gbc, twong duwong kiém tra A=V,
bat tap_vi_duvi la mét tap con cua tap vi du la cac vi du co gia tri v; cho A
If tip_vi_duyi 12 rdng then thém vao bén dudi nhanh méi nay mét nut 14 véi
nhan duoc gan bang gia tri pho bién nhat cua thudc tinh muc tiéu trong
tap vi du
Else thém vao bén dudi nhanh mdi nay mot cay con va goi ham d¢ quy voi
tap_thudc_tinh khong chira thudc tinh A.
Function Build_Tree(tap_vi_du, thuoc_tinh muc ti€u, tdp thudc tinh - {A})
End
Return Niit_goc
End

Ddi v6i thuét toan co ban ID3 cay quyét dinh dugc xay dung duya trén chién luoc

top-down theo d6 mdi cy s& dugc xay dung mét cach dé quy bit dau bang viéc lira chon
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nut gdc, chung ta s& bat ddu véi cau hoi rang thude tinh ndo nén duoc kiém tra & nit goc
clia mot ciy ? dé giai quyét diéu nay mdi thudc tinh c6 trong dir liéu miu s& duogc danh
gia thong qua viéc thong ké cac d6 loi vé thong tin, d6 loi vé thong tin ciia mot thudc tinh
dugc hiéu 1a kha ning phan tach dir liéu huén luyén cua thudc tinh d6 theo cac 16p.

Do do Entropy: Do do entropy 1a mot khai niém dugc ding trong 1y thuyét thong
tin nham danh gia d6 hdn loan cua thong tin. Trong d6 Entropy ctia mot tap S dbi véi bd
phan 16p gom C 16p dugc dinh nghia nhu sau:

Entropy(S) = Z— p;.log, p;
Trong d6: p; 1a ty 1é cac miu trong tap S thudc vao 16p i
Trong cong thitc nay néu p;=0 thi ta c6 thé coi 0.log, 0=0
Vi tap S chi dugce phan 16p thanh 2 16p khac nhau thi:
Entropy(S) =-p,.log, p, — p,.10g, p,
Pé lam sang t6 ta xét mot vi du nhu sau: Gia sir mot tap S gom 14 mau, trong d6 9
mau thudc vé 16p (+) va 5 16p thude vao 16p (-) thi :
Entropy(S) =—(9/14).1o9,(9/14) —(5/14).109,(5/14) = 0.94

Déi véi truong hop cdc tdp mau S dwoc phdn thanh 2 16p ta c6 nhdn xét rang:
- Entropy sé& bang 0 néu tit ca cac miu cua S déu thudc cung mot 16p
- Entropy sé& bang 1 néu s6 cac mau thudc 16p (+) bang sb cac mau thude 16p (-)
- Entropy s& nam trong khoang (0,1) néu s6 cac mau thudc 16p (+) khac véi s cac

mau thudc 16p (-)

FEutropyiS)

Hinh 2.1 Biéu dién gid tri Entropy véi tdp mau nam trong 2 16p [18]
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Do loi vé thong tin (Information Gain): trong hoc bang ciy quyét dinh do loi vé
thong tin ctia mot thudc tinh 1a do giam vé Entropy khi phan tach cac mau theo gia tri
ctia thudc tinh do, tirc 1a mét thudce tinh ma c6 do loi vé thong tin cang cao déng nghia
rang do hdn loan vé thong tin khi chon thudc tinh d6 cang giam, d6i voi cay quyét dinh
mot nut géc dugc chon dua vao do 1gi thong tin cia cac thudce tinh co thé.

Do loi vé thong tin ctia thudc tinh A ddi voi tap mau S duoc tinh nhu sau:

Gain(S, A) = Entropy(S)— > @Entropy(sv)

vevales(A) |S|
Trong do Values(A) 1a tap cac gia tri co thé cua thudc tinh A va
Sy ={x|xeS, x,=Vv}
2.1.3. Vi du minh hea:
Xét tap dir liéu mau nhitng ngdy ma mot ngudi di choi hay khong di choi tennis dua

trén cac dicéu kién thoi tiét nhu sau:

Day  Outlook  Temperature Humidity  Wind  PlayTennis
D1 Sunny Hot High Weak No
D2 Sunny Hot High Strong No
D3 Overcast Hot High Weak Yes
D4 Rain Mild High Weak Yes
D3 Rain Cool Mormal Weak Yes
D& Rain Cool Normal  Strong No
DV Owvercast Cool Normal  Strong Yes
DE Sunny Mild High Weak No
Do Sunny Cool Normal Weak Yes
D10 Rain Mild Normal  Weak Yes
D1l Sunny Mild Normal  Strong Yes
D12 Overcast Mild High  Strong Yes
D13 Overcast Hot Normal  Weak Yes
D14 Rain Mild High  Strong No

Hinh 2.2. Tdp diF liéu mau vi du cho xdy dung cdy quyét dinh [18]
Ta s& xem xét cach xay dung mot cdy quyét dinh & 1an chon nut gdc dau tién tap thudc
tinh dwgc xét bao gém: thong tin vé outlook(quang canh), Temperature( Nhiét do),
Humidity ( d6 am), Wind (gi¢) dau tién ta can tinh toan do loi vé thong tin hay kha nang
phén tach cua cac thudc tinh nay:
Déi véi thujc tinh Windy: bién nay c6 2 gia tri 1a Weak va Strong
S= (9 mau 16p Yes va 5 mau 16p No)

Sweak (6 miu thude 16p Yes va 2 miu thude 16p No)

S

Strong (3 mau thudce 16p Yes va 3 mau thudc 16p No)



28
Ta co:

‘S ‘Entropy(S )

ve{Weak,Strong} ‘ ‘

= Entropy(S) —(8/14) Entropy(Syye.x)
—(6/14)Entropy(Sgyeng)

Gain(S,Wind) = Entropy(S) —

=0.94—-(8/14).(0.81)—-(6/14).(1) =0.048
Déi véi thujc tinh Outlook: thudc tinh nay c6 3 gia tri 1a Sunny, Overcast, Rainy

Sunny (2 miu thuodc 16p Yes va 3 mau thudc 16p No)

Sovercast (4 mau thudc 16p Yes va 0 mau thudc 16p No)

(3 mau thudc 16p Yes va 2 mau thudc 16p No)

Ralny
Taco:
Entropy(Ss,,,) =—2/5l0g,(2/5)-3/5log,(3/5)=0.971
Entropy(Soyercast) = —4/ 4109, (4/4)—0log, (0) =0
Chu y: ¢ day ta quy uée 0.log, 0=0.
Entropy(Sg,,,) =—3/5log,(3/5)-2/5log,(2/5) =0.971
Nhu vay:

S,
| ‘Entropy(S) (5/14)x0.971+(4/14)x 0+ (5/14)x0.971

ve{Sunny,Overcast,Rainy} ‘ ‘

=0.693
- S|
Gain(S,Outlook) = Entropy(S) — Z ——Entropy(S,)
ve{Sunny,Overcast,Rainy} ‘ ‘
=0.940-0.693
=0.247

Tuong tu ta tinh cac dg lgi thong tin cho cac thudc tinh con lai trén tap dir li¢u két qua
nhu sau:

Gain(S,Outlook) =0.247
Gain(S, Temperature) =0.029
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Gain(S, Humidity) =0.152
Gain(S, windy) =0.048
Nhu vay dua vao cac két qua c6 duogc Outlook c6 do loi thong tin cao nhét nén 1a thudc

tinh duoc chon dé kiém tra cho nit géc:

{D1, D2, .., DI14}

[9+.5-]
Outlock
/Swm}' Overcast Rmn\
(D1,D2,D8,D9,D11} {D3,D7,.D12,>13} {D4,D5,D6,D10,D14)
[2+.3-] [4+,0-1 [3+,2-]

? ?

Hinh 2.3 cdy dwoe chon véi thude tinh Outlook la it goc [18]

Bang phuong phap tuong ty ta c6 thé tiép tuc tach cac nit tiép theo véi cac thude
tinh dugc lua chon luc nay phai loai trir thude tinh da dugce chon ¢ nhiing budc trén vi du
nhu nat véi diéu kién Outlook=Sunny thi cac thudc tinh con lai dugc xét 1a Humidity,
Temperature, Wind ta co:

SSunny ={D1,D2,D8,D9, D11}

Gain(S Humidity) =0.97

Sunny ?

Gain(S
Gain(S

Temperature) =0.57

Sunny

Wind) =0.019

Sunny?
> trong nhdanh thir nhdt niit géc dwoc chon tiép theo la Humidity

Tuong tu v6i cac cdy dan xuit khac cudi cing ta thu dugc cay quyét dinh nhu sau:
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Outlook

I

Sunny hvercast Rui\n\
[ Humidity Yes Wind
High Nc:rrm<.!' Sr}‘m,g; Weu<
No Yes No Yes

Hinh 2.4 Cay quyét dinh dwoc sinh ra trong dit liéu mdu vi dy choi tennis [18]
Duva vao cay quyét dinh nay ta hoan toan co thé du doan dugc cac dit liéu méi gia su dir
li¢u can dy dodn véi cac diéu kién thoi tiét nhu sau:

{Outlook=Sunny, Temperature=Hot, Humidity=High, Wind=Strong}
Thuc hién duyét cay ta dé dang két luan dugc két qua du doan PlayTennis=No diéu nay
c6 nghia ring véi cac diéu kién thoi tiét nhu viy nguoi nay s& khong di choi Tennis.
2.1.4. Nhan xet:
Ta c6 nhan dinh ring mot cdy quyét dinh thuc chat 1a biéu dién mot phép tuyén cia
céc phép hoi xét cay & vi du trén thi mot quyét dinh di danh tennis hoan toan c6 thé duoc
biéu dién bang ménh dé& 16gic nhu sau:

Yes = (Outlook = Sunny A Humidity = Normal)
v (Outlook = Overcast)

v (Outlook = Rain A Wind = Weak)
Va mot quyét dinh khong di dénh tennis c6 thé duge biéu dién nhu sau:
No = (Outlook = Sunny A Humidity = High)
v (Outlook = Rain A Wind = Strong)

Tir mot cAy quyét dinh ta hoan toan co thé sinh ra dugc cac luat If-then xét cay vi du &
trén thi mot luat ¢6 thé duoc sinh ra nhu :
If Outlook=Sunny and Humidity=Normal then PlayTennis = Yes
- Nhu vy ta ¢6 nhan xét vé phuong phéap hoc ciy quyét dinh nhu sau: Cay quyét dinh
12 mot phwong phap hoc may ma dit liéu miu duoc mo ta thong qua ciu tric cdy nd
tuong d6i dé hiéu boi kha nang sinh ra cac luat gan gili voi tu duy con ngudi phuong
phap nay khong doi hoi cao trong chuan héa dit liéu dau vao ciing nhu xir 1y tot lwong di

liéu 16n trong thoi gian ngin.
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Tuy nhién phuong phap nay c6 nhuoc diém 1a khong thé giai quyét dugc khi nhin
phan 16p 14 lién tuc, nd chi co thé thuc hién t6t cic bai toan phan 16p nhi phan va déi khi
cit tia mot cay dé ti vu mé hinh ciing 13 mot van dé phuc tap.

2.2. Thuat toan SVM
2.2.1. Gi6i thi¢u thuat toan

Trong cac thuat toan phan 16p trong k¥ thuat hoc may giam sat thi may véc to hd trg
la mot thudt toan hi¢u qua dac biét trong cac bai toan phan 16p dit li¢u. Thuat toan nay
duge dé xuit boi Vladimir N. Vapnik [20] ¥ tuéng chinh cua né 1a coi cac dir liéu dau
vao nhu 1a cac diém trong mot khdng gian n chiéu va tir cac dix liéu huan luyén ban dau
duoc gan nhan s& tim ra dugc mot siéu phang phan 16p chinh xéac cac dix liéu nay, siéu

phang sau dé duoc dung dé phan 16p cac dir liéu chua biét can tién doan.

x, x
Hinh 2.5 Biéu dién phdn I6p dwa trén thudt todn SVM [8]
Xét mot tap dir liéu mau:
D= {(x1,y1),...,(xl,yl)} , x ER", y€{-1,1}
Trong do6 x la mot véc to déc trung hay mot diém ( trong khong gian n chiéu x, € Rn)
bidu dién tap mau d. cap (x,y,)biéu dién rang véi mot véc to dic trung X; thi dugc gan
nhén la y, twong tng trong d6 y €{-1,1} hay noéi cach khac véi tAp mau d, s& duoc
gan nhén cho trudc 1a y,. Ta c6 phuong trinh mot siéu phang duoc cho nhu sau :
f(x)=w-x+b=0 [17]

Trong d6 W-X 14 tich vo hudng gifta véc to X VA véc to phap tuyén w € Rn dugc
biéu dién trong khong gian n chiéu, vab € R 13 hé s6 tu do.

Trén thyuc té voi cac dit liéu ban du co thé sinh ra v6 s cac siéu phang khac nhau dé
phan 16p dir liéu tuy nhién bai toan dit ra 1a trong mot khong gian n chiéu véi cac tap dix

liéu mau nhu vay lam sao tim dugc mot siéu phiang dé luén dam bao rang néd phan chia


https://vi.wikipedia.org/w/index.php?title=Vladimir_N._Vapnik&action=edit&redlink=1
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cac dit 1iéu mot cach tot nhat, ta co thé hiéu ring mot siéu phang tt 13 mot siéu phang
ma khoang cach tir cac diém dir liéu duoc phan 16p gan nhit véi siéu phiang d6 1a 16n
nhat. Phuong trinh chta cac diém dit liéu nay duoc goi 13 cac 18, nhu vay néi cach khac

siéu phang tot 1a siéu phang ma khoang cach gitta n6 va I¢ cang xa cang tot.

Xz
1

Hinh 2.6 Siéu phang phan chia dit liéu tot c6 khodng cdch 1é xa nhdt [8,17]

2.2.2. Bai toan tim siéu phang tdi wu cho dix liéu tuyén tinh va khong cé nhiéu:

Xét cac dir liéu duoc phan 16p tuyén tinh va khong c6 nhidu trong mé hinh gia sir
siéu phang phan chia céc dit liéu thanh 2 16p diéu nay c6 nghia rang tat ca cac diém di
lidu thudc 16p duong (duoc gan nhin y = 1) s& nim vé mot phia ctia siéu phang va tat ca
cac diém thudc 16p 4m (dugce gan nhan y = -1) s& nam vé phia con lai cta siéu phang dé.
Diéu nay duoc md ta nhu sau:

Ta c6 phuong trinh siéu phang can tim c6 dang: W-Xx+b =0

y;i=1

1
Véi: y=sign{w-X; +b}= v(x,Y;)eD
—l yi:_l

Xét cac diéu kién rang budc voi cac tham s6 w va b nhu sau:
miin|(w-xi) +b|=1vei i=1..,1
Céc rang budc nay thi giup don gian héa van dé hon noi cach khac chuan ciia mot
véc to trong sb nén dugc tinh bang nghich dao khoang cach cia diém gan nhat trong dir
liéu dén siéu phang.
Mot siéu phang phan chia cin phai thoa mén diéu kién rang budc sau day:
yi[w-x +b]>1véii=1..,1

Khoang cach tir mot diém X; dén siéu phang dugc tinh nhu sau:
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wW-x +Db
d(W’b;Xi):W

Trong d6 |w-x; +b]|: 1a gid tri tuyét ddi cia bicu thirc W-x, +b
|w] :1a d6 dai Ocolit ciia véc to w
Mot siéu phang toi wu phan 16p tét nhat 1a siéu phang c6 gia tri 1& 16n nhat goi p(w,b) 1a

khoang cach cua cac 18 giita 2 16p dén siéu phang ta c¢6 [17]:

p(w,b) = Xquld(w,b; X.)+ )[nyigld(w,b; X:)

wexi+b) w4
=i, +min
Bl B
_ 1 (min w-x; +b|+ min\w-xi+b0
‘W‘ X1yj=—1 %Y=l
2
|wi

Tir két qua trén ta c6 thé thiy mot siéu phang t6i uu can tim 1a siéu phang c6

p(w,b) = HWZH dat gia tri 16n nhét diéu ndy c6 nghia 1a do dai |w| phai nhé nhat.

Nhu vay dé tim duoc mot siéu phang tét nhat trong truong hop ndy ching ta can

phai di giai quyét bai toan téi uu voi cdc ham muc tiéu va rang budc nhu sau:

2
W

Min CD(W):%‘
W

y;(w-x+b) =1 i=l,.. |

2.2.3. Bai toan tim siéu phang tdi wu cho dix liéu tuyén tinh va c6 xay ra nhiéu:
Diéu niy c6 nghia rang khong phai tat ca cac diém dir liéu thudc 16p dwong (duoc
gan nhin y = 1) s& nim vé& mot phia cta siéu phang va tit ca cac diém thudc 16p am
(dugc gan nhin y = -1) s& ndm vé phia con lai cia siéu phang d6. Poi khi c6 mot vai
diém nhiém thudc 16p dwong nhung lai bi siéu phiang phan loai nham vao 16p 4m tirc 1a
n6 nam vé phia bén 4m cua siéu phang d6. Tuong tu trong truong hop dir liéu Am nam

vao vung duong cua si€u phang.



34

Hinh 2.7 Tim siéu phang t6i wu khi diF liéu tuyén tinh c6 xdy ra nhiéu

Trong truong hop ndy cac rang budc duoc linh dong va thay doi nhu sau:
Yi(W-x+b)21-&  veii=1..1

& >0 duge goi la bién s6 néi long cho cac diém dit liéu huan luyén.

Nhu vay lac ndy dé tim siéu phang tot nhat chinh 1a di giai quyét bai toan wu véi cac ham

muc ti€u va rang budc nhu sau [4]:

: Liiar2 | ~

Min ®(w, 5):?“WH +CZ£§

1=

yi(w-xi+b) > 1-& =l
&20 il

Trong d6 C 1a tham sé dugc thém vao véi muc dich can bang 16i va dé diéu chinh murc
d6 vi pham ddi véi 18i trong thuc nghiém.
2.2.4. Bai toan tim siéu phang téi wu cho dir ligu khong tuyén tinh:

Dbi voi cac dir liéu khong thé phéan 16p tuyén tinh ta co thé thay rang néu 4p dung
cac phuong phap nhu di trinh bay & trén s& khong thé tim ra dwgc mot siéu phang nio co

thé phan chia cac dir liéu nay t6t nhat.
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Hinh 2.8 Mé td dit liéu khong thé phdn I6p tuyén tinh [8]
Trong thuit toan may véc to hd trg dé giai quyét nhitng bai toan vdi cac dir liéu khong
thé phan chia tuyén tinh giai phap duoc dua ra la anh xa cac diém dir liéu ban dau sang
mot khong gian méi nhiéu chiéu hon, trong khong gian méi nay chung ta s& dé dang tim
duogc céc siéu phang dé phan tach cac dit liéu ndy mot cach tuyén tinh. Viéc anh xa céc
diém dir lidu x trong khong gian n chiéu vao mot khong gian m chiéu 16n hon , dugc mo
ta voi mot anh xa phi tuyén tinh ¢ nhu sau:
¢:R"—>R"

Trong khong gian mdi viéc tim ra cac si€u phéng s& dua trén cac diém anh xa ¢(x) Ccéc
siéu phang trong truong hop nay duoc xac dinh thong qua viée giai bai toan tdi vu voi

ham muc ti€u va cac rang budc nhu sau:

. I
Min CD(W,§)=%W2+C§£§
1=

yy(w-g(x)+b) > 1-& =Ll
&>0 i=l,. |

2.2.5. Ham nhan (Kernel)

Trén thyc t& d6i v6i thuat toan svm ching ta khong can phai biét mot cach qua rd
rang cac gia tri ciia mot véc to dir liéu trong khong gian méi nhu thé nao, dé tim ra cac
siéu phang tbi uu gia tri can quan tam nhat chinh 14 tich vo huéng giita cac véc to dic
trung 13 anh ctia véc to dit liéu ban dau trong khong gian méi, mot ham cho phép tim ra
cac tich vo hudng cta cac dir liéu anh nay duoc goi ham nhan Kernel day 1a mot ham hét

suc quan trong trong thuat toan svm:

KOG, X)) = (%) - #(x;)



36

M6t s6 ham nhan (Kernel) co béan [4]:
Ham nhan tuyén tinh (linear): K(x,X;) =% -X;

Ham nhan da thirc (polynomial): K(x,X;) = (% -X;+r)%,7>0
2
Ham RBF (radial basis funciont): K(xi,xj):exp(—yuxi —xjH ), ¥>0

Ham sigmoid: K(x;,X;)=tanh(yx; -x; +r)

s & \’
=] = - '.,_,'
o 4 - F ‘\-._,//
T
T - T A
T T T T T T T T T T
=4 =2 q 2 + - =& 1] 4 4
.JL'; x:l

Hinh 2.9 Dit liéu dwoc phdn lop boi ham nhan (kernel) [8]
Trong hinh 2.9 Bén trai 1a mot SVM véi polynominal kernel bac 3 duoc ap dung dé
phan 16p dir lidu phi tuyén tinh. Hinh bén phai 1a moét SVM vai radial kernel dugc ap
dung. Trong vi du nay ca hai Kernel déu to ra trong ddi thich hop véi viée ra quyét dinh

phan 16p.
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CHUONG 3 GIAI PHAP UNG DUNG KY THUAT HQC MAY VAO PHAT
HIEN MA PQC

3.1. Téng quan vé phwong phap thuc hién

Hién nay hoc may dang 1a mot hudng nghién ctru duoc tng dung trong nhiéu linh
vuc dac biét 1a trong céac bai toan phan 16p dit liéu. V61 muyc tiéu xay dyng cac hé théng
c6 kha nang tuy dong nhan dién ma doc. Trong luan van nay téi trinh bay mot huéng
nghién ctru trong d6 tng dung k¥ thuat hoc may vao viéc phan 16p va phat hién ma ddc.
Lu4n vin tip trung nghién ctru va dua ra mot dé xuit cling nhu xay dung mot giai phap
trich chon dac trung nang cao hiéu qua va phu hgp cho céc bai toan phan 16p dir li¢u.
Qua trinh dugc thyc nghiém va phan tich trén cac bo dir li¢u ma doc chi ra ré‘mg phuong
phap dé xuat cho két qua phan 16p chinh x4c va hiéu suat tuong doi tot.

Céc nghién ctru vé hudng tiép can hoc may trong phét hién va nhan dién ma doc da
dugc nhiéu tac gia tham gia va nghién ctru [16] trong d6 noi bat 1én 1a s dung céc
phuong phap phan tich ma doc va trich rat cac dac trung la cdc ma byte hay cac ma
opcode [1] hay sir dung cac ham goi dén API [11] M&i phuong phap tiép can c6 nhiing
vu diém va nhuoc diém khac nhau, phuong phap dwa vao mi opcode cho két qua kh4 tot
tuy nhién vi¢c dich ngugc ra cac ma opcode nay doéi khi 1a kho chinh xac cling nhu viéc
tién xtr Iy dir lidu tré nén phirc tap, cac phwong phap dua trén cac ham API lai khong bao
phu dugc diy du cac thong tin, phuong phap dua vao mi byte 1a mot phwong phéap hiéu
qua dé dang trong tién xir Iy tuy nhién kho khan trong viéc trich chon céc dic trung thuc
st ¢6 hiéu qua. Nhin chung cac phuong phap ¢ trén déu dura vao cac nguyén Iy trong k¥
thuat hoc mdy va khai pha dir liéu ma d6i twong 13 cac ma doc [15] cac nghién ctru chu
yéu sir dung phuong phap n-gram [6] [9] va qua trinh trich rat dic trung dua vao viée
tinh tan sb xuat hién cua cac dic trung, tuy nhién céc tap dic trung nay thuong 16n va
gay kho khan cling nhu giam hiéu qua trong qua trinh xay dung mé hinh, mot s6 phuong
phap chon dic trung nhu nén cac dic trung hay giam s6 chiéu cac dic trung kha hiéu qua
nhung d6i khi khong loc duge cac dic trung gay nhiéu. Trong nghién ctru nay t6i s& dé
xuét mot giai phap cho phép lwa chon cac dic trung t6t nhat va loai bo cac dic trung c6
thé gay nhiéu cho mé hinh, cac dic trung ndy dugc danh gia tir chinh dir liéu du vao
phu hop voi mé hinh. Dé don gian cac thuc nghiém va so sanh t6i str dung phwong phap
n-gram byte trong viéc trich xuit cac dic trung dau vao.

Trong nghién ctru ndy ti tip trung nghién ctru cic loai ma doc thuc thi trén nén
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Windows céc file ma doc dugc thu thap tir trang chu “Vxheaven” [21] va céac file ma
thong thuong 1a céc file hé thong thudce kiéu file “PE” chu yéu 1a cac file “.exe” chay

trén hé diéu hanh Windows. Téng quan vé phuong phép duoc mé ta qua 6 budc sau:

M3 dec File théng
[Win 32) thung

.\ | el

Dt ligu Test

Dir ligu Train
- (M hex)
(M2 hex) -

o

- - L

-

Trich rit dac trueng

[n-gram)

- M3& hinh hoc ma
Lwa chon dac treng i Y

(TF-Thujt toan chon)

2 f

Yes/No

Hinh 3.1 Tong quan vé phwong phdp thwc hién

Giai thugt hoc may

L Y R R

[Cay quygt dinh, SVM)

e m m Em mm mm m  mm mm Em m ——

e ——————— -

Budc 1: Thu thép dit liéu cac file ma doc va céc file PE thong thuong.

Budc 2: Cac file nay s& duge dich ngugc vé ma hex théng qua mot chuong trinh
duogc viét bang ngon ngir Python.

Budc 3: Sau khi dich ngugc thi cac dit liéu huan luyén s& duoc trich rat ra cac dic
trung 13 cac ma hex dua vao phuong phap n-gram. Trong khuon kho nghién ctru nay
Kich thudc st dung 1a 2-gram.

Budc 4: Tur cac dic trung 13 cac ma n-gram byte thyc hién tinh tdn sb xuét hién
(Term Frequency) ctia cac ma n-gram ndy trén mdi tap dit lidu. Sau d6 4p dung thuat
toan duoc ti dé xuat ( duoc trinh bay & phan sau) dé chon ra dugc mot bo dic trung tot
nhat.

Budce 5: Tur bo dac trung c6 dugc ta dua chung vao xay dung cdc md hinh hoc may
& day toi str dung hai giai thuat dé thuc nghiém va so sanh 1a cay quyét dinh va svm.

Budc 6: Sau khi xay dung xong md hinh thi dua cac dir liéu test vao dé danh gia két

qua.
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3.2. Tién xir ly di liéu
3.2.1. Sir dung cac ky thuat phan tich ma doc

Nhu di trinh bay & chuong 1 hién nay phan tich ma doc chu yéu dya vao 2 phuong
phap chinh 13 phan tich d6ng va phan tich tinh. Mdi phuong phép lai déu c6 nhitng vu va
nhugc diém khac nhau. Phan tich dong xac dinh chinh x4ac mé doc bang viéc quan sat va
phan tich cac hanh vi cua nd thong qua viéc tao ra cac moi truong thyc thi phu hop cho
mi doc, phuong phap nay cé vu thé 13 qua trinh phan tich nhanh , dé dang ngay ca véi
nhirng ma ddc bi ma hoa phirc tap tuy nhién lai khong hi¢u qua khi gap phai nhitng ma
ddc chay theo thoi gian hoac cac ma ddc c6 kha nang nhan ra su theo doi va sé khong
thyuc thi cac chirc nang cua nd. Phuong phap phéan tich tinh dya vao viéc thuc hi¢n dich
ngugc mi doc vé dang assembly hay dang ma hex va phan tich cac dau hiéu cuia ma doc,
phuong phéap nay tuy gap kho khan véi nhitng ma doc b1 ma hoa hay dong goi1 phire tap
nhung c6 wu diém 14 c6 thé phat hién ra ma doc ngay ca khi khong can thuc thi né va cac
dic trung cia ma doc ciing nhu cdu trac cta nd cho phép phat hién ma doc mot cach
chinh xac.

Hién nay da s6 qua trinh phan tich ma doc con thu cong tén nhiéu thoi gian vi vay
viéc tmg dung hoc may dé xay dung cac hé thdng c6 kha niang ty dong phat hién ma doc
1a diéu hét strc can thiét. Trong ndi dung nghién ciru va thir nghiém nay toi s dung
phuong phap phan tich tinh, & giai doan tién xir 1y nay cac file thong thuong va cac file
mi doc 1a cac file dang PE s& duoc dich nguoc vé cac ma hex cé rat nhiéu cong cu cho
phép thyc hién diéu niy co6 thé ké ra nhu: IDA, OLLYDBG... Tuy nhién dé dong bo va
phat trién cac hé théng tu dong sau nay, t6i da xay dung mot chuong trinh dya trén ciu
tric ciia mot file PE cho phép dich nguoc cac file nay vé ma hex. Chuong trinh dugc viét
bang ngdn ngit Python va sir dung thu vién Pefile. Cac file dir liéu mau sau khi duoc
dich nguoc s& dugc xir 1y dé liy cac ma hex quan trong chil yéu ching nam & cac phan
PE header va Section noi chtra cdc ma chuong trinh (Executable Code Section), cac dix
ligu (Data Section), cac tai nguyén (Resources Section), cac thu vién (Import Data
,Export Data) ...

Céc file thong thuong va ma doc sau khi dugc dich ngugc s& lay ndi dung cac ma
hex cua tung file ndy va luu lai thanh cac file text tuong duwong phuc vu cho qua trinh

trich chon dac trung va xay dung moé hinh dy doan.
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3.2.2. Phwong phap n-gram

Trong nghién ctru ndy t6i str dung chudi cac byte I cac dic trung dau vao trong do
¢ giai doan tién xur 1y cac file dir licu mau duoc trich xuit dwa vao viée tinh tin sd xuét
hién ctia céc n-gram byte. N-gram 1 mét diy cac byte lién tiép c6 d6 dai N duoc mo ta
nhu sau:
Vi mét day cac ma hex sau khi dich nguoc gid strla “AB CO EF 12” thi day cac n-gram
byte thu duogc la:

Bang 3.1 M6 ta day cdac n-gram byte

1-gram 2-gram 3-gram 4-gram
AB ABCO | ABCOEF | ABCOEF 12
CO COEF | COEF12
EF EF 12
12

C6 thé nhan thay rang voi do dai n cang cao thi kich thude dic trung cang 16m. D6i
vo1 ma hex c6 16 gia tr1 khac nhau nhu vay khong gian ddc trung cia 1-gram s€ la
16%=256 véi 2-gram 1a 164=65536. Trong ndi dung luan vin nay toi cha yéu tap trung
vao phuong phap chon dic trung vi vay cac két qua duogc thir nghiém trén diy 2-gram.
Nhu vay ¢ giai doan tién xur 1y céc file dir licu mau duoc dich nguoc sang cac ma hex va
sau do tiép tuc dugc trich rit ra cac dic trung dwa vao phuong phap n-gram.

3.2.3. Tinh tan sé xuat hién ( Term Frequency )

Nhu ching ta da phan tich ¢ cac phﬁn trén, dit liéu mau sau khi thuc hién tién xtr ly
s€ duoc luu dudi dang céc file text va duogc trich rut cac day n-gram, mdt trong nhiing
phuong phap dugc biét dén trong cac bai toan khai pha va phan 16p dir lidu text d6 1a
phuong phap tinh tan s6 xuit hién (TF). Dya vao phuong phap nhu viy ¢ bude ndy toi
thue hién tinh toan tan s6 xuét hién cua mdi n-gram byte khac nhau trén ting file dit liéu
mau. Cac két qua nay duoc luu nhu mdi vée to dic trung va trude khi duoc dua vao md
hinh hoc s€ dugc xu ly dé trich ra mot bo dic trung tdt nhat.

Cong thirc dé tinh cac gia tri TF duoc cho nhu sau:

(t, d)

M) = . d) cwed)

Tan sé xudt hién cia moét ma n-gram byte trong mot tap mau (file dir liéu mau da
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dugc dua vé dang text ) duoc tinh bang thuong cta sb 1an xuat hién n-gram byte d6 trong
tap mAu va s6 1an xuat hién nhiéu nhat cuia mot n-gram byte bét ky trong tip miu d6 (gia
tr1 s€ thuoc khoang [0, 1])

e f(t,d) - s 1an xuat hién ctia mot n-gram byte t trong tap mau d.

o max{f(w,d):wed} - sb 1an xuit hién nhiéu nhat ciia mot n-gram byte bt ky trong tap
mau.

3.3. Pé xuit giai phap chon dic trung cho thuat toan phan l6p

Trong phuong phap hoc may c6 thé thiy rang khi sé luong dic trung 16n s& lam
giam hiéu suat va doi khi 1a chat lugng ctia mé hinh hoc. Luong dic trung qua nhiéu s&
khién cho qué trinh huan luyén va phan 16p dit liéu tén kém vé mit tai nguyén cling nhu
thoi gian xir 1y tham chi néu nhiéu dic trung pho bién s& dan dén du thira gy nhiéu va
anh hudng dén chat luong khi xay dung mé hinh, chinh vi vdy bai toan dit ra va can thiét
I Iam sao loai bo duoc cac dac trung gay nhiéu va chon dugc mot tap dac trung dai dién
t6t nhat ma van dam bao do chinh xac hiéu qua cia mé hinh du doan. Trong phuong
phap n-gram néu trén ta thiy s& c6 cac dic trung ma tan sb xuat hién cia chiing twong tu
nhau trén 2 16p vi vay khi dua vao mé hinh hoc may sé& khong dat két qua cao.

Phuong phép trich chon dic trung ma tdi dé xuat muc dich 1a tim ra tap cac dic
trung Ma gié tri tin s6 xuat hién trung binh ciia chiing trén 2 16p can phan chia c6 d6 1éch
16n nhat. Cu thé 1a cac ma n-gram byte ma c6 tan sd xuét hién trén cac tap cua 16p nay
khac nhét véi chinh no trén cac tap ctia 16p con lai.

3.3.1. M6 ta giai phap

Goi D 14 tap cac dic trung c6 do dai “d” phan tir 1a cic ma n-gram byte. 2 16p can
phan chia 16p thi 1 ¢6 do dai 1a “n” tap mau. Lép tha 2 ¢6 do dai 1a “m” tap mau.

Goi TF1[1] 1a tap chtra cac gia tri tan s6 xuat hién cua dic trung D[i] € D;1€[0,d]
trén cac mau dit liéu thude 16p thir 1. Mi TF1[i] v6i i € [0,d] 1a mot mang chira ‘n’ phan
tu .

Goi TF2[i] 1a tap chtra cac gia tri tan s6 xuat hién cua dic trung D[i] € D;1i€[0,d]
trén cac mau dir liéu thudc 16p tha 2. Mdi TF2[i] vé6i i € [0,d] 1a mot mang chira ‘m’
phan tir.

Budc 1: V&i mbi gia tri i € [0,d] sdp xép cac phan tir trong TF1[i] va TF2[i] theo
chiéu giam hoic ting dan

Budc 2: Sau khi thyc hién sap xép ¢ buéc 1:
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Véi mdi i € [0,d] ta thuc hién chia cac phan tir trong TF1[i] twong Gng thanh “k”
doan lién tiép bit dau tir phan tir ddu tién, mdi doan chira C1 phan tir (s phan tir trong
céc doan co thé khong bang nhau).

Tuong tr v6i mdi i € [0,d] ta ciing thuc hién chia cic phan tir trong TF2[i] twong
tmg thanh “k” doan lién tiép bit dau tir phan tir dau tién, mdi doan chira C2 phan tir (s6
phan tir trong cc doan c6 thé khong bang nhau)

Budc 3: Tinh trung binh cong tan sb xuét hién trén ting khoang di chia trén moi
TF1[i]; i € [0,d] véi mdi TF1[i] ta thu duoc “k” gia tri TB1[i][j] véi i € [0,d]; j€[0,K] la
gia trj tin s6 xut hién trung binh cua D[i] trén doan j caa TF1[i]

Tuong tu thyuc hién tinh trung binh cong tan s6 xuét hién trén ting khoang di chia
trén modi TF2[i]; i € [0,d] voi mdi TF2[i] ta thu duge “k” gia tri TB2[i][j] voi i € [0,d];
JE[0,k] 1a gia tri tan s6 xuat hién trung binh cta D[i] trén doan j ciia TF2[i]

Bué6c 4: Tinh d6 1éch tin sb xuét hién trung binh trén “k” doan da chia ctia mdi
TF1[i] va TF2Ji].

Goi TBJ[1][j] 1a d6 1&ch trung binh ctia dac trung DJ[i] trén doan j cua 2 tap TF1[i] va
TF2[i] thi TBIi][j] dwoc tinh bang tri tuyét dbi ctia phép trir gitta TB1[i][j] va TB2[i][j]
ta co:

TB[i]0] = TB1[]DT - TB2[][] |
(i€[0d];je[0K])

Vi mdi i trén doan [0,d] thuc hién tinh cac TB[i][j] cia n6 véi mdi j € [0,k] trén 2
tap TF1[i] va TF2[1] tuong Gng.

Budc 5: Véi mdi i € [0,d] ta thuc hién tinh d6 1éch trung binh gia tri tan s6 cua dic
trung D[i] twong mg trén toan tap bang cach tinh sau:

3 Tl
DL[i]= J_T

Trong &6 DL[i] véi i €[0,d] 1a d6 1éch trung binh ciia dic trung D[i] trén 2 16p can
phén chia.

Budc 6: Két thiic bude 5 ta sé thu dugc két qua do 1éch trung binh tan sé xuét hién
cua “d” dac trung ban dau tr “d” dic trung nay thuc hién chon ra mdt bg dac trung c6 gia

tri do 1éch cao nhit dé dua vao xay dung mo hinh.



3.3.2. Vi du:

Bai todn: Gid str cho 2 I6p vdi cdc dic trung la cdc ma hex 2-gram c6 so tip mau khdc
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nhau va tan so xudt hién nhw sau:

Bang 3.2 Vi du tap tan sé xuat hién ban dau cia cac dic trung thuoc lop 1

Lép 1

Pic trung | AAAA |BBBB |CCCC |DDDD
Tap 1 05 0.7 1.0 0.2
Tap 2 05 0.9 0 0.1
Tap 3 0.6 05 1.0 0.2
Tap 4 0.6 0.6 0 0.1

Bang 3.3 Vi du tap tan so6 xudt hién ban dau cia cdc dic trung thuoc lop 2

Lép 2

Pactrung |AAAA |BBBB |CCCC |DDDD
Tap 1 0.6 0.2 0.5 0.1
Tap 2 0.5 0.3 05 0.2
Tap 3 0.6 0.3 0.5 0.7
Tap 4 0.5 0.2 0.5 0.8
Tap 5 0.6 0.3 0.5 0.3
Tap 6 0.5 0.2 05 0.2

Budc 1: sau khi da tinh tin so xuat hién ciia cac diic trung trén mdi tip miu thudc
2 16 thure hién sip xép cac gia tri theo chiéu giam dan ¢ mdi diic trung trong ca 2

16p nhu sau:

Bdng 3.4 Két qua tap dir liéu 16p 1 sau khi thuee hién sdp xép

Lop 1 bic trung AA AA BB BB CCCC DD DD
0.6 0.9 1.0 0.2
0.6 0.7 1.0 0.2
0.5 0.6 0 0.1
0.5 0.5 0 0.1
Bdng 3.5 Két qua tap dir liéu 16p 2 sau khi thue hién sdp xép
Lop 2 bac trung AA AA BB BB CCCC DD DD
0.6 0.3 0.5 0.8
0.6 0.3 0.5 0.7
0.6 0.3 0.5 0.3
0.5 0.2 0.5 0.2
0.5 0.2 0.5 0.2
0.5 0.2 0.5 0.1




Budéc 2: Tién hanh chia 16p 1 va 16p 2 mdi 16p thanh k doan. Gia sir ta chon k=2

nhu viy v6i 16p 1 mdi doan sé c6 2 gia tri tan so lién tiép canh nhau, véi 16p 2 mdi

doan c6 3 gia tri tan so lién tiép canh nhau.

Badng 3.6 Két qua tdp dir liéu 16p 1 sau khi thiee hién phdan doan

Lop 1 bic trung AA AA BB BB CCCC DD DD
Doan 1 0.6 0.9 1.0 0.2
0.6 0.7 1.0 0.2
Poan 2 0.5 0.6 0 0.1
0.5 0.5 0 0.1
Badng 3.7 Két qua tap dir liéu 16p 2 sau khi thue hién phdn doan
Lop 2 Dac trung AA AA BB BB CCCC DD DD
Poan 1 0.6 0.3 0.5 0.8
0.6 0.3 0.5 0.7
0.6 0.3 0.5 0.3
Poan 2 0.5 0.2 0.5 0.2
0.5 0.2 0.5 0.2
0.5 0.2 0.5 0.1

Minh hoa véi dac trung “BB BB ta c6:

Bang 3.8 Minh hoa voi dac trung “BB BB thuoc lop 1 sau khi thuc hién phan doan

Lép 1

Dic Trung BB BB
Poan 1 (chira 2 phan tir) 0.9
0.7
Poan 2 ( chtra 2 phan tir) 0.6
0.5

Bang 3.9 Minh hoa voi dac trung “BB BB thuoc lop 2 sau khi thuc hién phdn doan

Lép 2

Dac Trung

BB BB

Poan 1 (chira 3 phan tir)

0.3

0.3

0.3

Poan 2 ( chira 3 phan tir)

0.2

0.2

0.2

Buéc 3: Trén mdi doan thwe hién tinh ra gia tri trung binh cong tin so xuat hién

cia moi dic trung :
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Minh hoa véi dac trung “BB BB
e Gia tri tan sd xuat hién trung binh cia né trén doan 1 cua lop 1 s& la
(0.9+0.7)/2=0.8
e Giatritan sd xuat hién trung binh cua né trén doan 2 cua I6p 1 s& 1a: (0.6+0.5)/2 =
0.55
e Gi4 tri tan sb xuat hién trung binh cua nd trén doan 1 cua Iép 2 s& Ia:
(0.3+0.3+0.3)/3=0.3
e Gi4 tri tan sb xuat hién trung binh cua nd trén doan 2 cua Iép 2 s& Ia:
(0.2+0.2+0.2)/3=0.2
Twong tw cdch tinh nhw vay Vi cac déic trung con lgi thu dwec bang sau:
Bdng 3.10 gid tri trung binh c¢ong tan sé xudt hién ciia méi ddc trung trén ting doan

thuoc lop 1

Lép 1 Dactrung | AAAA | BB BB CCCC |DDDD
TF trung binh | Poan 1 0.6 0.8 1.0 0.2
trén tung doan | pHoan 2 0.5 0.55 0 0.1

Badng 3.11 gid tri trung binh c¢ong tan so xudt hién ciia méi ddc trung trén ting doan

thuoc lop 2

Lép 2 Pictng |AAAA |BBBB |CCCC |DDDD
TF trung binh | Poan 1 0.6 0.3 0.5 0.6
trén timg doan |5 = - 05 0.2 05 0.16

Buéc 4: Thuc hién tinh d6 léch cia tin sé xuat hién giira cac doan ciaa tirng dic

trung trén 2 I6p, bang céch trir ldy tri tuyét doi 2 tan sé trén cing mét doan cha

cung 1 dac trung trén 2 16p dir ligu.
Minh hoa véi dac trung “ BB BB” thi:

e Do léch tan sé giita 2 16p caa dic trung “ BB BB”

Thuc hién twong tw voi cdc dac trung khdc thu dwot bdang sau:

trén doan 1 1a: [0.8 — 0.3|=0.5
e Do léch tan sb giira 2 16p cua dic trung “ BB BB”  trén doan 2 1a: [0.55-0.2|=0.35
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Bang 3.12 Két qua do léch tan sé xuat hién trén tng doan

Dactrung | AAAA |BBBB CCCC DD DD

Dolech TF - poan 1 0 0.5 0.5 0.4
trén tirng doan

Doan 2 0 0.35 0.5 0.06

Buéc 5: Tir két qua dd 1éch tin so xuat hién c6 dwoc trén cac doan & budrc 4 tién
hanh tinh trung binh d$ 1éch tin sé xuét hién cia mdi diic trung trén toan tap,
bang cach tinh trung binh cdng dd 1éch tan sé xuit hién trén cac doan ciia mdi dic
trung dé ra két qua cudi cung.

Minh hoa voi dac trung “BB BB thi do léch tan so6 trung binh trén ca toan dir liéu
la: (0.5+0.35)/2=0.425

Thuc hi¢n twong tw véi cdc diic trung con lai thu dwgc bing két qud sau:

Bang 3.13 Két qua do léch tan so6 xudt hién trén toan tdp dir liéu

D6 lach TF bactrung | AAAA |BBBB CCcCC DD DD
trén toan dir
lidu Poan 1 0 0.425 0.5 0.23

Nhu vay dé thiy céc dic trung co do 1éch cao nhat 13 “CC CC” va “BB BB” sau do
14 “DD DD” ta ¢6 thé x4c dinh duge cac dic trung nay co6 su sai khac 16n vé tan s6 xuét
hién cua 2 16p dling theo thur tu.

Buéc 6: Tir cac két qua cé dwoc thie hién chon ra T dic trung cé dd 1éch vé gia
tri tin so xuat hién 16n nhat.
3.4. Xay dung mo hinh dw doan dya trén cac thuat toan phan lép

Sau khi chon dugc tap dac trung dua vao phuong phéap da trinh bay phia trén, budc
tiép theo & giai doan nay 14 tién hanh dua céc gia tri tin s6 xuat hién cila cac dic trung
n-gram byte da duoc chon trén cac tap mau ban dau vao céac thuat toan trong hoc may dé
xdy dyng md hinh du doan., cac dir liéu mau dugce gan nhin thanh 2 16p ma doc va file
binh thuong. Giai doan nay sir dung cac véc to dic trung nhu 13 dit liéu huan luyén dau
vao cho cac thuat toan phan 16p dit liéu [13,19] c6 thé ap dung nhu: k lang giéng (KNN),
Naive Bayes (NB), cdy quyét dinh (DT), Rimng ngiu nhién (RF), mdy véc to hd trg
(SVM)... Trong phuong phap hoc may giam sat kho co thé néi 1a thuat toan phan 16p

ndo tot nhat vi mdi thuat toan c6 nhitng uu, nhuoc diém riéng phu hop cho mdi loai dir
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liéu khac nhau. Riéng dbi véi cac bai toan phan 16p dir liéu vin ban thi cAy quyét dinh va
SVM la 2 thuat toan dugc cho 1a c6 do chinh xac cao va dugc sir dung kha rong rai hién
nay. Trong d6 thuat toan may véc to hd trg (SVM) duoc danh gia 1a rat phi hop va hiéu
qua trong cac bai toan phan 16p dit liéu vin ban, trong khi d6 cdy quyét dinh (DT) l1a
thuét toan dé hiéu, dua vao viéc sinh luat kha gén glii tu duy cua con nguoi . Trong
nghién ctru ndy toi lya chon 2 thuat toan tiéu biéu 1a cay quyét dinh va may véc to hd trg
dé xay dung m6 hinh dy doan phét hién ma doc dong thoi cac két qua ctia 2 phwong phap

s€ dugc so sanh va danh gia thong qua qua trinh thuc nghiém.
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CHUONG 4 THUC NGHIEM VA PANH GIA

4.1. Dir liéu thuc nghiém

Cac két qua cta luan vin duoc thuc nghiém voi dau vao 1a 4698 file dit liéu miu
trong do6 2373 file ma thong thudng va 2325 file ma doc, file ma doc dugc thu thap tur
trang chui “Vxheaven” [21] va cac file ma thong thuong 1a céc file hé thdng thudc kiéu
file “PE” chu yéu 1a céc file “.exe” chay trén trén hé diéu hanh Windows s6 luong cac

mau ma doc duoc mo ta nhu sau:

Bang 4.1 Ty 1é s6 lwong tirng mdau ma déc tham gia thire nghiém

Kiéu mi doc | Backdoor.win32 Worm.win32 Virus.win32 Trojan.win32 Khéc
S luong 339 668 704 441 173
mau

Trong do ty 1€ cac mau ma doc dugce biéu dién tryc quan trong biéu do sau:

Ty 18 mau ma ddc tham gia thuc nghiém

29%
30%

OBackdoor.win32 OWorm.win32 OVirus.win32 OTrojan.win32 OKhac

Hinh 4.1 Biéu do mé ta tylé mau ma doc tham gia thuc nghiém

4.2. Chwong trinh thuc nghiém

Bang 4.2 Théng tin vé chiong trinh thuwc nghiém

- Processor: Intel(R) Core i5 — 2450M CPU @ 2.50GHz

- Memory (Ram): 8.00 GB

Moi truong thuc nghiém | - System type: 64-bit Operating System, x64-based
processor

- Windows 10 Pro -2016

Ngon ngir st dung Python

Cong cu lap trinh (IDE) | PyCharm — JetBrains 5.0 Pro
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Thu vién va cac goi cai

dat chinh

Scikit-learn, scipy, numpy,matplotlib,ipython, Pefile

Chuong trinh thyc nghiém duoc l4p trinh trén ngdn ngit Python trong d6 2 mi ngudn

chinh 13 chuong trinh thyc hién doc, phén tich cau tric mot tip tin PE va tién hanh dich

nguoc vé mi hex, chuong trinh thtr 2 1a chuong trinh doc cac dit li¢u mau, chay cac thuat

todn trich chon dac trung va chay cac thuat toan hoc may:

(2 DetectMalware - [E:/hoc tap/python/project python/DetectMalware] - .\MaLrun.py - PyCharm 5.0 - b
File Edit View Mavigate Code Refactor Run Tools VCS Window Help
DetectMalware ) [ MaLrun.py b RF
4| B Project - @ & | #- 1 | A featureExtractNew.py % | [& MaLrun.py x | i Callpredict.py * | [ featureExtractBinary.py *
g DetectMalware import pefile
= ¥ Autorundb.py import os
z & Callpredict.py 1 L
w W featureExtract.py import
2 W featureExtractBinary.py from time import  time _
E def colectDB(pathfilein,pathfileout,cl):
i W, featureExtractDict.py -
; . featurebxtractNew.py for filename in os.listdir(pathfilein):
[P sizefile=os.path.getsize (pathfilein+filename)
ik External Libraries if(sizefile<10000000) and {sizefile»=1000) and i<=3000:
print "Ten file la: "+filename
fileout=os.path.splitext (filename)
try:
pe=pefile.PE (pathfilein+filename)
pestartrva=pe.get_rva_from offset(pe.DOS_HEADER.e_lfanew)
except:
print ("Error file:"+filename)
= cpen(pathfileout+cl+filecut [0]+8Cr(1)+". EXt",
~write(cl+"\n")
.close()
= cpen(pathfilecut+cl+filecut [0]+8CE(1)+".tXt", "a")
.Write (insercChar (binascii.hexlify (pe.get_data(pestartrva,pe.OPTIONAL HEADER.SizeOfHeaders))," "))
Run © MaLrun - L
) 1 Ten file la: Virus.Win32.Damm.1537.a
Ten file la: Virus.Win32.Delf.av
Ten file la: Virus.Win32.Delf.bx
2 Ten file la: Virus.Win32.Delf.r
s Ten file la: Virus.Win32.Dewir
[ Ten file la: Worm.Win32.Delf.il
B Ten file la: Worm.Win32.Delf.im
- Ten file la: Worm.Win32.Delf.in
%5 TODO @ Python Console  [E Terminal Event Log
= 2211 CRLF: UTF-8: @ !
7
inh 4.2 Ch inh d han tich cau truc cdc file PE va dich
Hinh 4. wong trinh doc, phan tich cau truc cac file va dich nguoc
< | fileinVirut -
B ore | shoe view
X T3 New item = FH setect an
path 1] Easy access Edit Select nane
Pin to Quick Cop e op: Delete New Properties
s hort s folder S @ History 25 Invert selection
Clipboard Organize Hew Open Select
« v 4 > ThisPC » NewVolume (F) » DulieuHocmay > fileinVirut v ol s
& Quick [ Trojan.Win32.Vapsup.hhn | Trojan.Win32.VB.adl [ Virus Win32 Alcaul.n [] Virus.Win32.Autorun.fr [ VirusWin32Benny.3219b [ ] VirusWin32.Bolzano 5396.2
Quick access [] Trejan.Win32Vapsup.hhp | ] Trejan.Win32.VB.adu [ Virus Win32.Alcaul.o [} VirusWin32.AutoWerm3072 ] Virus.Win32 Benny.3223 [igh Virus Win32.Brof.c
1B Desktop [ Trojan.Win32.Vapsup.hhg [ Trojan.Win32.VB.adx [] Virus Win32.Aldebaran.8365.a [ ] Virus.Win32.Awfull 2376 [ Virus Win32 BHO.a [7] Virus Win32.Bube.d
& Dropbox [ TrojanWin32.Vapsup.hhr [ ] VirusWin32.Adson. 1734 | ] VirusWin32.Aldebaran2365.b | ] VirusWin32.Awfull 3254 [ ] Virus Win32. BHO.b ] Virus Win32.Bubef
[£ Documents [] Trojan.Win32.Vapsup.hhs [ ] VirusWin32.Afgan.a [7] Virus Win32.Aliser.7825 [7] Virus.Win32.Awfull 3318 [ Virus Win32.BHO.c [7] Virus Win32.Bube.g
4 Downloads [ Trojan.Win32.Vapsup.hhw  [ggh Virus.Win32.Afgan.c [ Virus Win32.Aliser. 7897 [7] Virus.Win32.Awfull 3571 [7] Virus Win32 BHO.d [igh Virus Win32.Bube.h
= Pictures [ TrojanWin32.Vapsup.hhx | ] Virus.Win32.Afgan.d [ ] Virus Win32.Aliser.8364 [ ] Virus.Win32.Bacalid.a [ Virus Win32 BHO.2 Bl VirusWin32.Bube.i
& Google i [ Trojan.Win32.v8.abd [ virus Win32 Agent.a [7] Virus Win32. Aliser.8381 [7] Virus.Win32.BackDown.a [ VirusWin32 Blackeat.2537 [ ] VirusWin32.Bube;
oogle Drive
[ Trojan.Win32.V8.abe [] Virus Win32.Agent.ab [ Virus Win32.Anuir.a [ ] Virus.Win32.Bacros.a [ ] Virus Win32 Blateroz [ Virus Win32.Bube.k
Googled
oogiedriver ] Trejan.Win32.VB.abk [ VirusWin32.Agentad | ] VirusWin32.A0C.3676.2 [} VirusWin32.8adda.5137 [} VirusWin32 Bluback.1376 [ ] VirusWin32.Bube.l
abe Trojan.Win32.VB.abn Virus.Win32. Agent.ak VirusWin32.A0C.3833 VirusWin32.Badya.a Virus.Win32 Blueballs.4117 Virus.Win32.Bube.m
J] g y:
Bai bdo [ Trojan.Win32.V8.abo [ VirusWin32.Agentam [ ] Virus.Win32.A0C.3860 [ ] Virus.Win32.Bakaver.a [ ] Virus Win32 Bluwin.a [ ] Virus Win32,Butitil. 364
ke y&u |_| Trojan.Win32.VB.abp || Virus.Win32.Agent.at || Virus.Win32.Apparition.b | Virus.Win32.Bakaverb || Virus.Win32.Bobep | Virus.Win32.Butitil.924
project pythen [ Trojan.Win32.v8.abu [7] Virus Win32.Agent.bd [ VirusWin32.Aris [ Virus.Win32.Bakaver.c [ 7] Virus Win32 Bogus.4096 [ Virus Win32 Butter
" [ Trojan.Win32.v8.abv [ VirusWin32.Agentbe [ VirusWin32.Arrow.c [ ] Virus.Win32.8arum. 1536 [ VirusWin32Bolzane2122 [ ] VirusWin32.Bytesv. 1391
& Dropbox [ Trojan.Win32.VB.abx [ 7] Virus.Win32.Agent bf [ virus.win32.Asorl.a [ Virus.Win32.BCB.a [7] Virus.Win32 Bolzano.2664 [ ] Virus.\Win32.Bytesv.1442
& OneDrive [ Trojan.Win32.v8.abz [ Virus.Win32.Agent bi [ Virus Win32.Auryn. 1155 [ Virus.Win32.Bee [ ] VirusWin32 Bolzano.2676 [ ] Virus.\Win32.Bytesv.1481b
[ Trojan.Win32.VB.ac [ ] Virus Win32.Agent.ch [ ] Virus Win32.AutoHK 2 [l Virus.Win32.Belial.c [ VirusWin32Bolzano2716 [ ] VirusWin32.Bytesv.1523
3 This PC [7] Trojan.win32.vB.acd i Virus.Win32.Agent.h i Virus.Win32.Autolt.c [7] Virus.Win32.Belial.e [T VirusWin32.Bolzana.3100 [ ] VirusWin32.Cabanas.MsgBox
= Network [ Trojan.Win32.V8.acg [ Virus Win32 Alcaul.c [ Virus Win32 Autolt.g [ ] Virus.Win32.Belial.f [ ] VirusWin32 Bolzane3120 [ ] VirusWin32.Cargo. 11835
| ] Trojan.Win32.VB.aci | Virus. Win32.Alcaul.h | Virus. Win32.Autolt.h |k Virus.Win32.Belod.c | ] Virus.Win32Bolzane.3148 | ] Virus.Win32.Cecile
[ Trojan.Win32.vB.ack Bl Virus.Win32.Alcaul.i [7] Virus Win32.AutoRun.aku [ Virus.Win32.Belus.a [ VirusWin32 Bolzane3192 [ VirusWin32.Ceel.a
[ Trojan.Win32.v8.acq [ Virus Win32 Alcaulj [ ] Virus Win32.AutoRun.akv ] Virus.Win32.Bender.1363 [ VirusWin32 Bolzane3904 [ VirusWin32.Ceellb
[ Trojan.Win32.vB.adj [7] Virus Win32.Alcaul.m [7] Virus.Win32.Autorun.bk [7] Virus.Win32.8enny.3219.2 [7] Virus Win32 Bolzano.4096.b  [ggh Virus Win32.Ceel.c
<
2,399 items

Hinh 4.3 Tdp dir liéu mdu ma doc ban dau
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j & cut B _<ﬁ T New item - “Jopen - Hselectal
=l g copy pathn - £7) Easy aceess - [t edit Select none
P Copy  Paste Move Copy Delete Rename  New Properties
shoteut | tor  tov S folder o @ History 7 Invert selection
Clipboard Organize New pen Select
« < 4 > ThisPC » Mew\Volume () » DulieuHocmay » fileoutMahwareTrain v o
Name | 1Backdoor.Win32 Afcore5.t4t - Notepad - o X

st Quick access
I Deskiop
Dropbox
2| Documents
4 Downloads
=] Pictures
& Google Drive
Googledriver
abc
Bai bao
ky yéu
project python
42 Dropbox
@ OneDrive
[ This PC

¥ Metwork

5] 1Backdoor.Win32 Afcorel.tet
5] 1Backdoor.Win32 Afcore2.bet
5] 1Backdoor.Win32 Afcore3.bt
5] 1Backdoor.Win32 Afcored.bet
5] 1Backdoor.Win32 Afcore5.txt
5] 1Backdoor.Win32 Afcoreb.txt
5] 1Backdoor.Win32 Afcore7.bt
5] 1Backdoor.Win32 AfcoreB.bt
5] 1Backdoor.Win32 Afcored.bt
5] 1Backdoor.Win32 Afcore10.et
5] 1Backdoor.Win32 AfcoreTT.bt
5] 1Backdoor.Win32 Afcore12.txt
5] 1Backdoor.Win32 Afcorel3.tut
=] 1Backdoor.Win32 Afcoreld.txt
5] 1Backdoor.Win32 Afcorel5.et
5] 1Backdoor.Win32 Afcore16.b¢
5] 1Backdoor.Win32 Afcore17.txt
5] 1Backdoor.Win32 Afcore18.ut
=] 1Backdoor.Win32 Afcore18.ut
5] 1Backdoor.Win32 Afcore2D.et
5] 1Backdoor.Win32.Agent2 1.t
5] 1Backdoor.Win32 Agent22.txt
5] 1Backdoor.Win32.Agent23.6t

| 1Backdoor.Win32 Agent24.6t

2,325i0tems  1item selected 349 KB

File Edit Format View Help

A
ED 45 00 00 4c 01 07 00 9f de fa 41 00 00 00 00 00 00 00 00 =0 OO0 Oe 21 Db 01 07 Da 00 22 02 00 00 d8 DD oo 0o
4

oooon 2 f3 a4 &f Bb 45 =4 83 cO 08 =t 01 & o0& f 75 f8 =B 27 72 01 00 83 f&8 ff 0f 84 0f fe ff f
11 03 62 =8 £5 00 00 00 Ob =0 0f 84 db 00 00 00 &9 45 f8 50 68 34 11 03 62 =8 df 00 00 00 0b cO Of &4 cO OO0 00
S el Oc 00 00 ff 75 08 62 00 B2 01 50 =8 & ke 01 00 Ob =0 75 Oc ff 75 08 S0 6a 01 50 =8 b5 6e 01 00 50 e

£ 4 ] a
19 d0 d4 5 03 68 47 d8 =0 5c 9c df 08 cb 71 <8 50 01 00 @8d 85 be fe £f £f 50 £f 75 08 =B dc 52 01 00 83 8 ff
3 06 39 04 24 74 01 40 50 8 57 47 01 00 56 0Ob o0 74 29 01 04 24 97 8d bd 22 ea fe ff £f 80 bd eb fe ff ff A1 «

< >

BTZTT20TE 08 PR Tt Document
PM  Text Document
PM  Text Document

. b

Hinh 4.4 Tap dir liéu mau ma déc sau khi dwoc dich nguoc vé ma hex va dwoc gadn nhan

€ o v

st Quick access
[ Desktop
Dropbox
£ Documents
4 Downloads
=] Pictures
L Google Drive
Googledriver
abc
Bai bao
kit yéu
project python
£2 Dropbox
4@ OneDrive
[ This PC

=¥ Network

2,736 items

phdn l6p

» ThisPC » MewVolume (F) » DulieuHocmay » fileinbt ~
&' _1BF6644F08F 14D 1E671 CFF.exe B _853F67D554F05440430E TE cexe E] 294823.exe @ _autouninstall.exe
g _isdel.exe A _pydev_execfilepy & _SHCT ScanTolSWord_BDB1008B437F47... §| SolidDocuments SolidPDFCreator.2.exe
(23.4742330.exe [l 3dframes.exe (W Tza.exe [l 32BitMAPIBroker.exe
©551.0.2704.103_51.0.2704.84_chrome_updat... (W 64BitMAPIBroker.exe B ~AM Registration Notifier.exe & AAM Updates Notifier.exe
[ AAMLsuncher.exe [0 aapt.exe 5 AbbyySTl.exe (0] abe.exe
4 abc.exe.config [0 abcvshost.exe 4 abcvshost.exe.config "labstract.exe
[ AccCheckConsole.oe 0 acccheckui.axe [0 accessdb.exe Macceventexe
I3 accicons.exe Tl AccountsControlHost.exe [l ACDaemon.exe W ace32loader.exe
B AcroRd32exe [0 AcroTextExtractor.exe [0 ACRun.exe [0 ACService.exe
/A ACStartexe [0 AcStBmhE.exe [0 ActionUriServer.exe [0 ActivateApplication.exe
[l ActivateDesktop.exe W acu.exe [l adaminstall.exe Tl adamsync.exe
[W] adamuninstall.exe [0 adb.exe [0 AddCert.exe &,Addl}rwers‘ae
[W] addftinfo.exe [W] AddInProcess,exe [W] AddInProcess32.exe [W] AddinUtil.exe
[JAddPbk.exe [W] addr2line.exe [W] address.exe _%ADHR[D‘EXE
[ AdminService.exe 1% AdminSetup.exe [ AdminTools.exe [ Adobe Application Manager (Updater).exe
% Adobe Extension Manager C56.exe [0 Adobe (OT32 Server.exe W] Adobe_Helpend2.exe [W] adobe_licutil.exe
[JAdobe3DAndVideoServer.exe ﬂAdobeARM.axa EAdobeARMHelpar‘axe =) AdobeCollabSync.exe
[# adpcmencede.exe {8 ADSchemahnalyzer.exe [0 AERTSIEd.exe [0 agepoexe
@llzgent.exe W] agetty.exe W aidl.exe & Alnfo.exe
[0 aitstatic.exe [0 al.exe [0 alg.exe [l align_test.exe
altbuild.exe [ alternatives.exe [0 amecommand.exe analyzer.exe
Caniexe W] AniBlend.exe W] AniBotmTop.exe AniCenter.exe
[W AniDiagLeftRight.exe [Hamad\t‘a(e [l AniLeftRight.exe T lanimate.exe

Hinh 4.5 Tdp dir liéu mau cdc file thuc thi théng thuong trén Windows



A M=
o Cut ] x _L T Hew item ~ ¥ Jlopen - FHselectall
= — w3 Copy path L] £ Easy access = i Edit Select none
Copy Move Copy Delete Rename  New Properties o
o e > folder > @ History [ Invert selection
Clipboard Organize New Open select
« v P > ThisPC » NewVolume (F:) » DulieuHocmay > fileoutBenignTrain v O
fleme o tepadl+ 1291 - Notegad ) ] x
K notepads+1291.6¢ - Notepa -
o Quick sccess | Ongentask1281.6 o _
I Desktop 5] nicel 282 ‘Fl\a Edit Format View Help
o ~
Dropbox = ONisSrv1 2836t S0 45 00 00 4c 01 04 00 43 0b 05 52 00 00 00 00 00 00 00 00 =0 00 03 01 0b 01 08 00 00 el Os 00 00 B0 Ob 00 00
= Documents Onl1284.bd 0 11 00 00 =0 0D 00 00 b0 11 00 00 00 00 00 00 00 00 00 00 00 00 00 40 00 00 o 2s 72 73 72 63 00 00 00 bc Oc
= - 00 00 00 00 00 DO 00 00 00 00 00 00 00 00 00 00 0D 00 00 OO 0D 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
3 Downloads | Onltest1285.6¢ 0 00 00 00 00 0D 00 00 00 00 00 00 00 00 00 00D 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 0D
Ol 2866t 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 0D 00 00 00 00 00 0O 00 00 00 00 00 00 00 00 00 00 00 00 00 00
=] Pictures - o 0 00 00 00 00 0D 00 00 00 00 00 00 00 00 00 00D 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 0D
=] Onmake1287.6¢ 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 0O 00 00 00 00 00 00 00 00 00 00 00 00 00 00
L Google Drive 0 00 00 00 00 0D 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 D0 00 00 00 0D 00 00 00 00 00 00 00 00 00 O
=] ONOCLOSE1288.6¢t 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
Googledriver ONOCLOSEG41280 6t 0 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 0D
b - : 00 00 00 00 00 0O 00 00 00 00 00 0 0 00 00 00 00 00
abe =] Onohup1290.6¢ 0 00 00 00 00 0D 00 00 00 00 00 00 00 00 OO 00 00 00 00 00 00 00 00 00 00 00 0D 00 00 00 00 00 D0 00 00 00 0D
; 56 =8 17 4 00 83 c4 04 8b 2 04 00 56 Bb f1 8b 06 8b 50
fileoutBenignTrain | Onotepad-++1291.6xt c 24 14 2b c3 3b oF 73 02 8b £8 85 ff 76 0 24 14 eb 04 89
o yéu 5| Onotepad1292.0t 8d 14 09 52 50 8d 44 36 02 50 53 =8 67 4b Oc 00 83 c4 10 8b 4d Oc B3 7f 1% 08 72 0f Bb 4f 04 51 =8 4d 4b 0c 00
0 85 db 75 23 83 {8 DB B3 G 14 72 7 c2 08 00 83 cf 04 BE o7
project python | OnpplExplorerShell1203.6¢ 46 14 83 c9 £f 2b c8 3b cb 76 07 8 0 73 05 28 c9 3% Oc 00 85 db 0f 86 bb 00 00 00 8b 7= 14 02 fb 81
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Hinh 4.6 Tap dir liéu mau cdc file thuc thi thong thuong sau khi duwoc dich nguoc ve md

hex va dwoc gan nhan phan lop
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Hinh 4.7 Tdp céc tan s6 xuat hién cua dir lidu hudn luyén
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Hinh 4.8 Chwong trinh trich chon ddc trung va xdy dung mé hinh dy dodn ma doc

4.3. Panh gia dva trén phwong phap ma tran nham lan

Mot md hinh dugce danh gia tot néu nhu ti 1&: TP ( True Positive) va TN (True
Negative) 16n dong thoi ti 18 FP (False Positive) va FN (False Negative) 1a nho trong dé:

TP: S6 lwong cac mau thudc 16p duong duge phén loai chinh xac vao 16p duong.

FP: S6 lugng cac mau khong thudc 16p duong bi phan loai nham vao 16p duong

TN: Sb lugng cac mau khong thude 16p duong duge phén loai dung

FN: S6 lugng cac mau thudc 16p duong bi phan loai nhdm vao céc 16p khong phai
16p duong.

L&'p dur doan (Predicted class)

+ —

True Positive-TP False Megative-FN
+ Type Il error

Lép thure
(True class) =

(False Positive-FP) True Negative-TH
Type |l error

Do chinh xac cia mo hinh duoc tinh bang cong thirc sau:
Acc=(TP+TN)/(TP+TN+FP+FN)

TPR (True positive rate) dugc tinh bang cong thirc sau:

TP
TPR=——
TP+FN

FPR (False positive rate) dugc tinh bang cong thirc sau:

FP
FPR= ———
FP+TN
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4.4. Két qua thuc nghiém

Tién hanh trich rat cac dic trung 2-gram byte nhu vy toan bd khong gian dic
trung sé 14 16*=65536 dic trung, sau d6 ap dung thuat toan da dé xuat toi thuc hién thu
gon va trich chon ra 800 déc trung tot nhat. Trong téng s6 4698 file thuc hién chon ra
400 file test (trong d6 200 file ma doc va 200 file thong thuong) cac file con lai doc lap
voi dit li€u test duoc dung [am dir liéu huén luyén. Tién hanh kiém tra chéo trén céc tap
dir liéu béng cach chon ngﬁu nhién 400 file test khac nhau véi céc file huan luyén doc lap
con lai va thyuc hién kiém tra nhiéu 1an, cac két qua duoc dang gia dua trén phuong phap
ma tran nham 1an trong d6 coi 16p duong (Positive) 1a ma doc , 16p am (Negative) 1a file

thong thuong, cac két qua thu duoc mo ta trong bang sau:

Bang 4.3 Két qua thuwe nghiém trén cdc mé hinh sir dung tdp ddc trung tot nhat

n-gram Sb dic M6 hinh | Do chinh xac | TPR FPR
trung

2 800 DT 90.75% 0.90 0.085

2 800 SVM 94.50% 0.945 0.055

Trong d6 cac két qua chi tiét thuc nghiém trén cac tap dir li€u test khac nhau nhu sau:

Cac két qua thuc nghiém dua trén tap ddc trwng tot nhat
100

9
8
7
6
5 ¢
a B Cay quyét dinh (DT)
3 m May véc to hé tro (SVM)
2
1

0

1 2 3 4 5 6 7 8 9 10

Tap dit liéu test

%
OO0 o ooo oo

o

Hinh 4.9 Két qua do chinh xac thuc nghiém trén cdc tdp dit liéu test khac nhau sw dung
cac dic trung dwoc danh gid tot nhat

Pé c6 thé so sanh dugc hiéu qua ciia giai phap chon dic trung da dé xuat. Toi tién hanh

kiém tra trén cung tap dit liéu va str dung 800 dic trung khac bi danh gia kém nhét (c6 do

1éch tan s6 xuét hién thép nhét) dé xay dung mo hinh hoc, cac két qua kiém tra thu duogc

nhu sau:
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Badng 4.4 Két qud thuwe nghiém trén cdc mé hinh sir dung tdp déic trung kém nhat

n-gram S6 dac M6 hinh | B¢ chinh xac | TPR FPR
trung

2 800 DT 87.3% 0.855 0.11

2 800 SVM 88.5% 0.93 0.16

Trong d6 cac két qua chi tiét thuc nghiém trén céc tap dit liéu test khac nhau nhu sau:

Cac két qud thuc nghiém dua trén tp dac trweng kém nhat

B Cay quyét dinh (DT)
m May véc to hd tro (SVM)
1 2 3 4 5 6 7 8 9 10

Tap dit liéu test

100
90
8
7
6
5
4
3
2
1

%
OO0 O o o o o o

o

Hinh 4.10 Két qua do chinh xdc thuc nghiém trén cdac tap dir liéu test khdc nhau s dung
cdc ddc trung bi danh gid kém nhdt

Nhan xét: Nhu vay dua vao cac két qua thuc nghiém co thé théiy tap dac trung duoc

danh gid cao ma thuat toan da tim ra cho két qua t6t hon rat nhiéu so véi tap dac trung bi

danh gia thap.
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KET LUAN

Lu4n vin di trinh bay mot hudng tiép can c6 hiéu qua trong d6 tng dung k¥ thuat
hoc mdy vao viéc nhan dién va phat hién ma doc. Dong thoi dé xuat mot giai phap chon
dic trung dé c6 thé gia ting hiéu suit ma van dam bao do6 chinh xac va hiéu quéa cia mo
hinh du doan, cac két qua dugc tién hanh thuc nghiém va danh gia trén céac tép dir licu
chay trén nén Windows cho thiy voi k¥ thuét chon dic trung t6i da dé xuat thi cac dic
trung tim duoc cho két qua mo hinh dy doan t6t hon, dong thoi trong thuc nghiém nay
thuat toan hoc may véc to hd trg (SVM) to ra hiéu qua hon so véi thuat toan hoc cay
quyét dinh (DT). Vi két qua do chinh xac 13 94.5% khi st dung thuét todn hoc SVM
day 1a mot két qua kha kha quan ddi voi yéu cau can giai quyét cac bai toan phat hién ma
ddc hién nay.

% Cac két qua chinh dat dwoc cua lugn van:

- Tim hiéu vé ma doc cac phuong phap phan tich, phan loai va phat hién ma doc

- Trinh bay co s6 1y thuyét va thuc nghiém céc thuét toan phan 16p trong k§y thuat

hoc may giam sat bao gom 2 thuat toan 14 ciy quyét dinh va SVM

- Nghién ctru va thyc hién viéc tng dung k¥ thuat hoc may vao giai quyét bai toan

phat hién ma ddc.

- Pé xuat duge giai phap lya chon dac trung tdt nhat dam bao hiéu qua, hi¢u suat

cua mod hinh hoc may trong bai toan phat hi¢n ma ddc.

- Tién hanh thyc nghiém va danh gi4, so sanh cac két qua.

% Hirdng phdt trién tiép theo ciia nghién ciru:

M¢ rong phuong phap véi nhiéu hudng tiép can phan tich ma ddc hon nhu phan tich
dong, phan tich dya trén kinh nghiém tir d6 phdi hop voi cac thuit toan hoc may vao qua
trinh xay dung cac hé théng c6 kha nang tu dong nhan dién véi da dang ma dgc mdt cach
chinh xéc, dong thoi tiép tuc nghién ciru, phdi hop phat trién va dp dung nhiéu hon cac

k¥ thuat trich chon dic trung nhim nang cao hiéu qua hiéu suit ciia mé hinh dy doan.
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DANH MUC CONG TRINH KHOA HQC CUA TAC GIA LIEN QUAN PEN
LUAN VAN

1. Vian Trudng V5, Van Vinh Nguyén, Minh Duc Trinh and Khanh Duong Lé. “Pé
xudt gidi phdp trich chon ddc trung cho cdc thudt todn phan I6p dir liéu trong kj
thudt hoc may giam sdat va ung dung hiéu qua vao bai toan phat hién ma doc”.
Hoi thao 1an thtr I, Mot sb vin dé chon loc vé an toan an ninh thong tin (1st
Symposium on Information Security - SolS 2016). Pa dugc chip nhan ding

trong ky yéu va trinh bay tai hoi thao, pp. 35 -42
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