DAl HOC QUOC GIA HA NOI
TRUONG PAI HQC CONG NGHE

VO VAN TRUONG

NGHIEN CUU VA UNG DUNG KY THUAT HQC
MAY VAO BAI TOAN PHAT HIEN MA POC

Nganh: Céng ngh¢ Thong tin
Chuyén nganh: Ky thuat phan mém
M4 sb: 60480103

TOM TAT LUAN VAN THAC Si
NGANH CONG NGHE THONG TIN

Ha Ngi - 2016




MUC LUC

1Y LG 51 [ PP PP TR i
MO DAU ..o 1
CHUGNG 1 TONG QUAN VE MA DOC ..ot 3
1.1. Gi6i thiéu vé ma doc MAY tinh.........ooeveevereererieeseeieeseesee e 3
1.2. Phan 10ai MA GOC.......ccoiiueiiiee e ee st e et 3
1.2.1. Virus MAY tiNN.c..ccecc e 3
1.2.1.1. Phén loai virus dya vao cac hinh thirc lay nhiém: .............. 4

1.2.1.2. Phén loai virus dua trén cac chién lugc an nau: ................. 4

1.2.2. LOQIC BOMD.....oovviiiiiccce e 6
1.2.3. TrOJAN HOFSE: ..ot 6
1.2.4,. BACK DOO.....cctiieieieeieie ettt st 6
1.2.5. SAu Ay tinh (WOrmM): ... 6

1.3. Cac k¥ thudt phat hi€n ma G0C.........ccoovveriiriiiiiie e 7
1.3.1. C&c k¥ thuat phat hién dya trén phan tich tinh..........c.ccocoeereenee 7
1.3.1.1. Ky thuat dO qUEt (SCANNEN): ..cvvvverierieieieieeee e 7

1.3.1.2. Ky thuat Static Heuristics...........coovniiininininninn, 7

1.3.1.3. Ky thuat kiém tra sy toan ven (Integrity Checkers) ........... 8

1.3.2. C&c k¥ thuat phat hién dya trén phan tich doNg ..........cccceverveneee 8
1.3.2.1. Ky thuat Behavior Monitors/BIOCKers..........ccccovevveverieennn. 8

1.3.2.2. Ky thuat Emulation...........ccccooviininiieeccc s 8
CHUONG 2 MQT SO THUAT TOAN PHAN LGP DU LIEU PIEN HINH
TRONG KY THUAT HOC MAY GIAM SAT ...coooieiieeeeeeeeeeeeeeeen, 9
2.1. Thuat toan cay quyét GinN..........ccovvervevreeereeeeerssesesseesesseeses s 9
2.1.1. Gidi thiéu thuat toé}n ................................................................... 9
2.1.2. Xay dung cay quyét dinh dya trén thuat toan ID3...................... 9
2.1.3. Vidu minh Noa:......coouiiiii e 11

2. 1.4, NNAN XEL: oo 11

2.2. THUAE t0AN SVM ..ottt 12
2.2.1. Gi6i thigu thuat t0AN ..o, 12
2.2.2. Bai toan tim siéu phang toi uu cho dir liéu tuyén tinh va khéng c6
NNIEU: e, s FE 13

2.2.3. Bai toan tim siéu phang toi wu cho dir liéu tuyen tinh va cd xay ra
NRIBUL oo 13

2.2.4. Bai toan tim siéu phang t6i wu cho dit liéu khong tuyén tinh:..14
2.2.5. Ham nhan (Kernel) .......c.ccoooveiiiicicicic e 14

CHUGNG 3 GIAI PHAP UNG DUNG KY THUAT HQC MAY VAO



PHAT HIEN MA DOC ..ottt 16

3.1. Tong quan vé& phuong phap thue hién .........coccovveveeverrrsrrereecienenns 16
3.2, Tien XU 1Y A U 1ovvveeveveeeeeeee et 17
3.2.1. Str dung cac ky thuat phan tich ma d0C.........ccocevvreiieinicnnne, 17
3.2.2. Phuong phap n-gram ... 17
3.2.3. Tinh tan s6 xuat hién ( Term Frequency ) ......cccoevveveeveniennnas 18

3.3. Dé xuét giai phap chon dic trung cho thuat toan phan 16p............. 18
3.3.1. MO ta gial PhAP.....cccvecicece e 19
3.3 2. VI QUi e 20

3.4. Xay dung mo hinh dy doan dya trén cac thuat toan phan 1op......... 23
CHUONG 4 THUC NGHIEM VA DANH GIA .......ccccooovveivirieeee. 24
4.1. DU Lliéu thyue nghi€m .......coocviiiiiiiiiiiiiiece e 24
4.2. Chuong trinh thyc nghi€m...........ccoooiiiiiiiii e, 24
4.3. Panh gia dua trén phuong phap ma tran nham Ian...........c.c.......... 25
4.4. K&t qua thie NZHIEM.......c.vveveeeeeereeereseses e 25
KET LUAN ..ottt en s en s 28
DANH MUC CONG TRINH KHOA HQC CUA TAC GIA LIEN QUAN
DEN LUAN VAN ..ottt e e n s es e en s neenseen s 29
TAILIEU THAM KHAO ..ot 30



MO PAU

Ngay nay song song v4i sy bing nd manh mé ctia cong nghé thong tin va
su phat trién cua Internet toan ciu 1a cac nguy co mat an toan thong tin dang
trd nén tram trong va nguy hiém hon, trong d6 ma doc hai dang 1 cac hiém
hoa hang dau boi kha ning c6 thé Iy lan phat tan trén cac hé théng may tinh
va thye hién cac hanh vi tin cong bat hop phap. Mi doc dang ngay cang tién
hoa véi nhiing biét thé da dang, véi nhitng cach thirc che diu ngay cang tinh
vi hon. Co thé noi phat hién va ngan chan ma doc dang la mot thach thuc
duoc dit ra trong linh vuc An toan thong tin. Cac phuong phép phat hién ma
doc thong thudng chi yéu sir dung ky thuat so sanh mau dya trén co so dit
liéu ma doc duoc xdy dung va dinh nghia tir trude, tuy nhién phuong phap
nay boc 16 nhiéu nhuoc diém d6 1a khong cé kha ning phat hién ra cac mau
mé doc moi, s6 luong dir liéu ma doc ngay cang gia ting 1am cho co so dir
liéu mau tré nén ngay cang 16n. Hién nay huéng nghién ciru dwa vao cac mo
hinh hoc may dé phan loai va phat hién ma doc dang t6 ra la phuong phap
tiém nang va hi¢u qua khi co thé cai thién duoc cac nhuoce diém di néu & trén
so voi phuong phap truyén thong. Tuy nhién, mét trong nhimng van dé duoc
quan tAm 1a lam sao dé x4y dung dugc md hinh hoc may tét nhat dat hidu qua
chinh x4ac va hiéu suit cao. Trong d6 mot yéu td quan trong duogc xem la
quyét dinh chinh 14 giai phéap trich chon dic trung. Trong cac phin nghién
clru cua ludn van nay toi trinh bay vé phuong phap tmg dung hoc may vao
xay dung cac mo hinh phat hién ma doc trong do cac thuc nghiém dya trén
phuong phap phan tich tinh ma doc, tién xir 1y dit liéu bang k¥ thuat dich
ngugc dua cac file dit licu mau vé dang ma hex va thyuc hién khai pha dir li¢u
text sir dung cac mé n-gram byte 1a cac dic trung ban dau .Sau d6 cac dit liu
dac trung nay s€ dugc trich chon ra mét bd dir li¢u dac trung tdt nhat dé xay
dung mo hinh trén co so giai phap trich chon dac trung ma trong luan van
nay t6i da tap trung nghién ctru va dé xuit. Cac két qua cua ludn vin duoc
thuc nghiém trén khodng 4698 file mau thyc thi trén nén Windows trong do
2373 file mi thong thuong va 2325 file mau mi doc voi nhiéu thé loai da
dang nhu Backdoor, Virus, Trojan, Worm...

Noi dung ludn van duoc chia ra lam 4phcfn nhuw sau:
Chuwong 1: Chuong nay nghién ctru tong quan vé mi doc trinh bay céc
kién thirc chung nhét lién quan dén méa doc, phén loai ma doc ciing nhur cac
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k¥ thuat phan tich va phat hién ma doc hién nay.

Chwong 2: Nghién ciru mot s6 thuat toan phan 16p dir liéu dién hinh
trong k¥ thuat hoc may giam sat trong d6 2 thuat toan phan 16p dir li€u tiéu
biéu duoc trinh bay 14 cay quyét dinh (DT) va may véc to hd trg (SVM)

Chuong 3. Chuong nay trinh bay giai phap ting dung k¥ thuat hoc may
vao phat hién ma doc bao gdm qua trinh tién xir 1y dit liéu, xay dung cac mo
hinh hoc may dé phat hién md doc. Trong do6 trong tdm 1a trinh bay mot dé
Xuét giai phap chon ddc trung cai thién va nang cao hi€u qua cho cac thuat
toan phan 16p ddi v6i bai toan phat hién ma doc.

Churong 4: Trinh bay vé qua trinh thuc nghiém va danh gia, cac két qua
dugc thuc nghiém va so sanh trén céac tap dac trung dugce chon dua trén giai
phap da dé xuit, cac két qua cling dugc so sanh gitra 2 thuat toan phéan 16p da
trinh bay 1a cdy quyét dinh va may véc to hd trg.



CHUONG 1 TONG QUAN VE MA PQC

1.1. Giéi thiéu vé mia déc may tinh

Mi doc hay phan mém doc hai 1a cac chuong trinh may tinh ¢ chira
bén trong nd ndi dung cac ma doc hai dugc tao ra véi muc dich thuc hién cac
hanh vi bat hop phap. Bat ky mot phan mém nao 1a 1y do 1am ton thwong, phéa
v& dén tinh bi mat, tinh toan ven va tinh sin sang cua di liéu nguoi dung,
may tinh hodc méi trudng mang déu c6 thé duoc xem nhu cic ma doc.
1.2. Phan loai ma dgc

Ban dau cac phén mém ddc hai duoc tao ra béng cach séng ki sinh va
lay nhiém trén cac vat chu 14 cac chuong trinh co chira cac noi dung thuc thi.
Céc dang chuong trinh dc hai kiéu khac 1a céac chuong trinh ma doc ma tu
ching c¢6 kha niang thuc thi mot cac doc 1ap trén cac phan mém hé théng ma
khong can ki sinh trén cac vat chu 1a cac chuong trinh tmg dung hay tép tin.

Mot cach khac dé phan biét cac loai ma doc khac nhau la dya trén muc
dich va cac hanh vi ctia chung.

Co 3 dic diém thuong lién quan voi cac loai phén mém ddc hai la:

- M3 doc ty nhan ban va nd lyc lay nhiém béng viéc tao cac ban sao

chép méi hodc cac thé hién cta chinh né.

- Su tang trudng vé s6 lwong ciia phan mém ddc hai mo ta sy thay doi

tong thé trong d6 ¢o sb luong 16n cac truong hop 1a do tw nhan ban

- Phén mém doc hai ky sinh yéu ciu mot s6 chuong trinh mé thyc thi

khac dé ton tai.
1.2.1. Virus may tinh

Virus 1a mot loai md doc c¢6 cac dic diém nhu tu nhan ban, ching ky
sinh trén cac vat chu, virus 1a mét chuong trinh ddc hai ma khi dugc thuc thi
n6 s& cb ging sao chép chinh né vao bén trong mot ma thyc thi khéc.

M@t virus mdy tinh gom 3 thanh phan chinh nhw sau:

Co ché lay nhiém: Lam thé nao dé virus c6 thé lay lan bang cach sira doi
mé khac dé chita mot sao chép ciia virus, Cac cach chinh xéac thong qua d6
mot loai virus 1y lan dugc goi 1a vector lay nhiém cia no.

Kich hoat: Cac cach quyét dinh xem c6 hay khong & mé mot payload

Payload: la mi 1énh hay c4i ma virus thyc hién bén canh viéc lay nhiém

Virus c6 thé duge phéan loai béng nhiéu cach, dua vao muc tiéu cd géng
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lay nhidm cua virus, va dua vao cic phuong thirc ma virus sir dung dé che
gidu ban than nd véi cac hé thong phat hién va cac phan mém chdng virus.
1.2.1.1. Phan loai virus dwa vao cac hinh thirc lay nhiém:

1.2.1.1.1. Virus lay nhiém Boot-Sector
Virus lay nhim Boot-Sector 1 mot virus 1dy nhiém bing viéc sao chép
chinh né dén khdi khoi dong bang cach nhu vy sau khi hé diéu hanh may
tinh tién hanh khoi dong no6 s€ thyuc thi cac doan ma virus bi chén vao chu
khong phai 1a cac doan ma khéi dong thong thuong.
1.2.1.1.2. Virus lay nhiém tap tin:
Pé tién hanh lay nhiém virus thuc hién ac cong viéc nhu sau:
v' Tim kiém ddi twong tép thyc thi dé 1y nhiém
v" Nap cac ma doc lay nhiém vao cac tap tin tim duoc
v Luu trG va dam bao né ton tai duy nhat trong tap tin bi lay
nhiém
v' Tiép tuc tim kiém cac tép tin khac dé tién hanh 13y nhiém ma
doc
M&i mét loai virus s& co nhiing cach thirc dé thyc hién 1ay nhiém khéc
nhau song chiing déu duoc trai qua cac nguyén Iy bao gdm 3 giai doan la:
v' Lay nhiém va chiém quyén diéu khién,
v' Chay cac chirc ning ciia n 1 cic doan ma doc duge gin vao
tép tin 1y nhiém
v Trao tra quyén diéu khién cho tép va dam bao tinh toan ven ban
dau cta dir lidu.
1.2.1.1.3. Virus Macro:

Mot sb ing dung cho phép chira cac tap tin dir lidu, nhu cac trinh xtr Iy
véan ban cho phép nhiing cac ham macro bén trong chung, Macro la mgt doan
mi nhé duoc viét boi mot ngon ngit chuén dugc bién dich bai ung dung,
ngdn ngit nay cung cip ddy du cac ham dé viét mot virus. Do vdy virus
Macro chiém dwogc nhiéu loi thé hon 1a virus 1y nhiém tép tin.
1.2.1.2. Phan loai virus dwa trén cac chién hrgc an nau:

Mot cach khac dé phan loai virus 1a dgya vao cac cach lam thé nao dé
ching c6 thé an nau va qua mat dugc nguoi dung cling nhu cdc pham mém
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diét virus.
1.2.1.2.1. Virus ma hda

Dbi voi mot virus duge ma hoa y tuong 1a phan than cia virus bao gom
phén lay nhiém, kich hoat va payload s€ dugc ma hoa thdong qua mot vai cach
thirc, muc dich 1a gay ra su khé khin dé c6 thé phat hién ra chiing, khi phan
than cia virus & dang ma hoa né s& khong thuc thi cho dén khi duogc giai ma,
sau mot vong giai ma s& giai ma phan than caa virus va chuyén diéu khién tro
dén né, bang cach nay virus gidi ma s& cung cép it thong tin vé chiing hon véi
cac phan mém phat hién ma doc.
1.2.1.2.2. Virus tang hinh

Virus tang hinh 1a mot virus nd lyc tién hanh cac budc dé che diu sy lay
nhiém ctia chinh né, khong chi cé phan than virus, mot virus tang hinh luén
c¢b ging an moi thir khong chi véi cac phdn mém chdng virus.

Virus ¢ thé dugc luu dit hodc c6 kha nang tai sinh tat c4 nhitng thong tin
vé tap tin trude khi 1dy nhiém bao gdm nhan thoi gian cta no, kich thudc tap
tin, va ndi dung cua tdp tin, sau dé cac cudc goi vao/ra h¢ théng 6 thé bi
ngan chin, va virus s& phat lai cac théng tin ban dau d& dap tng bat ki hoat
d6ng vao/ra nio trén cac tap tin bi 1y nhiém, lam cho né xuét hién nhu 1a
khong bi 1ay nhiém.
1.2.1.2.3. Virus Oligomorphism:

Mot virus oligomorphic hay 1a virus ban da hinh 1a mot virus dugc ma
hoa trong d6 c6 mot hitu han nho s lugng cac vong lip giai ma khac nhau
theo ¥ ctia n6. Vi vy virus nay no c6 thé sinh ra duoc hiru han cac bién thé
khac nhau.
1.2.1.2.4. Virus da hinh:

Mot virus da hinh bé ngoai thi gidng nhu mét virus Oligomorphism, ca
hai cting ma hoa virus, ca hai cung thay d6i vong lp giai mi cua chiing cho
mdi 14n 14y nhidm, tuy nhién mot virus da hinh c6 mot s6 lwong vo han cac
bién thé cua vong lip giai ma. Tremor 1a mot vi du nd c6 t6i gan sau ty kha
nang lap giai ma tirc 1a c6 thé sinh ra 6 ty bién thé khac nhau. C6 thé n6i virus
da hinh 5 rang khong thé bi phat hién boi liét ké tat ca cac két hop co thé ciia
chang.



1.2.1.2.5. Virus siéu da hinh:

Virus siéu da hinh 13 virus ma da hinh phan than ma bén trong cta no.
Chung khong thyc hién ma héa do d6 khong can cac vong giai ma tuy nhién
dé tranh bi phat hién boi sy thay ddi, mot phién ban méi hay bién thé cua
phén than virus dugc thue hién cho mdi lan lay nhiém méi.

1.2.2. Logic Bomb

Logic bomb 1 loai ma doc khong tu nhan ban ching c¢é thé ky sinh trén
cac vat chi, mot ma doc logic bomb bao gf”)m 2 phﬁn chinhla :

Mot payload 1a cac ma nap c6 thé 13 bat cir thir gi nhung ¢ ¥ d6 xau hay
1a cac muc dich ctia ma doc nhu 1a phé hoai hay pha huy cac chirc nang an
toan cua hé thong.

Mot trigger (kich hoat) 1a mot diéu kién dung hodc sai dwoc danh gia va
diéu khién khi mot payload duoc thyc thi
1.2.3. Trojan Horse:

Trojan 1a mot loai ma doc mac du khong c6 kha nang ty nhan ban tuy
nhién no thuong 1ay nhidm vao hé théng véi nhitng thé hién rat binh thuong
dudi hinh thirc dong gia nhu 1a cac chuong trinh phan mém hitu ich thyc hién
nhitng nhiém vu théng thuong va hop phap, nhung thuc chét bén trong lai bi
mat thuc hién mot s6 nhiém vu nguy hiém, 4c tinh ma ké co y dd xAu da cai
dat vao no.

1.2.4. Back Door

Back door 1a mdt ma ddc khong tu tai tao va chung thuong ki sinh trén
cac vat chu mot back door 1a bat ki mot co ché nao cai ma cho phép vuot qua
céc kiém tra an ninh thong thuong.

Back door t6 ra rat nguy hiém boi kha ning lan trén cua no déi khi
chang dugc hen trudc thoi gian dé két ndi ra ngoai vi thé trong thoi gian luu
tra chung khong dé 16 bat ky hanh vi hay thong tin gi cho phép cac phan mém
diét ma doc phat hién ra.

1.2.5. Sdu may tinh (Worm):

Sau may tinh 1a loai ma ddc c6 kha nang tu nhan ban tuy nhién ching
thuong xuat hién nhu nhitng chuong trinh doc 14p ma khong can tap tin chi
dé mang n6. Sau may tinh hoan toan c6 kha ning sao chép va nhan ban chinh
n6 ma khong can bat ky thao tac nao ciia nguoi sir dung day 1a mot diac diém
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gitip chung lan rong véi toc dd chong mat.

Sau dich vu mang (Network Service Worm): chlng phét tan va lay
lan thong qua viéc khai thac cac 16 héng bao mat cua cac dich vy mang, cac
g dung hay hé diéu hanh.

Sau giri dién thu hang loat (Mass Mailing Worm): Chang la c&c sau
tan cong vao dich vu thu dién tir cach thirc hoat dong cua chung 1a lay lan
trén cac hé thong thu dién tu.

1.3. Cac ky thuat phat hién ma dgc

Céc ky thuat phat hién ma ddc 1a mdt qua trinh tim kiém va thim dinh
xem mot chuong trinh phan mém c6 thé da bi lay nhiém mi doc hay bén
trong c6 chira cac doan ma duoc xem la ma doc hay khong, thém vao do6 cac
hanh vi ctia chiing cling dugc phén tich va xem xét 1a nhém cac hanh vi thong
thudng hay cac hanh vi thudc vé ma doc, dua vao cac két qua do dé co thé
chirng minh va phat hién su ton tai ciia ma doc trén cac hé théng.

1.3.1. Céc ky thuat phat hién dwa trén phan tich tinh

K¥ thuat phat hién ma ddc dya trén phuong phap phan tich tinh c6 dac
diém 1a phat hién md doc ma khong can phai chay hay thuc thi bit ky doan
MA Nao ctia n6 gdm cb 3 phuong phap chinh 1 k¥ thuat do quét, chan doan
dua trén kinh nghiém va kiém tra tinh toan ven.
1.3.1.1. Ky thuat do quét (scanner):

Thong thuong mdi mot méi doc duoc biéu didn bai mot hay nhidu miu,
hoic 1a cac dau hiéu (signatures), chudi tuan tu cac byte la nhitng cai duoc
coi la dic trung duy nhét ciia mi doc. Cac dau hiéu nay doi khi con duoc goi
1a cac chudi (scan strings) va chung khéng can bat ky mot rang bude vé chudi
nao. Qua trinh phat hién ma doc bang cach tim kiém théng qua mot tap tin
v6i cac ddu hidu ciia no thi dugc goi 1a scanning va cac mi duoc tim thay
duoc goi la mot scanner.
1.3.1.2. Ky thuat Static Heuristics

K thuat nay dugc ap dung dé nhan Ién kha nang chuyén gia trong cac
phan mém chdng virus, chan doan dua trén kinh nghiém trong phuong phéap
phan tich tinh c6 thé tim thiy cac ma doc da biét hodc chua biét bang cach
tim kiém mot miu ma ma c6 nhitng dic diém chung giéng nhu 12 mot ma doc
thay vi scanning cac du hiéu dic biét cia ma doc

7



Mot s6 phuong phép phtrc tap trong cic phén tich dit liéu c6 thé st dung
tri tu¢ nhan tao nhu la mang neural, h¢ chuyén gia, hay céac ky thuat khai pha
dir lidu.
1.3.1.3. Ky thuat kiém tra sw toan ven (Integrity Checkers)

K§ thuat kiém tra tinh toan ven nham khai thac cac hanh vi nay dé tim ra
mi doc bang cach xem céc thay ddi trai phép vao cac tap tin. Mot kiém tra
toan ven dugc khoi dau b?mg viéc tinh va Iuu dit mot checksum cho mdi tap
tin trong hé théng duogc xem xét. Sau d6 mot checksum cua tap tin can kiém
tra s€ duoc tinh lai va so sdnh vdi gid tri checksum géc cia nd. Néu
checksum khac nhau c6 nghia 13 da c6 mét sy thay doi dién ra.

1.3.2. Cac ky thuat phat hién dwa trén phan tich dong

K§ thuat phat hién ma doc dua trén phan tich dong 1a k¥ thuat quyét
dinh mat tap tin c6 bi lay nhiém hay khong thong qua viéc thuc thi cac ma
chuong trinh va quan sat cac hanh vi cua né.
1.3.2.1. Ky thuat Behavior Monitors/Blockers

Mot behavior blocker 1a mot k¥ thuat chéng ma doc giam sat cac hanh
vi thyce thi cia mdt chuong trinh trong thoi gian thyc, theo doi cac hanh dong,
cac khéi 1énh kha nghi ciia no.
1.3.2.2. Ky thuat Emulation

Giam sat cac hanh vi ky thuat Behavior blocking cho phép ma chuong
trinh chay trén may thuc. Nguoc lai ky thudt phat hién ma doc st dung mo
phong gia 1ap (emulation) cho phép cac ma dugc chay va phan tich trong mot
mdi truong md phong gia 1ap.
Bao gdm 2 k¥ thuét chinh 1a Dynamic heuristic va Generic decryption.



CHUONG 2 MOT SO THUAT TOAN PHAN LOP DU LIEU PIEN
HINH TRONG KY THUAT HOC MAY GIAM SAT

2.1. Thuét toan cay quyét dinh
2.1.1. Giéi thigu thuat toan

Hoc may duya trén cay quyét dinh 1a mot phuong phap xap xi véi ham
muc tiéu c6 gia trj roi rac trong d6 cac ham hoc duoc biéu dién boi mot cay
quyét dinh. Cay quyét dinh ciing c6 thé duge biéu dién boi mot tap cac luat
if-then céac luat nay thi kha 1 gan giii véi tu duy con ngudi.

Mot cay quyét dinh trong hoc mady dwege mé ta boi:

- Mbi nut trong biéu dién mot thude tinh hay mot dic trung can kiém

tra cua dir liéu mau

- MGJi nhéanh di ra tir mt niit thudc tinh biéu dién gia tri co thé ¢6 cta

bién thugc tinh d6

- MBJi nit 14 biéu dién cho mdt gia tri phan 16p ( 14 gid tri cac nhan

trong tap hudn luyén)

Cay quyét dinh duoc dung dé dy doan cac dir liéu chua biét bang cach
duyét cdy tir nat gbc dén mot nut 14 duge gan nhan.

2.1.2. Xay dwng cay quyét dinh dwa trén thuit toan 1D3

Giai thuat ID3:
Function Build_Tree( tap_vi_duy, thudc tinh _muc_tiéu,tdp thudc tinh)
Trong do tdp vi du la tdp cac truong hop hay dir liéu mdau hudn luyén,
thudc_tinh_muc_tiéu la thudc tinh ma gia tri cia no la gid tri dich dwoc du
dodn béi cdy quyét dinh |, tdp_thudc_tinh la mét danh sach thude tinh khdc
6 thé dwge kiém tra dé xdy dung cdy quyét dinh dwoc hoc .
Begin

If tit ca cac vi du trong tdp vi_du thudc vao 16p duwong then return
mdt nat gbe duwge gan nhén 1a (+)

Else If tit ca cac vi du trong tp vi_du thudc vao 16p am then

return mot niit gc duge gan nhan 1a (-)

Else If tip_thudc tinh ma rdng then return mét nat gbc voi
nhin dugc gan bang gia tri phd bién nhat cia thuoc tinh muyc_tiéu trong
tap_vi du

Else




Chon ra A 1a thudc tinh t6t nhat d& phan 16p tir tap_thudc_tinh
Dit A 1a nat gbe cho cdy quyét dinh hién tai
For each gié tri V; c6 thé c6 clia A
Begin
Thém mot nhanh cay méi bén dudi niit gbe, tuong duong kiém
tra A=V,
bat tdp_vi_duyi 1a mét tip con cua tdp _vi_du la cac vi du cb gia
tri V; cho A

If tap_vi_duyi 12 rong then thém vao bén duéi nhanh méi nay
mot nut 14 v6i nhin dwgc gan bang gia tri phd bién nhat cua
thudc tinh muc tiéu trong tap vi du

Else thém vao bén dudi nhanh mdi nay mot cay con va goi ham
dé quy voi tap_thudc_tinh khong chira thude tinh A.

Function  Build_Tree(tdp vi du, thudc tinh muc tiéu,

tap_thudc tinh - {A})
End
Return Nit_géc
End

Trong thudt toan ID3 thudc tinh nao nén duogc kiém tra & nat géc cua
mot cay ? dé giai quyét diéu nay mdi thude tinh c6 trong dit liéu mau sé& duoc
danh gia thong qua viée thdng ké cac do loi vé thong tin, do loi vé thong tin
ctia mot thude tinh duge hiéu 1a kha nang phan tach dir liéu huén luyén cua
thudc tinh d6 theo cac lop.

Do do Entropy: D¢ do entropy 1a mét khai niém dugc dung trong ly
thuyét théng tin nhim danh gia d6 hdn loan cta thong tin. Trong d6 Entropy
ctia mot tap S dbi véi bd phéan 16p gdm C 16p duoc dinh nghia nhu sau:

c
Entropy(S)=> —p;.log, p;
i=1

Trong d6: P; 1a ty 1& cac miu trong tap S thudc vao 16p i
Trong cong thirc niy néu ;=0 thi ta ¢6 thé coi 0.log, 0 =0

Do loi vé thong tin (Information Gain):
Do loi vé thong tin cua thude tinh A ddi voi tap mau S dugc tinh nhu
10




Sau:

: _ B S.|
Gain(s, A) = Entropy(S)— Y| Entropy(S, )

veValues(A) |

Trong d6 Values(A) 1a tap cac gia tri c¢6 thé cua thudc tinh A va
S, ={X|xeS,x,=v}

2.1.3. Vi du minh hea:

Xét tap dir liéu mau nhitng ngdy ma mot ngudi di choi hay khong di
choi tennis dua trén cac diéu kién thoi tiét nhu sau:

Day  Outleok  Temperature  Humidity  Wind  PlayTennis
(0] Sunmny Hot High Weak No
D2 Sunny Hot High Strong No
D3 Overcast Hot High Weak Yes
D4 Rain Mild High Weak Yes
D3 Rain Cool MNormal ~— Weak Yes
D6 Rain Cool Normal  Strong No
D7 Overcast Cool Normal  Strong Yes
D§ Sunny Mild High Weak No
Dy Sunny Cool Mormal Weak Yes
D10 Rain Mild Normal — Weak Yes
D11 Sunny Mild Normal  Strong Yes
D12 Overcast Mild High  Strong Yes
D13 Owercast Hot MNormal  Weak Yes
D14 Rain Mild High  Strong No

Hinh 2.2. Tap dit liéu mau vi du cho xdy dung cdy quyét dinh [18]
Mot ciy quyét dinh dugce sinh ra nhu sau:

Sunny Ouerca.ﬂ Rain
%
H:g.'z Nomm.!' S:ramg Wea.k
NG l’ (2] Nu Ye.r

Hinh 2.4 Céy quyét dinh dwoc sinh ra trong dit liéu mau vi du choi tennis [18]
2.1.4. Nhan xét:
Cay quyét dinh 1a mot phuong phap hoc may ma dir liéu mau duge mo
11



ta thong qua cu trac ciy n6 twong ddi d& hiéu boi kha ning sinh ra cac luat
gan giii voi tu duy con nguoi phuong phap nay khéng doi hoi cao trong
chudn héa dir lidu dau vao ciing nhu xir 1y t6t lwong dit liéu 16n trong thoi
gian ngan. Tuy nhién phuong phap nay c6 nhuoc diém 1a khong thé giai
quyét dugc khi nhan phan 16p 1a lién tuc, no chi co thé thuc hién tét cac bai
toan phan 16p nhi phan va déi khi cit tia mot cdy dé tbi vu mé hinh ciing 1a
mdt van d& phic tap.
2.2. Thuat toan SVM
2.2.1. Giéi thiéu thuat toan

Thuét toan nay dugc dé xuat bai Vladimir N. Vapnik [20] y tuong
chinh caia né 1a coi cac dir liéu dau vao nhu 1a cac diém trong mot khong gian
n chiéu va tir cac dit liéu huan luyén ban dau duogc gan nhan s& tim ra duoc
mot siéu phang phan I6p chinh xac cac dir liéu nay, siéu phing sau d6 duoc
dung dé phan I6p cac dit liéu chua biét can tién doan.

Hinh 2.5 Biéu dién phdn [6p diea trén thudt toin SVM [8]
Xét mot tap dit liéu mau:
D= {(x, y1),...(xI,yI)} , x €Rn, ye{-1,1} (2.1)
Trong d6 x, 1a mot véc to dic trung hay mot diém ( trong khong gian n chiéu
X, € Rn) bidu dién tap mau d, cip (X;, Y;) biéu dién rang véi mot véc to
dac trung X; thi dugc gan nhan la y; twong tmg trong d6 Y €{-1,1} hay noi
cach khac voi tdp mau d. s& duge gan nhan cho trude 1a ;. Ta c6 phuong
trinh mot siéu phang dugc cho nhu sau :
f(x)=w-x+b=0 [17] (2.2)

Trong d6 WX 1a tich v6 hudng giira véc to X va véc to phap tuyén w €

Rr dugc biéu dien trong khong gian n chiéu, va b € R 1a hé so tu do.

12


https://vi.wikipedia.org/w/index.php?title=Vladimir_N._Vapnik&action=edit&redlink=1

2.2.2. Bai toan tim siéu phing ti wu cho dit liéu tuyén tinh va khéng c6
nhiéu:

Ta c6 phuong trinh siéu phang can tim c¢6 dang: W-Xx+b=0

1 Y=l
Véi: y=sign{w-X, +b}= V(x,Y;)eD
Xét cac diéu kién rang budc voi cac tham s6 w va b nhu sau:
min|(w-x)+b/=1 véi i=1..,1 (2.3)

Céc rang budc nay thi giup don gian héa vin dé hon néi cach khac chuan cua
mot véc to trong s6 nén duoc tinh béng nghich dao khoang cach cua diém
gan nhét trong dir liéu dén siéu phang.

Mot siéu phang phan chia can phai thoa man diéu kién rang budc sau day:

yi[w-x +b]>1véii=1.,1 (2.4)
Dé tim duoc mot siéu phang t6t nhit trong truong hop nay chung ta can
phai di giai quyét bai toan tdi uru véi cac ham muyc tiéu va rang budc nhu sau:
. 2
Min CD(W):lHWH
W 2
(2.7)
y;(w-x+b) > 1 i=l,..

2.2.3. Bai toan tim siéu phing téi wu cho dir liéu tuyén tinh va c6 xay ra
nhiéu:

Diéu nay co nghia rang khong phai tat ca cac diém dir lidu thudc 16p
duong (dugc gan nhin y = 1) s& nim vé& mot phia clia siéu phing va tat ca cac
diém thudc 16p 4m (dugc gan nhan y = -1) s& ndm vé phia con lai cia siéu
phing d6. Péi khi c6 mot vai diém nhidm thudc 16p duong nhung lai bi siéu
phing phan loai nham vao 16p 4m tic 1a né nam vé phia bén am cua siéu
phang d6. Tuong ty trong truong hop dir liéu 4m nam vao ving duong ciia
siéu phang.

Trong trudng hop ndy cac rang budc duoc linh dong va thay doi nhu sau:

Yi(w-x+b)>1-& wvéii=1..1 (28)
é:i >0 duoc goi 1a bién s6 n6i 1ong cho cac diém dir liéu hun luyén.
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Nhu vay lic nay dé tim siéu phéng tot nhét chinh 1a di giai quyét bai toan uu
vGi cac ham muc ti€u va rang budc nhu sau [4]:

. |
Min CD(W,§)=%W2+CZ£;

<yi(w-xi+b) > 1—§i i=1.,1

£>0 il

Trong d6 C 1 tham s6 dugc thém vao v6i muc dich can bang 16i va dé diéu
chinh mirc d6 vi pham d6i véi 18 trong thuc nghiém.
2.2.4. Bai toan tim siéu phang téi wu cho dir ligu khong tuyén tinh:

Trong thuat toan may véc to hd trg dé giai quyét nhimng bai toan véi cac
dir liéu khong thé phan chia tuyén tinh giai phap duoc dua ra 1a 4nh xa cac
diém dit liéu ban dau sang mot khong gian mai nhiéu chidu hon, trong khong
gian m&i ndy ching ta s& dé dang tim duoc céc siéu phiang dé phan tach cac
dir liéu nay mot cach tuyén tinh. Viéc anh xa cac diém dit liéu x trong khong
gian n chiéu vao mot khong gian m chiéu 16n hon , dugc md ta véi mot anh
xa phi tuyén tinh ¢ nhu sau:

¢:R"—>R"
Trong khong gian méi viée tim ra cac siéu phang sé dua trén cac diém

anh xa @(X) cac siéu phing trong truong hop nay dugc xac dinh thong qua

viéc giai bai toan t6i wu véi ham muc tiéu va céac rang budc nhu sau:
. 2
Min (W, &)=7W[*+C Y s
1=1

y; (W-g(x.)+b) > 1-¢, i=1,..,1
&0 i=l,..|l

2.2.5. Ham nhan (Kernel)

Trén thuc t€ doi vdi thuat toan svm chung ta khong can phai biét mot
cach qua rd rang cac gia tri cia mét véc to dir ligu trong khong gian méi nhu
the nao, dé tim ra cac si€u phang to1 wu gia tri can quan tdm nhat chinh la tich
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v6 huéng gitra cac véc to dic trung 1a anh cta véc to dit liéu ban dau trong
khong gian mdi, mdt ham cho phép tim ra cac tich vo hudng cuia cac dir li¢u
anh nay duoc goi ham nhan Kernel ddy 1a mot ham hét sirc quan trong trong
thuat toan svm:

KX, ;) = 8(%) - (X))
Mot s6 ham nhan (Kernel) co ban [4]:

Ham nhan tuyén tinh (linear): K(X,X;) =X - X;

Ham nhén da thic (polynomial): K(x,X;) = (y% -X; +1)",7 >0
Ham RBF (radial basis funciont) K(x;, x;) = exp(—;/”xi - X; ||2), y>0

Ham sigmoid: K(x;,X;) =tanh(yx, - X, +r)

X X

Hinh 2.9 Dir liéu dwroc phdn 6p boi ham nhdn (kernel) [8]
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CHUONG 3 GIAI PHAP UNG DUNG KY THUAT HOC MAY
VAO PHAT HIEN MA PQC

3.1. Tong quan vé phwong phap thuc hién

Trong luan van nay t6i trinh bay mét hudéng nghién ctru trong do Gng
dung k¥ thuét hoc may vao viéc phan 16p va phat hién ma doc. Luan van tép
trung nghién ctru va dua ra mot dé xuét ciing nhu xay dung mot giai phap
trich chon déc trung nang cao hi€u qua va phu hop cho cac bai toan phan 16p
di liéu. Qua trinh dugc thyc nghiém va phan tich trén cac bg dir licu ma doc
chi ra ring phuong phap dé xuét cho két qua phan 16p chinh xac va hiéu suat
tuong dbi tot.

Téng quan vé phuong phap duge mé ta qua 6 bude sau:

M3 dac File théng
[Win 32) thuimg

T | (PEfilel -

Dich nguoc

DI ligu Test
Train
{M& hex)
) -
7 ~ .
S

Di ligu
(M3 h

’

~

Trich rit dac treng

(n-gram)

£l MG hinh h 3
Lua chon dic trung @ hinh hoc may

(TF-Thu&t toan chon)

Gi&i thuat hoc méy

_—— e e e e~

.

Yes/No

Hinh 3.1 Tong quan vé phuong phdp thue hién
Budc 1: Thu thap dit li€u cac file ma doc va cac file PE thong thuong.

[Cay guyét dinh, SVM)

Budc 2: Céc file nay s& duoc dich nguge vé mi hex thong qua mot
chuong trinh dugc viét bang ngdn ngit Python.

Budc 3: Sau khi dich nguoc thi cac dir liéu huén luyén sé dugc trich rat
ra cac déc trung 1a cac ma hex dua vao phuong phap n-gram. Trong khuén
kho nghién ciru nay kich thugc sir dung 1a 2-gram.

Budc 4: Tir cac dic trung 13 cac mad n-gram byte thuc hién tinh tan sb
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xudt hién (Term Frequency) ctia cac mé n-gram nay trén mdi tap dit liéu. Sau
d6 ap dung thuat toan dugc tdi dé xuat ( dugc trinh bay ¢ phan sau) dé chon
ra dugc mot b dac trung t6t nhat.

Budce 5: Tu bd dac trung c6 duge ta dua ching vao xay dung cac mo
hinh hoc may & day t6i sir dung hai giai thuat dé thuc nghiém va so sanh la
ciy quyét dinh va svm.

Budc 6: Sau khi xdy dyng xong mé hinh thi dua cac dir lidu test vao dé
danh gia két qua.

3.2. Tién xir ly dir liéu
3.2.1. Sir dung céc k§y thuat phan tich ma dgc

Trong ndi dung nghién ctru va thir nghi€ém nay t6i st dung phuong phap
phan tich tinh, & giai doan tién xir Iy nay cac file théng thuong va cac file ma
ddc 1a cac file dang PE s€ dugc dich nguoc vé cac ma hex co rat nhiéu cong
cu cho phép thuc hién diéu nay co thé ké ra nhu: IDA, OLLYDBG... Tuy
nhién dé dong bo va phat trién cac hé thong tu dong sau nay, t6i da xay dung
mdt chuwong trinh dua trén cdu trac cua mot file PE cho phép dich nguoc cac
file nay vé mi hex. Chuong trinh duoc viét bang ngdn ngit Python va sir
dung thu vién Pefile. Cac file dir li¢u mau sau khi dugc dich nguoc s€ dugc
xtr 1y dé 14y cac ma hex quan trong chii yéu chiing nam & cc phan PE header
va Section noi chira cac ma chuong trinh (Executable Code Section), cac dit
liéu (Data Section), cac tai nguyén (Resources Section), cac thu vién (Import
Data ,Export Data) ...

Céc file thong thudong va ma doc sau khi duge dich ngugc s& lay noi
dung cac ma hex cua ting file nay va luu lai thanh cac file text twong duong
phuc vu cho qua trinh trich chon dac trung va xay dung mé hinh dy doan.
3.2.2. Phuwong phap n-gram

Trong nghién ciru ndy toi sir dung chudi cac byte 1a cac dic trung dau
Va0 trong d6 & giai doan tién xir 1y cac file dit liu mau duoc trich xuat dya
vao viée tinh tin s6 xudt hién cua cac n-gram byte. N-gram 1a mot day cac
byte lién tiép co do dai N dwoc mé ta nhu sau:

V61 mot day cac ma hex sau khi dich ngugc gia strla “AB CO EF 12” thi day
Cac n-gram byte thu dugc la:
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Bdng 3.1 M6 ta ddy cdc n-gram byte

1-gram 2-gram 3-gram 4-gram
AB ABCO | ABCOEF | ABCOEF12
Co COEF | COEF12
EF EF 12
12

C6 thé nhan thiy rang v6i do dai n cang cao thi kich thudc dic trung
cang 16n. Déi voi ma hex co 16 gia tri khac nhau nhu vy khong gian dic
trung cua 1-gram sé 1a 16?=256 vé4i 2-gram la 16°=65536. Trong nodi dung
luan van nay t6i chil yéu tap trung vao phuong phap chon dic trung vi vy
céc két qua dugc thir nghiém trén day 2-gram. Nhu vay o giai doan tién xir Iy
cac file dir liéu mau duoc dich ngugc sang ciac ma hex va sau do tiép tuc
duoc trich rat ra cac dac trung dua vao phuong phap n-gram.

3.2.3. Tinh tan s xuit hién ( Term Frequency )

O bude nay toi thyc hién tinh toan tan sO xudt hién cia mdi n-gram byte
khac nhau trén timg file dir liéu mau. Cac két qua nay duoc luu nhu mdi véc
to déc trung va trudc khi dugc dua vao mo hinh hoc s€ dugce xu 1y dé trich ra
mot bd dac trung tdt nhat.

Cong thirc dé tinh cac gia tri TF duoc cho nhur sau:

£(t,d)
max{f(w,d) : w € d}

Tan s6 xuét hién caa mot ma n-gram byte trong mot tap mau (file dix

t(t, d) =

lidu mau da duoc dwa vé dang text ) duoc tinh bang thuong cia sd 1an xuat
hién n-gram byte dé trong tip mau va sé 1an xuét hién nhiéu nhat ctia mot
n-gram byte bét ky trong tap mau do (gia tri s& thudc khoang [0, 1])
e f(t,d) - s6 14n xudt hién cua mot n-gram byte t trong tap mau d.
o max{f(w,d):wed} - s6 1an xuét hién nhiéu nhat cia mot n-gram byte bét
ky trong tap mau.
3.3. Pé xuit giai phap chon dic trung cho thuit toan phan lép

Trong phuong phap hoc méy co thé thy rang khi sb lugng dic trung
16n s€ lam giam hiéu suét va d6i khi 1a chat luong ctia mo6 hinh hoc. Lugng
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dic trung qua nhiéu s& khién cho qua trinh huin luyén va phan 16p dit liéu
t6n kém vé mat tai nguyén ciing nhu thoi gian xir Iy tham chi néu nhiéu dic
trung phd bién s& dan dén du thira giy nhiu va anh huéng dén chét lugng
khi xay dung mo6 hinh, chinh vi vay bai toan ddt ra va can thiét 1a lam sao loai
bo dugc cac dac trung gy nhiéu va chon dugc mot tap dac trung dai dién tdt
nhit ma van dam bao d6 chinh xac hiéu qua cia md hinh dy doan. Trong
phuong phap n-gram néu trén ta thiy s& c6 cac dic trung ma tan sb xuat hién
cua ching tuong tu nhau trén 2 16p vi vay khi dua vao mo hinh hoc may sé€
khong dat két qua cao.

Phuong phap trich chon dic trung ma tdi dé xuat muc dich 1a tim ra tap
cac ddc trung mA gia tri tin s6 xuat hién trung binh cta chiing trén 2 16p can
phan chia c6 do 1éch 16n nhat. Cu thé 1a cic ma n-gram byte ma c6 tan sd xuét
hién trén cac tap cua 16p nay khac nhat voi chinh no trén cac tap cta 16p con
lai.

3.3.1. M6 ta giai phap

Goi D la tép cac dac trung c6 d6 dai “d” phén tur 1a cac ma n-gram byte.
2 16p can phan chia 16p thir 1 c6 d6 dai 1a “n” tap mau. Lop thir 2 c6 d6 dai 1a
“m” tap mau.

Goi TF1[i] 1 tap chira cac gia trj tin s6 xudt hién cua dic trung D[i] €
D; i € [0,d] trén cac mAu dir liéu thudce 16p thir 1. Mdi TF1[i] véi i € [0,d] 1a
mot mang chira ‘n’ phan tir .

Goi TF2[i] 1a tap chira cac gia trj tin sé xut hién cua dic trung D[i] €
D; i € [0,d] trén cac mau dit liéu thudc 16p thir 2. Mbi TF2[i] véi i € [0,d] 1a
mdt mang chira ‘m’ phan tir.

Budc 1: Vi mdi gia tri i € [0,d] sdp xép cac phan tir trong TF1[i] va
TF2[i] theo chiéu giam hodc ting dan

Budc 2: Sau khi thyc hién sip xép & budc 1:

V&i mbi i € [0,d] ta thyc hién chia cac phan tir trong TF1[i] tuong (mg
thanh “k” doan lién tiép bét ddu tir phan tir diu tién, mdi doan chtra C1 phén
tir (s6 phan tir trong cac doan c6 thé khong bang nhau).

Tuong ty véi mdi i € [0,d] ta cling thuc hién chia cac phan tir trong
TF2[i] twong tng thanh “k” doan lién tiép bét dau tir phan tir dau tién, mdi
doan chira C2 phan tir (s6 phan tir trong cac doan c6 thé khong bang nhau)

Budc 3: Tinh trung binh cong tin s6 xuat hién trén timg khoang da chia
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trén mdi TF1[i]; i € [0,d] v&i mdi TF1[i] ta thu duoc “k” gia tri TB1[i][j] voi
i €[0,d]; j€[0.k] 1a gia trj tAn sb xuét hién trung binh cta D[i] trén doan j cia
TF1[i]

Tuong ty thuc hién tinh trung binh cong tan s xuét hién trén timg
khoang da chia trén mdi TF2[i]; i € [0,d] véi mdi TF2[i] ta thu duoc “k” gia
tri TB2[i][j] véi i € [0,d]; j€[0,k] 1a gia tri tAn s6 xudt hién trung binh ciia D[i]
trén doan j ctia TF2[i]

Budc 4: Tinh d6 1éch tan sb xut hién trung binh trén “k” doan da chia
ctia mdi TF1[i] va TF2[i].

Goi TBJi][j] 1a 0 1&ch trung binh cta dac trung D[i] trén doan j cia 2
tap TF1[i] va TF2[i] thi TB[i][j] duoc tinh bing tri tuyét ddi cua phép trir
gitra TBI1[i][j] va TB2[i][j] ta co:

TBIII[] = TB1[i]0] - TB2[i][] |
(i€[0,d];je[0k])

Vi mdi i trén doan [0,d] thuc hién tinh cac TBJi][j] ctia no6 voi mdi JE
[0,k] trén 2 tap TF1[i] va TF2[i] tuong Gng.

Budc 5: Véimdiie [0,d] ta thyc hién tinh d6 1éch trung binh gié tri tan
s6 cua dic trung D[i] twong tmg trén toan tap bang cach tinh sau:

k
> TBIj]
. j=0
DLJi]= "

Trong d6 DL[i] véi i €[0,d] 1a d¢ léch trung binh cua dac trung D[i]
trén 2 16p can phén chia.

Bude 6: Két thiic budce 5 ta s& thu duoc két qua dd 1éch trung binh tan sb
xudt hién cia “d” dic trung ban dau tir “d” dic trung nay thyc hién chon ra
mdt bd dac trung co6 gia tri do 1€ch cao nhét dé dua vao xay dyng mo hinh.
3.3.2. Vi du:

Bai todan: Gid sii cho 2 Iop vdi cdc dic trung la cdc ma hex 2-gram co so
tdp mdu khdc nhau va tén sé xudt hién nhw sau:
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Bang 3.2 Vi du tdp tan sé xudt hién ban dau ciia cdc dac trung thugc lop 1

Lop 1 bic trung | AA AA BB BB CCCC |DDDD
Tap 1 0.5 0.7 1.0 0.2
Tap 2 0.5 0.9 0 0.1
Tap 3 0.6 0.5 1.0 0.2
Tap 4 0.6 0.6 0 0.1
Bdng 3.3 Vi du tap tan sé xudt hién ban dau cia cac dic trung thugc lop 2
Lép 2 bac trung | AAAA | BBBB | CCCC | DD DD
Tap 1 0.6 0.2 0.5 0.1
Tap 2 0.5 0.3 0.5 0.2
Tap 3 0.6 0.3 0.5 0.7
Tap 4 0.5 0.2 0.5 0.8
Tap 5 0.6 0.3 0.5 0.3
Tap 6 0.5 0.2 0.5 0.2

Buérc 1: sau khi di tinh tan s6 xuét hién ciia cac diic trung trén mdi tap
miu thudc 2 16p thue hién sip xép cac gia tri theo chiéu giam din ¢ mi
dic trung trong ca 2 16p nhu sau:

Bdng 3.4 Két qua tdp dir liéu I6p 1 sau khi thiee hién sdp xép

Lop 1 biac trung | AAAA |BBBB | CCCC | DD DD
0.6 0.9 1.0 0.2
0.6 0.7 1.0 0.2
0.5 0.6 0 0.1
0.5 0.5 0 0.1
Bdng 3.5 Két qua tdp dit liéu I6p 2 sau khi thuee hién sdp xép
Lop 2 bactrung | AAAA |BBBB | CCCC | DDDD
0.6 0.3 0.5 0.8
0.6 0.3 0.5 0.7
0.6 0.3 0.5 0.3
0.5 0.2 0.5 0.2
0.5 0.2 0.5 0.2
0.5 0.2 0.5 0.1

Budc 2: Tién hanh chia 16p 1 va 16p 2 mdi 16p thanh k doan. Gia sir ta
chon k=2 nhu vy véi 16p 1 mdi doan sé& ¢6 2 gia tri tin sb lién tiép canh
nhau, véi 16p 2 mbi doan cé 3 gia tri tan s6 lién tiép canh nhau.
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Bdng 3.6 Két qua tip di liéu I6p 1 sau khi thue hién phin doan

Lop 1 bac trung | AAAA |BBBB | CCCC | DDDD
Poan 1 0.6 0.9 1.0 0.2
0.6 0.7 1.0 0.2
Poan 2 0.5 0.6 0 0.1
0.5 0.5 0 0.1
Badng 3.7 Két qua tdp di liéu 1op 2 sau khi thuc hién phdn doan
Lop 2 Pac trung | AAAA |BBBB | CCCC | DDDD
Poan 1 0.6 0.3 0.5 0.8
0.6 0.3 0.5 0.7
0.6 0.3 0.5 0.3
Poan 2 0.5 0.2 0.5 0.2
0.5 0.2 0.5 0.2
0.5 0.2 0.5 0.1

Buéc 3: Trén mdi doan thue hién tinh ra gia tri trung binh cdng tin sb
xuit hién ciia mdi dic trung :
Bdng 3.10 gid tri trung binh céng tan s6 xudt hién ciia méi déic trung trén
tueng dogn thuéce lop 1

Lép 1 Dictrung | AAAA | BBBB | CCCC | DDDD
TFtrung | Poan 1 0.6 0.8 1.0 0.2
binhtrén  poan2 |05 0.55 0 0.1
tung doan

Bdng 3.11 gid tri trung binh céng tan s6 xudt hién ciia moi ddc trung trén
tung doan thudc lop 2

Lép 2 Pac tung | AAAA | BBBB | CCCC | DD DD
TFtrung | Poan 1 0.6 0.3 0.5 0.6
binhtrén  "poan2 (05 02 05 0.16
tung doan

Budc 4: Thuc hién tinh dd léch cua tan sé xuit hién giira cac doan cia
tirng dic trung trén 2 |6p, bing cach trir ldy tri tuyét ddi 2 tan sb trén

cung mét doan ciaa cung 1 dic trung trén 2 16p dir liéu.
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Bang 3.12 Két qua do léch tan sé xudt hién trén tung doan

Dic AAAA [BBBB |CCCC |DDDD
Do léch TF | trung
trén timg | Doan 1 0 0.5 0.5 0.4
doan 5 2 10 0.35 05 0.06

Buéc 5: Tir két qua dd léch tan sé xuit hién c6 dwoe trén cac doan &
buéc 4 tién hanh tinh trung binh dj léch tan s6 xuit hién ciia mdi dic
trung trén toan tip, bing cich tinh trung binh céng dd 1éch tin s6 xuit
hién trén cac doan clia mdi dic trung dé ra két qua cudi ciing.

Badng 3.13 Két qua do léch tan sé xudt hién trén toan tdp dir liéu
bo léch | bac trung | AAAA | BB BB CCCC | Db DD
TF trén

toandit [ Poanl |0 0.425 0.5 0.23
liéu

Nhu vay d& thdy cac dic trung c6 do 1éch cao nhit 1a “CC CC” va “BB
BB” sau d6 1a “DD DD ta c6 thé xac dinh duoc céc dic trung nay co sy sai
khac 16n vé tan s xudt hién cta 2 16p ding theo thir ty.

Bude 6: Tir cac két qué c6 dwoc thue hién chon ra T dic trung co
dd 1éch vé gia tri tin s xuét hién 16n nhit.

3.4. Xay dung m6 hinh du doan dwa trén cac thuat toan phan lop

Sau khi chon duogc tap dac trung dua vao phuong phap da trinh bay phia
trén, budc tiép theo & giai doan nay 1a tién hanh dua cac gid tri tan sb xut
hién cua cac dic trung n-gram byte da dugc chon trén cac tap mau ban dau
vao cac thudt toan trong hoc may dé xay dung mo hinh du doan., cac dir liéu
mau dugc gan nhan thanh 2 16p ma ddc va file binh thuong. Giai doan nay sir
dung cac véc to ddc trung nhu 13 dit liéu huén luyén dau vao cho cac thuat
toan phan 16p dit lidu [13,19] c6 thé 4p dung nhu: k lang giéng (KNN), Naive
Bayes (NB), ciy quyét dinh (DT), Rimg ngiu nhién (RF), may véc to hd trg
(SVM)..Trong nghién ciru nay t6i lwa chon 2 thuat toan tiéu biéu 1a cay quyét
dinh va may véc to hd trg dé xdy dung mo hinh dy doan phat hién ma doc
ddng thoi cac két qua cua 2 phuong phép s& dugc so sanh va danh gia théng
qua qua trinh thyc nghiém.
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CHUONG 4 THUC NGHIEM VA PANH GIA

4.1. Dir liéu thuc nghiém

Céc két qua ctia luan van dugc thuc nghiém véi dau vao 1a 4698 file dir
liéu mau trong d6 2373 file ma thong thuong va 2325 file mi doc, file ma doc
dugc thu thap tir trang chu “Vxheaven” [21] va cac file ma thong thuong 1a
céc file hé théng thudc kiéu file “PE” chu yéu 1a cac file “.exe” chay trén trén
hé diéu hanh Windows sb lugng céac mau mi doc duoc mé ta nhu sau:

Bdng 4.1 Ty 1é s6 lwong tieng mau md doc tham gia thire nghiém

Kiéumi | Backdoor.win32 | Worm.win32 Virus.win32 | Trojan.win32 | Khac
doc

51
S0 luong 339 668 704 441 173

mau

Trong d6 ty 1& cac mau ma doc duoc bicu dién tryc quan trong biéu do6 sau:

Ty |& mau m3 doc tham gia thuyc nghiém

29%
30%

OBackdoor.win32 OWorm.win32 O Virus.win32 O Trojan.win32 OKhac

Hinh 4.1 Biéu dé mé ta 1y 1é mau ma déc tham gia thuwe nghiém
4.2. Chwong trinh thuc nghiém

Bdng 4.2 Théng tin vé chirong trinh thiec nghiém

- Processor: Intel(R) Core i5 — 2450M CPU @
2.50GHz
M®di truong thuc | - Memory (Ram): 8.00 GB
nghiém - System type: 64-bit Operating System, x64-based
processor
- Windows 10 Pro -2016
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Ngon ngit st dung | Python

Cong cu lap trinh

PyCharm — JetBrains 5.0 Pro
(IDE) y '

Thu vién va cac goi

cai dat chinh Scikit-learn, scipy, numpy,matplotlib,ipython, Pefile

4.3. Panh gia dua trén phwong phap ma tran nham lan

Mot mé hinh duoc danh gia tot néu nhu ti 16: TP ( True Positive) va TN
(True Negative) 16n ddng thoi ti 16 FP (False Positive) va FN (False
Negative) 1a nho trong do:

TP: Sb lugng cac mau thudc 16p duong duogc phan loai chinh xac vao
16p duong.

FP: S6 lwong cac mau khong thudc 16p dwong bi phan loai nham vao
16p duong

TN: S6 luong cac mau khong thude 16p duong duge phan loai ding

FN: S6 luong cac mau thude 16p duong bi phan loai nham vao cac 16p

khong phai lop duong.
Lé&p dw doédn (Predicted class)
+ -
True Positive-TP False Megative-FN
+ Type Il error

Lé&p thue

(True class) _ (False Positive-FF) True Negative-TN
Type | error

D6 chinh x4c ciia mé hinh duoc tinh bing cong thire sau:
Acc=(TP+TN)/(TP+TN+FP+FN)
TPR (True positive rate) duoc tinh bang cong thic sau:

TP
TPR =
TP+FN
FPR (False positive rate) duoc tinh bang cong thirc sau:
Fp
FPR=—"——""—
FP+TN

4.4. Két qua thgc nghi¢m

Tién hanh trich rit cac dic trung 2-gram byte nhu vy toan bo khong gian
dac trung s€ 1a 16°=65536 dic trung, sau d6 ap dung thuat toan da dé xuét toi
thue hién thu gon va trich chon ra 800 dic trung t6t nhét. Trong tong sb 4698
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file thuc hién chon ra 400 file test (trong d6 200 file ma doc va 200 file thong
thuong) cac file con lai doc 1ap véi dit liéu test duge dung lam dit liéu huan
luyén. Tién hanh kiém tra chéo trén cac tp dir liéu bang cach chon ngau
nhién 400 file test khac nhau véi cac file huan luyén doc lap con lai va thuc
hién kiém tra nhiéu lan, cic két qua dugc dang gia dua trén phuong phap ma
tran nham 1an trong d6 coi 16p duong (Positive) 1a mad doc , 16p am
(Negative) 1a file thong thuong, cac két qua thu duge mo ta trong bang sau:

Bang 4.3 Két qua thuc nghiém trén cac mé hinh sur dung tap ddac trung 1ot

nhat
n-gram So dac M6 hinh | B6  chinh | TPR FPR
trung Xac
2 800 DT 90.75% 0.90 0.085
2 800 SVM 94.50% 0.945 0.055

Trong d6 cac két qua chi tiét thuc nghiém trén cac tap dir liéu test khac nhau
nhu sau:

Cac két qua thuc nghiém dya trén tap dac trung tot nhat
100

8
6
4 B Cay quyét dinh (DT)
5 m May véc to hd tro (SVM)
0
1 2 3 4 5 6 7 8 9 10

Tap dit liéu test

%
S © ©

o

Hinh 4.9 Két qua do chinh xdc thuc nghiém trén cdc tap dir liéu test khac
nhau sit dung cdc ddc trung dwege danh gid tot nhat
Dé c6 thé so sanh dugc hiéu qua cua giai phap chon dic trung da dé xuat. Toi
tién hanh kiém tra trén cung tap dir li€u va stir dung 800 déc trung khac bi
danh gia kém nhét (c6 d6 1éch tan s6 xuét hién thap nhat) dé xay dung mo
hinh hoc, céac két qua kiém tra thu duoc nhu sau:
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Bdng 4.4 Két qua thuwce nghiém trén cdc mé hinh sir dung tdp ddc trung kém

nhat
n-gram So dac Mo hinh | B6 chinh | TPR FPR
trung X&c
2 800 DT 87.3% 0.855 0.11
2 800 SVM 88.5% 0.93 0.16

Trong d6 cac két qua chi tiét thuc nghiém trén cac tap dit liéu test khac nhau
nhu sau:

Cac két qua thuc nghiém dya trén tip dac trung kém nhat
100

8
6
4
2
0
1 2 3 4 5 6 7 8 9 10

Tap dit liéu test

o

%
o

H Cay quyét dinh (DT)

o

m May véc to hd tro (SVM)

o

Hinh 4.10 Két qud dé chinh xdc thic nghiém trén cdc tdp dir liéu test khdc
nhau sir dung cdc dic trung bi danh gid kém nhit

Nhan xét: Nhu vay dua vao cac két qua thyc nghiém co thé théy tap dic

trung dugc danh gia cao ma thuét toan da tim ra cho két qua tét hon rat nhiéu

s0 Vi tap dic trung bi dnh gia thap.
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KET LUAN

Luan vin da trinh bay mot hudng tiép can c¢6 hidu qua trong d6 tmg dung
k¥ thuat hoc may vao viéc nhan dién va phat hién ma doc. Béng thoi dé xuét
mot giai phap chon dic trung dé c6 thé gia ting hidu suat ma van dam bao do
chinh x4c va hiéu qua ctia mé hinh dy doan, cac két qua dugc tién hanh thuc
nghiém va danh gia trén cac tép dit liéu chay trén nén Windows cho thay véi
k¥ thuat chon dic trung toi da dé xuét thi cac dic trung tim dugc cho két qua
mo hinh du doan tdt hon, dé)ng thoi trong thyc nghiém nay thuat toan hoc
may véc to hd trg (SVM) 6 ra hiéu qua hon so voi thuat toan hoc cay quyét
dinh (DT). Vi két qua d¢ chinh xac 1a 94.5% khi st dung thuat todn hoc
SVM day 1a mot két qua kha kha quan dbi v6i yéu ciu can giai quyét cac bai
toan phat hién ma doc hién nay.

% Cdc ket qua chinh dat dwoc cua lugn van:

- Tim hiéu vé mi doc cac phuong phap phan tich, phan loai va phat
hién ma doc

- Trinh bay co s& 1y thuyét va thuc nghiém céac thudt toan phan 16p
trong k¥ thuat hoc may giam sat bao gdm 2 thuat toan 1a cdy quyét
dinh va SVM

- Nghién ctru va thyc hién viéc rng dung k¥ thuat hoc may vao giai
quyét bai toan phat hién ma doc.

- Dé xuét dugc giai phap lya chon dic trung tot nhat dam bao hiéu
qua, hiéu suit ctia mo hinh hoc may trong bai toan phat hién ma
doc.

- Tién hanh thuc nghiém va danh gi4, so sanh céac két qua.

% Hudéng phdt trién tiép theo ciia nghién cieu:

M& rong phuong phap véi nhidu hudng tiép can phén tich ma doc hon
nhu phén tich dong, phan tich dua trén kinh nghiém tir &6 phdi hop véi céc
thudt toan hoc may vao qua trinh xay dung cac hé thong c6 kha niang ti dong
nhén dién véi da dang ma ddc mot cach chinh xac, déng thoi tiép tuc nghién
ctru, phdi hop phat trién va ap dung nhiéu hon cac ky thuat trich chon dic
trung nhim nang cao hiéu qué hiéu suat cia mo hinh dy doan.
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DANH MUC CONG TRINH KHOA HQC CUA TAC GIA LIEN
QUAN PEN LUAN VAN

1. Vian Truong V3, Vin Vinh Nguyén, Minh Pirc Trinh and Khanh Duong
L8&. “Pé xudt gidi phdp trich chon déc trung cho cdc thudt todn phdn I6p
dit liéu trong ky thudt hoc may giam sat va wng dung hiéu qud vao bai
toan phat hién ma doc”. Hoi thao lan tht 1, Mot s6 van dé chon loc vé an
toan an ninh théng tin (1st Symposium on Information Security - SolS
2016). Pa dugc chap nhan ding trong ky yéu va trinh bay tai hoi thao, pp.
35-42

29



TAI LIEU THAM KHAO

[1] Asaf Shabtai, Robert Moskovitch, Clint Feher, Shlomi Dolev and Yuval
Elovici “Detecting unknown malicious code by applying classification
techniques on OpCode patterns,” Security Informatics 2012 1:1.
d0i:10.1186/2190-8532-1-1

[2] A. Shabtai, R. Moskovitch, Y. Elovici, C.Glezer,: “Detection of
malicious code by applying machine learning classifiers on static
features: A state-of-the-art survey,” Information Security Technical
Report 20009.

[3] Cai DM, Gokhale M, Theiler J “Comparison of feature selection and
classification algorithms in identifying malicious executables,”.
Computational Statistics and Data Analysis 2007.

[4] Chih-Wei Hsu, Chih-Chung Chang, and Chih-Jen Lin “A Practical
Guide to Support Vector Classification”, Department of Computer
Science National Taiwan University- Taipei 106- Taiwan, Last updated:
May 19, 2016

[5] Digit Oktavianto, Igbal Muhardianto,“Cuckoo Malware Analysis”,
Packt Publishing, 2013.

[6] D Krishna Sandeep Reddy - Arun K Pujari “N-gram analysis for
computer virus detection,” Springer-Verlag France 2006, doi
10.1007/s11416-006-0027-8

[7] Eldad Eilam, “Reversing-Secrets of Reverse Engineering”, Wiley; 1
edition (Aprill5, 2005)

[8] Gareth James, Daniela Witten, Trevor Hastie, Robert Tibshirani “An
Introduction to Statistical Learning with Applications in R ( Springer
Texts in Statistics ) ”, by Springer Publishing, 2013

[9] lgor Santos, Yoseba K. Penya, Jaime Devesa and Pablo G. Bringas
“n-grams-based file signatures for malware detection,” Deusto
Technological Foundation, Bilbao, Basque Country

[10] John Aycock, “Computer viruses and Malware (Advances in
Information Security)”, by Springer Publishing, 2006

30



[11] Madhu K. Shankarapani - Subbu Ramamoorthy - Ram S. Movva -
Srinivas Mukkamala “Malware detection using assembly and API call
sequences,” Springer-Verlag France 2010, doi
10.1007/s11416-010-0141-5

[12]  Michael Sikorski and Andrew Honig, “Practical Malware Analysis”,
No Starch Press, 1 edition (March 3, 2012)

[13] Peter Harrington, “Machine Learning in Action,” in Part 1
Classification, by Manning Publications, 2012 , pp. 1-129.

[14]  Peter Szor, “The Art of Computer Virus Reseach and Defense”,
Addison Wesley Professional, 2005.

[15]  Schultz M, Eskin E, Zadok E, Stolfo S “Data mining methods for
detection of new malicious executables,” Proc of the IEEE Symposium
on Security and Privacy, IEEE Computer Society 2001.

[16] Smita Ranveer, Swapnaja Hiray, “Comparative Analysis of Feature
Extraction Methods of Malware Detection,” International Journal of
Computer Applications (0975 8887), Volume 120 - No. 5, June 2015

[17]  Steve R. Gunn ,“Support Vector Machines for Classification and
Regression”, Technical Report, Faculty of Engineering, Science and
Mathematics School of Electronics and Computer Science, 1998

[18] Tom M. Mitchell, “Machine Learning” , by McGraw-Hill Science,
1997

[19] Trent Hauck, “scikit-learn Cookbook”, in Chapter 4 Classifying
Data with scikit-learn, by Packt Publishing, 2014, pp. 119-157

[20] V. Vapnik. The Nature of Statistical Learning Theory.
Springer-Verlag, New York, NY, 1995.

[21]  VXheavens Website:url:http://vx.netlux.org.

31



