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PHAN MO PAU
1. Co sé khoa hoc va thue tién ciia dé tai
1.1. Vé phwong phdp ludn xdy dwng kién tric té chivc, doanh nghiép

Ngay nay, ang dung cong nghé thong tin (CNTT) vao moi mit ciia doi song
x& hoi va hoat dong san xuat kinh doanh 1a méot xu thé tat yéu, CNTT di va dang
lam bién doi sau sac doi song, kinh té, van hod x4 hoi cia mdi qudc gia, ving lanh
tho trén toan thé gidi. Viéc tng dung CNTT tai céc t6 chirc, doanh nghiép dang
duoc day manh hon bao gio hét. Tuy nhién, trong qué trinh phat trién, bat ky mot
t6 chiic, hé thdng nao khi phat trién tu phat dén mot quy mé nhat dinh cling gap
mot s6 van dé nay sinh nhu:

- Hé thdng thdng tin cang ngay cang phuc tap, tén kém, khé diéu hanh. Chi
phi va mtic d6 phirc tap caa hé thong ting theo cép liy thira;

- Mtic do hé théng thdng tin dap ang nhu cau caa to chirc cang ngay cang
kém di. Mdi khi ¢6 nhu cau méi hoidc thay ddi, rat kho diéu chinh mét hé théng
thdng tin cong kénh, dit tién dap tmg duoc cac nhu cau mai do.

Khoéng chi ¢ Viét Nam ma ca ¢ cac nudc phét trién viéc xay dung cac hé
thng thdng tin phan 16n chua c6 mét kién tric toan dién dan dén cac hé théng
duoc dau tu xay dung chap V4, thiéu ddng bo, khdng toan dién, kha nang tich hop
kém. .. dic biét Ia nhiéu hé théng sau khi xay dung xong khong dua vao st dung
duoc hoac sir dung kém hiéu qua do khong dap tng duoc nhu cau thyc té. Trong
bdi canh d6 nhu cau dat ra 1a phai c6 cac phuwong phap luan xay dung kién tric
(hay con goi 1a “khung kién tric”) dé gitip cho cac co quan, doanh nghiép co thé
van dung, xay dung kién tric CNTT cho minh. Trén thé gidi, da c6 nhiéu khung
kién trac dugc xay dung va ap dung dem lai hiéu qua cao nhu: khung kién tric
Zachman, khung kién tric nhém mé - TOGAF, khung kién tric téng thé lién bang
M3 - FEAF...

Thoi gian qua, nhom chuyén gia cua Vién Cong nghé thong tin - DPai hoc
Qudc gia Ha Noi da nghién ctru, xay dung va hoan thién khung kién tric ITI-GAF
(Information Technology Institute - Government Architecture Framework) véi
muc dich tao mét khung kién trdc dé hiéu va dé ap dung cho cac co quan, t6 chuc



11

Viét Nam trong viéc xay dung kién trdc CNTT phu hop véi dic trung vé nghiép
vu, co s& ha ting, khung phép ly, trinh do phét trién CNTT caa minh.

1.2. Xdy dung khung kién trisc bio ddm an toan théng tin cho cac # chikc,
doanh nghiép tai Viét Nam
Trong thoi dai Internet nhu hién nay, hau nhu moi dir liéu thong tin déu
duoc trao d6i qua khong gian mang. Su xuat hién caa nhimng xu huéng céng nghé
méi nhu dir lidu 16n, dién toan dam may, su tich hop va hoi tu cua truyén théng
xa hoi, di dong, Internet van vat dang tao ra nhimg co hdi to I6n cho nguoi sir
dung nhung mit khéac ciing nay sinh nhitng nguy co mat an ninh, an toan thdng
tin va tdi pham mang. Theo bao céo cua Global Risk 2015 cua dién dan kinh té
thé gisi cong bd thang 2/2015, thira nhan minh chwa dugc chuan bi ki cang, day
du dé tu bao vé trude cac cudce tin cdng mang. Thiét hai do téi pham mang gay ra
cho nén kinh té toan cau Ién t&i hon 400 ti d6 la My trong mot nam. Ngoai ra, Xu
hudng méi cua cac cudc tin cdng mang ngay nay nham téi cac co sd ha ting trong
yéu va cd thé gay ra hang loat hau qua nghiém trong khéng thua kém céc cudc tan
cong bang vii khi nhu bom dan hay tén lira. Nguy co va rai ro mat an toan thdng
tin dang tro 18n hién hitu, anh huéng sau rong tac dong dén cac van dé trong moi
hoat dong kinh té, x& hoi, quc phong, an ninh va 1a mot van dé dbi voi mdi quéc
gia trén toan thé gioi
Cong tac bao dam an toan thong tin tai cac to chic, doanh nghiép Viét Nam
thoi gian qua di nhan dugc sy quan tAm, dau tu nhéat dinh cua to chic, doanh
nghiép, tuy nhién, thoi gian qua van chua c6 mét giai phap, khung kién tric tong
thé bao ¢am an toan thdng tin cho cac t6 chirc, doanh nghiép, cong tac bao dam an
toan thong tin dang dugc phat trién mot cach tu phat, doc lap giita cac to chic,
doanh nghiép. Thuc trang nay dit ra nhu cau can xay dung mét khung kién tric
chung cho cac t6 chirc, doanh nghiép trong viéc kiém tra, danh gia ciing nhu xay
dung céc chinh sach, giai phap bao dam an ninh, an toan théng tin cho minh dé ting
cudng cong tac bao dam an ninh, an toan théng tin cua céc to chirc, doanh nghiép.

2. Poi twong va pham vi nghién ciru
2.1. Péi twong nghién ciru

- Khung kién triic tong thé to chtc, doanh nghiép; Phuong phéap luan xay
dung khung kién trdc t6 chac, doanh nghiép.
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- Céch &p dung phuong phap luan xay dung khung kién tric t6 chirc, doanh
nghiép vao viéc xay dung khung kién tric bao dam an toan théng tin cho céc t6
chuc, doanh nghiép tai Viét Nam.

2.2. Pham vi nghién cvru

- Tong quan vé phuong phap luan xay dung khung kién tric té chirc, doanh
nghiép. Gigi thiéu mot sé phuong phap noi tiéng trén thé gigi va mot phuong phap
cua Viét Nam.

- Xay dung khung kién tric bao dam toan théng tin cho to chuc, doanh
nghiép tai Viét Nam.

3. Phwong phap nghién ciru

Nghién ctru céc tai liéu vé phuong phap luan xay dung kién tric.
Tham khao mot sb kién triic da xay dung.

Tim hiéu thém cé4c thdng tin tir Internet.

Tham khao y kién cua Thay hudng dan va cac dong nghiép.

Lya chon cac phuong phap thich hop dé giai quyét van dé dat ra.
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CHUONG I: TONG QUAN VE KIEN TRUC TONG THE, KHUNG KIEN
TRUC TONG THE

1.1. Tong quan vé kién tric tong thé
1.1.1. Cac khai ni¢m

Khai niém kién tric tong thé (EA - Enterprise Architecture) duoc ra doi
tir nhitng nam 80 cua thé ky trudc. Tuy nhién, vin chua c6 mot khai niém rd
rang, nhat quéan va chinh xéac vé khung kién tric tong thé. Kién tric tong thé da
duoc nhiéu t6 chirc dau tu nghién ciru, phat trién, trong mdi nghién ctu, khai
niém kién tric tong thé cling duoc dinh nghia theo cac cach khac nhau. Khai
niém vé kién trdc tong thé duoc hiéu theo mot sé khai niém nhu sau:

+ Kién tric tong thé bao gdom tam nhin, nguyén tic va céc tiéu chuan hudng
dan viéc mua, trién khai céng nghé trong doanh nghiép (Theo Forrester, Gene
Leganza, 2001)

+ Kién tric tong thé la qué trinh dich chuyén tam nhin va chién lugc kinh
doanh 1am thay d6i doanh nghiép mot cach hiéu qua bang cach tao ra, truyén tai,
va cai thién cac nguyén tic va cac mo hinh md ta trang thai co ban cua doanh
nghiép trong tuong lai va cho phép no6 hoat dong (Theo Gartner Group).

+ Kién tric tong thé Ia sy quan ly mot cach tdi da su dong gop ciia cac nguon
luc, dau tu cong nghé théng tin va cac hoat dong phat trién hé thong dé dat duoc
moét muc dich chung. Kién tric md ta rd rang méi quan hé giita muc tiéu chién
lugc va cac muc tiéu cu thé théng qua viéc dau tu cai thién do ludng hiéu suét cho
toan bo doanh nghiép hay mot phan doanh nghiép (Theo US Federal EA).

+ Thiét k& nghiép vu va su gan két hé théng CNTT [a mot phan cua Kién
trdc tong thé. Cac nha kién trdc tim kiém su gan két giira quy trinh va cau trdc
doanh nghiép dé CNTT hd tro hiéu qua. (Wegmann et al. 2005).

+ Muc dich chinh ctia Kién tric tong thé 1a thong bao, hudng din va han ché
cac quyét dinh cua doanh nghiép dac biét 1a cac dau tu cho cong nghé thdng tin
(US Chief Information Officer Council) .
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+ Kién tric tong thé 1a sy hiéu biét vé tat ca cac thanh phan khac nhau ma
tao nén doanh nghiép va cach cac thanh phan nay twong tac vai nhau. (Innstitute
For Enterprise Architecture Developments).

+ Kién tric tong thé bao gdm tam nhin, nguyén tic, cac chuan va cac quy
trinh nham huéng dan viéc mua, thiét ké va trién khai cong nghé trong doanh
nghiép (Forrester Research).

Du dugc dinh nghia nhu thé ndo thi vé co ban Kién tric tong thé ciing bao
goém cac thanh phan chinh sau:

i) Céc bo phan cau thanh nén hé théng do,

i) Quan h¢ gitra c&c bo phan véi nhau va véi moi treong ngoai va

iii) C&c nguyén tic chi dao viéc thiét ké va phét trién cac bo phan dé (Theo
ANSI/IEEE Std 1471-2000)

Hay hiéu don gian: “kién tric cua mét té chirc 1a ban thiét ké, quy hoach
téng thé thang nhat tir dau dén cusi cho toan bé qua trinh xay ding, phat trién
cua té chire, hé thong dé sau nay”, bao gdbm toan bo céc thanh té xay dung nén
co cau to chuc, hé thdng théng tin, cac quy trinh nghiép vu, cac ang dung, hé
théng phan ciing va tat ca cac thanh phan khac cau thanh nén hé théng do.

1.1.2 Thanh phan ciia kién tric tong thé:

Kién trdc tong thé duoc nhiéu té chac nghién ciu va dua ra cac khai niém
khac nhau nhung xét vé thanh phan, hau hét cac kién trac tong thé déu bao gom
nhitng thanh phan sau:
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Nghiép vu

Ung dung

D{r liéu

Céng nghé

Hinh 1.1: Cac thanh phan cua kién tric téng thé
Kién trac Nghigp vu (Bussiness Architecture): bao gom chién luoc phét
trién, hé théng quan 1y, co cau to chic va cac quy trinh nghiép vu cha yéu caa
mot hé thong.

Kién trac Dir liéu (Data Architecture): cau tric cac tai san di liéu vat ly
(van ban, sach...) va logic (dit liéu sé hoa) cua hé théng va cong cu dé quan ly
cac tai san do.

Kién tric Ung dung (Application Architecture): cac phan mém tng dung
phai duoc st dung, twrong tac gitra ching vai nhau va quan hé caa ching véi cac
quy trinh nghiép vu chu yéu cua hé thng.

Kién tric Céng nghé (Technology Architecture): mé ta ha ting phan ctng
va phan mém can thiét dé trién khai ba 16p kién tric noi trén, bao gom: ha tang
CNTT, cac phan mém Iép gitra, mang truyén théng va céac chuan.

1.1.3 Tam quan trong ciia kién tric tong thé

Ciing giéng nhu vai tro cua kién tric trong xay dung, kién trdc tong thé dong
mét vai trd vo ciing to 16n trong viéc xay dung, cai td, phat trién cia mdi té chic,
co quan, doanh nghiép. Kién tric téng thé giup cho cac co quan td chuc, doanh
nghiép c6 duoc céi nhin rd rang, téng thé vé minh, biét duoc co quan, to chic
dang dung ¢ dau, mudn di t6i dau. TS chic con thiéu gi, con can gi, cac du an
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trién khai c6 thuc sy nam trong quy hoach chung hay chi la tam thoi, chip va.
Giira cac hé thong co lién hé, lién két nhu thé nao. ...

Khi quy md to chizc con nho, vai trd caa kién tric tong thé 1a chua 13 rang,
tat ca cac ngudn luc ciing nhu cac van dé phat sinh déu véi s6 lugng khong dang
ké, truc quan va khéng qua kho dé kiém soat. Tuy nhién, khi mét t chic phat
trién 161 hon, quy mé hoat dong duoc ma rong thi vai tro cua kién tric tong thé
duoc thé hién mot cach rd rang. Lac ndy, s luong ngudn luc ting cao, cac van dé
phét sinh trong nghiép vu nhiéu va dé dang gay ra sy qua tai, mat kiém soét; hé
thdng thdng tin ngay cang tra nén phic tap, tén kém, kho diéu hanh, kha nang dap
rng kém. Kién tric téng thé gitp cho t6 chic:

- Bong bo héa CNTT vai nghiép vy, mang lai sic manh tong hop tir cac
ngudn khéac nhau, cac bo phan khac nhau caa mot to chuc.

- Tranh duogc viée dau tu tring chéo, 1ap lai

- Xay dung duoc bo tiéu chuan cho toan bd hé théng, nén dé dang phdi hop,
chia sé giira cac dy an ciing nhu md rong hé théng.

- Xay dung duoc quy trinh dau tu rd rang, giam bét thoi gian thuc hién

dau tu...

Objectives and Benefits of EA ‘

3 : " 100

Enable busingss and process flexibility 68
Simplify technology and applications portfalio -—‘ 2 L Ohjective
Better align business and IT organizations ] 57 63 M Benefit
Improve process effectiveness — a8 L
Move 1o & luosely coupled, component-based architecture e — 5 51
Enable business and process change ] - &0
Reduce time or risk to deliver IT projects “ﬂ
Reduce IT cost 4 - 72
mprove customer satisfaction 1 - 6
Standardize DiSINESS PIOCasSes | . -
Improve ability to exchange information between business units — 33:
Support arganzational change, restructuring, mergers, acquistions - 0 £l
Eliminate or re-architect legacy _—3033
Optimize value generated from IT investments —Z"' 7

Improve reliability/ availahility of processes and systems ] e 39

Enable effective [T Governance ol 2
Enabla IT innovation _—21 28
Upgrad to new operating system/platform versions .hja | [ -
0 20 a0 60 40 100 120
Number of Respondants

wisa Architacture Survey 2007

Hinh 1.2: Muc dich va lpi ich cua kién tric tong thé



17

1.1.4 Quy trinh xdy dung kién triic tong thé

Hinh 1. 3 cho ta thay quy trinh xay dung kién tric téng thé cia mot don vi,
t6 chirc. Bao gom 04 budc sau:

M0 td kién trac hién tgi (As-1s): Qua qua trinh khao sat va danh gia hién
trang, ta dung lai kién tric hién tai cia hé thong. Qua d6 c6 thé xac dinh dugc van
dé cua hé thong hién tai.

M0 td kién tritc twong lai (To-Be): La kién trlc can dat téi cua to chic dua
trén Khung Kién tric, tim nhin cua té chirc va su hra chon c¢éng nghé.

Phan tich khac bigét: Bang viéc so sanh kién trdc hién tai va kién trac tuong
lai, chding ta tim va phan tich cac diém khac biét gitra chiing. Cac diém khéc biét
1a can cir dé chang ta lap ké hoach chuyén déi.

Ké hoach chuyén déi (Transition Plan): Tir kién trdc hién tai va kién tric
tuong lai, xay dung cic budc bao gom cac giai phap, va trinh tu, d6 wu tién can
thuc hién dé chuyén tir hién tai sang kién trac tuong lai.

ke

Kieén tric hién tai

Hinh 1.3: Quy trinh xay dung kién tric téng thé
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1.2. Tong quan vé khung Kién tric tong thé
1.2.1 Khung kién tric tong thé 1a gi?

Kién trdc tong thé ciia mdi to chire, dic biét 1a cac to chic 1on, bao gom
nhiéu thanh phan nho, tham chi mdi don vi cua td chirc d6 ciing c6 kién trdc tong
thé cta riéng minh, cho nén dé tao ra su théng nhat, dam bao tinh tuong thich cao
gitta cac thanh phan, cac hé théng con trong mét to chirc can c6 khung kién tric

Ciing gidng nhu khai niém kién trdc tong thé, khai niém khung kién trac
cling duoc hiéu theo nhiéu cach khac nhau: Zachman dinh nghia khung nhu “mot
so dd phan loai”; TOGAF lai coi khung 13 “méot phuong phép chi tiét va bo cong
cu hd tro dé phat rién mot kién trac” Roger Sessions coi khung kién triic “la mét
cau trac khung xuong — skeleton structure”, Schekkerman coi d6 1a bo phan thiét
yéu “co thé phdi hop nhiéu khia canh tao nén ban chat co ban cua doanh nghiép
mot cach toan dién”, hay trong dinh nghia cua ISO/IEC/IEEE 42010 1a “xac 1ap
cac quy dinh chung dé tao lap, giai thich, phan tich va s dung cac kién tric
trong mot linh vuc phan mém riéng biét hoic trong cong dong nhitng nguoi cé
lién quan”.

Khung kién trdc khong phai 1a 1 kién tric duy nhat ma 1a mot cong cu duoc
st dung dé xay dung va phat trién kién trdc. Tir mot khung Kién trac nguoi ta
co thé tao ra nhiéu kién tric khac nhau. Theo thdng ké& cua Iso-enterprise
architecture, c6 khoang 57 khung kién tric trén toan thé gigi va ndi tiéng nhat,
duoc ap dung phd bién nhat phai ké dén khung kién tric TOGAF, ZACHMAN,
FEAF... Hinh 1.4 cho ta thay ty Ié &4p dung céc khung Kién trac ddi véi céc to
chirc, doanh nghiép trén toan thé gigi. Phan sau chidng ta s& tim hiéu k§ hon vé
cac khung kién tric nay.
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TOGAF

Pragmatic EA Framework
Other

Essential Project

MoDAF

Zachman

None

FEAF

DoDAF

0 10 20 30

Hinh 1.4: Ty Ié ap dung cac khung kién trdc
2.2.2 Lich st va phdt trién ciia khung kién triic EA

Kién tric hé thdng c6 thé coi nhu bat ddu vao nam 1987 khi J.A Zachman
Viét bai bao “A Framework for Information Systems Architecture - Khung cho
kién tric cac hé thong thong tin”. Nam 1994, B6 Qudc phong My phét trién khung
kién trdc ki thuat cho quan ly thdng tin (TAFIM) — khung kién tric bi anh hudng
nhiéu bai tu twong cia Zachman. Pao luat Clinger-Cohen duogc thong qua nim
1996 cua Quédc hoi Hoa Ky trong d6 quy dinh cac co quan lién bang phai nang
cao hiéu qua cia dau tu cong nghé thong tin da tao diéu kién chinh thirc cho su
phét trién caa EA. Hoi dong CIO caa My dugc thanh 1ap va két qua cho ra doi
Khung Kién trdc lién bang (FEAF). Phién ban 1.1 cua khung kién trac nay dugc
phat hanh nam 1999. FEAF cubi cling phat trién thanh céc kién trdc doanh nghiép
lién bang (FEA) duéi su kiém soét ciia Vian phong Quan ly va Ngan sach (OMB).
Nim 1998, bon nam sau khi TAFIM duoc gigi thiéu va hai nim sau khi n6 duoc
hé thdng hda boi Clinger-Cohen, TAFIM d3 chinh thirc nging hoat dong va cong
viéc thuc hién dugc chuyén giao cho Tap doan Open. Ho da thay d6i va phat trién
phién ban khung kién tric mé (TOGAF) dau tién tir dua trén khung TAFIM d6.
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Cac kién trac E2AF, TEAF sau nay déu chiu anh huong it nhiéu TOGAF. Hinh
1.5 dua ra mot vai mbc phat trién cia mot vai phwong phap luan EA phd bién:

Enterprise Architecture Frameworks History

DoD AF
references
JTA 2003
references /
ISONIEC PP ar CIMOSA
14252 o,
DoD TRM = references | C4ISR L~
\ influenced 1999
Influenced N/ - LY PERA
supported by M
|~ | TocaAF fferced | TOGAF
TAFIM adopted by 1995 Qnﬂuenced 2002
SAGA
Infi d h
Zachman ey z
1987 > TEAF 2003
Influenced Influenced 2000
\ BAP. influenced === FEAR \/ ERAR
1992 1999 \ 2003
influenced
\ influenced supported by
“\ ow7 ><~* 2005
UVA Model IAF v1 IAF v3 EE XAF
BB nfluenced =
1994 1996 : 2001 2003
” influenced g
1985 1990 1995 2000 2005

Hinh 1.5: Lich si khung kién tric tong thé
Sau gan 30 nam phat trién dén nay da c6 hang chuc khung, phuong phap luan
kién triic hé thong ra doi va c6 thé thay hau hét cac khung Kién trac ngay nay déu
¢ chung lich sir va duoc xay dung trén tinh hoa va cac yéu té co gia tri cia cac
khung Kkién trac cil.

1.2.3 Phén logi
Khung kién tric c6 thé dugc phan loai thanh ba nhdm chinh:
a. Khung kién trac phat trién bgi chinh phi va déc quyén:

Mt trong nhitng noi ap dung kién tric tong thé manh nhat 1a cac hé thong
chinh phu dién ta. Nuéc My ¢6 Khung Kién tric Lién bang (FEAF) va Kién tric
Hanh chinh Lién bang (FEA) ap dung cho cac co quan quan 1y nha nude. Chinh
pht Btrc ¢d Chuan va Kién tric cho Chinh phu dién tir SAGA. Canada c6 ban
hanh tai liéu vé kién triic hudng dich vu Chinh phu GC SOA. Chinh pha Uc va
nhiéu nude khac ciing c¢6 khung kién tric chinh pha dién tir cua minh. Ngoai ra,
Bo Qudc Phong cic nude cling bat dau xay dung kién trdc tong thé nhu mot xu
thé cho hoat dong quan su da quéc gia. Bo Québc phong My lai c6 kién tric riéng
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DoDAF, B quéc phong Anh xay dung khung MODAE, NATO ciing phat trién
khung NAF cho riéng minh. Cac khung kién traic ZACHMAN hay TOGAF ciing
duoc xép vao nhom nay

b. Khung kién tric phéat trién bdi cac tap doan

Pay 1a nhitng khudn kho chi yéu dugc phét trién bai cac nha cung cap phan
mém. Ho cung cap kinh nghiém va cac phuong phéap thuc hanh tét nhat thu duoc
tir cac du an Kién tric trong qué khir, dudi hinh thic cua cac khung kién tric.
Trong danh sach 27 cong ty duoc giai “Annual Enterprise & IT Architecture
Excellence Award 2012” c6 thé thdy nhitng tén tudi I6n nhu Credit Suisse, Intel,
V.v... Trong céc cdng ty I6n hién c6 mot chie danh: Nha kién tric doanh nghiép
(Enterprise Architect). Cac cdng ty tin hoc, tu van 16n ciing ¢6 cac san pham Ia
cac khung kién trac, phwong phap luan, giai phap phan mém, dich vu tu van xay
dung kién trac: IBM, Microsoft, Gartner...

c. Cac khung kién tric khac

Nhom nay bao gom nhiéu khudn khé tap trung vao cac nganh céng nghiép
dic biét, cung cap thém cac tinh niang va chirc nang nhu khung kién tric NIH..

1.3. Cac phuwong phap xay dung khung kién tric téng thé

1.3.1. Khung kién tric ZACHMAN

1.3.1.1 Gigi thiéu chung

Khung kién triac dugc dit theo tén tac gia John Zachman, ngudi du tién phat
trién cac khai niém kién trdc téng thé trong nhimg nam 1980 tai IBM. Ong xac
dinh sy can thiét phai c6 mot ké hoach chi tiét @é xac dinh va kiém soét sy tich
hop cua hé thdng va cac thanh phan cua hé théng d6. Nam 1987 6ng gidi thiéu
“Khung kién tric cac hé thdng thong tin" (Framework for Information Systems).

O phién ban dau tién, khung co ban ctia Zachman duoc xay dung trén 3 cot
chinh: dir liéu, chirc nang va mang. Sau d6, 6ng phat trién ma rong thém 3 cot
nita: con nguoi, thdi gian va dong luc, va doi tén thanh “Khung kién tric” — day
chinh 1a khung Zachman duoc biét dén va sir dung rong réi ngay nay.

1.3.1.2. Phuwong phdp lugn
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V& ban chat, khung Zachman khdng phai 1a mot khung Kién tric nhu cac
khai niém, dinh nghia chung ta da tim hiéu, ma 1a mét dang lugc d6. N6 khong
cung cap phuong phap luan dé xay dung kién trdc, ma cung cap mot phwong phap
luan dé mo ta kién tric can xay dyng.

Lugc d6 md ta Zachman 1a mot ma tran sau hang sau cot. Trong do, séu cot
dua trén sau noi dung co ban trong trao d6i va giao tiép: Cai gi (What), Nhu thé
nao (How), G dau (Where), Ai (Who), Khi nao (When) va Tai sao (Why). Viéc
long ghép céc cau hoi nay cho phép mé ta cac hé thong phic tap nhu Kién trdc
Téng thé. Cac hang thé hién cac khung nhin theo quan diém cta sau chu thé trong
t6 chire: Nguoi lap ké hoach (Planner) véi méi quan tdm vé Pham vi (Scope), Chu
dau tu (Owner) voi mdi quan tdm vé M6 hinh nghiép vu (Bussiness Model),
Nguoi thiét ké hé théng (Designer) véi méi quan tdm vé M6 hinh hé théng
(System Model), Nguoi xay dung hé théng (Builder) voi méi quan tam vé Mo
hinh cdng nghé (Technology Model), Cac nha thau phu (Subcontractor) hoic céc
nha 1ap trinh (Programmer) véi méi quan tam vé Thuyét minh chi tiét (Detailed
Presentation), va cac Ngudi st dung (Users) véi méi quan tdm vé Chic ning
(Functioning Enterprise).

What How Where Who When Why
(Data) (Function) (Locations) (People) (Time) (Motivation)
Scope . . . List of locations in List of .
{contextual} . List of things List of processes which the organizations List Of. events/ List of business
important to the | that the business . . cycles important s/ !
business performs business |mporla_nt to the 1o the business goals/strategies
Planner operatses business
Enterprise Model
{conceptual} e.g. Semantic e.g. Business e.g. Business e.g. Workflow e.g. Master e.g. Business
Model Process Model Logistics System Model Schedule Plan
Business Owner
System Model _—
{logical} e.g. Logical Data | e.g. Application e.g. Distributed &.g. Human e.g. Process e.g. Business
Model Architecture System Interface Structure Rule Model
. Architecture Architecture
Designer
Technology Model
{physical} e.g. Physical Data e.g. System e.g. Technology | e.g. Presentation e.g. Control e.q. Rule Design
Model Design Architecture Architecture Structure 9 9
Implementer
Detailed Representation . .
{out-ofcontext} e.g. Data e.q. Program e.g. Network e.g. Security e.g. Timing e.g. Rule
Definition g-Frog Architecture Architecture Definition Definition
Subcontractor
Functioning System e.g. Data e.g. Function e.g. Network e.g. Organization e.g. Schedule e.g. Strategy

Hinh 1.6: Liroc dé khung Zachman
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Xuat phat tir tu tudng trén, Khung Zachman dua ra 6 quan diém co ban sau:

Quan diém & mac ngir canh (Contextual): day 13 quan diém lién quan dén
khia canh chién lwgc cua to chirc hay doanh nghiép. N6 cho phép xac dinh cac
muc tiéu, pham vi va danh gia thuc thi. Quan diém nay thuong dugc dung trén
goc do ciia ngudi 1ap ké hoach, xéac dinh cac noi dung:

— Danh séach céc lop dir liéu & miac cao (WHAT)

— Danh sach céc quy trinh nghiép vu (HOW)

— Danh séach dia diém trién khai (WHERE)

— Danh sach cac don vi quan trong (WHO)

— Danh sach céc su kién lién guan (WHEN)

— Danh sach cac muc tiéu va chién luoc caa hé théng (WHY)

Quan diém & mic khai niém (Conceptual): quan diém nay mé hinh héa quy
trinh nghiép vu bao gdbm ciu trlc, chic nang va té chic lién quan dén céc quy
trinh. Quan diém nay duoc goi 13 khung nhin nghiép vu, cho phép xac dinh céc
noi dung:

— M5 hinh d6i twong/ dir lieu mac khéi niem (WHAT)

— M6 hinh quy trinh nghiép vu (HOW)

— Hé théng nghiép vu (WHERE)

— M hinh ludng cong viéc (WHO)

— Chuong trinh tong thé (WHEN)

— Ké hoach nghiép vu (WHY)

Quan diém & mac Logic/ hé théng (Logical): quan diém nay lam rd cac quy
trinh nghiép vu & marc khai niém. Néu mirc khéi niém méi chi ding lai & viéc dinh
nghia cac chic nang nghiép vu thi mirc nay dic ta cu thé hon cac mé hinh di liéu
lién quan t6i cac chire ning. Quan diém nay con 1a quan diém danh cho d6i ngii
nhan vién thiét ké, cho phép xac dinh cac noi dung twong ng sau:

— M6 hinh dix liéu logic (WHAT)
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— M6 hinh kién trtc hé théng (HOW)

— Kién trtc cac hé théng phan tan (WHERE)
— Kién truc giao dién (WHO)

— Cau trac xtu ly (WHEN)

— Mb hinh quy tic nghiép vu (WHY)

Quan diém & muc vat ly/ cong nghé (Physical/ Technology): quan diém nay
xéac dinh cac mo hinh vat ly, quan ly vé mat céng nghé, dinh nghia va phat trién
cac giai phap céng nghé. O mic nay, cho phép xac dinh céc tiéu chi cua cac
chuong trinh @&ng dung, c4c yéu cau vé hé thong CSDL, ngbn ngir, cau trdc,
chuong trinh, giao dién ngudi sir dung. Quan diém nay con goi 1a khung nhin vat
Iy (danh cho ddi ngii nhan vién phat trién)

— M hinh 16p/ dit lidu vt Iy (WHAT)
— M& hinh thiét ké céng nghé (HOW)
— Kién tric cong nghé (WHERE)

— Kién trac trinh dién (WHO)

— Cau trac diéu khién (WHEN)

— Thiét ké quy tac (WHY)

Quan diém & tich hop hé théng (Out-of-context/ Intergrator/ As Built): quan
diém nay thé hién viéc xay dung, quan ly cau hinh va trién khai hé thdng, cho
phép xac dinh cac noi dung:

— DPinh nghia dir liéu (WHAT)
— Chuong trinh (HOW)

— Kién tric mang (WHERE)

— Kién tric bao mat (WHO)

— DPinh nghia thoi han (WHEN)
— Du doan quy tac, luat (WHY)
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Quan diém & mirc van hanh (Functioning): quan diém nay thé hién céac chuc
nang ctia hé théng hoan chinh, quan ly viéc van hanh va danh gia hé thong. Quan
diém nay cho phép ngudi str dung xac dinh cac dic tinh van hanh, huéng dan, di
lieu trong hé thdng, cac dbi twong van hanh va st dung hé théng, cac thong diép
dix liéu va thoi gian cua cac hoat dong.

— Dt liéu st dung (WHAT)

— Chtrc nang lam viéc (HOW)

— Mang luéi st dung (WHERE)

— Chuc nang t6 chicc (WHO)

— Ké hoach cai dat (WHEN)

— Chién luoc hoat dong (WHY)

Qua tim hiéu khung Zachman bén trén cho thay wu diém cua khung kién
tric Zachman la cho phép tiép can mot cach c6 hé théng va day da mé ta vé chirc
ning, nhiém vuy, quy trinh nghiép vu cia co quan t6 chirc. D6 1a cach nhin trung
lap, toan dién, hé thdng tit ca cac md hinh cua co quan, to chic. Dong thoi, nd
cling cung cap hé thong cac cau hoi hudng dan cho céc nha phat trién khi xay
dung hé théng.

Tuy nhién, nhuoc diém caa khung Zachman la khong tap trung vao nghiép
vu, khdng co su ddng bo hoa giira IT va nghiép vu dan téi viéc tap trung qua muc
vao IT va khong xay dung quy trinh dé tién hanh mé ta khung. Hon nira, trong
thuc té, rat hiém khi ta can tra o1 diy du cac cau hoi hay mé ta vé hé thdng theo
cac quan diém cua khung kién trac Zachman dua ra.

1.3.2. Khung kién triic TOGAF

Pay 14 phan cot 16i cia TOGAF, hudng dan cac phuong phap dé phét trién
kién tric. ADM gdm 9 pha nhu mé ta trong Hinh 1.7:
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A
Architecture
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Architecture
Change
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Business
Architecture
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Implamentabion
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Hinh 1.7: Phuwong phdp phdt trién kién tric (ADM) — TOGAF
1.3.2.1. Céc thanh phdn chinh cia TOGAF

- Phuong phap phat trién kién tric (Architecture Development Method —
ADM).

- Céc ky thuat va cac huéng dan sit dung ADM (ADM Guidelines &
Techniques).

- Khung néi dung kién tric (Architecture Content Framework).
- Kho tu liéu kién trdc va giai phap cua té chic (Enterprise Continuum).
- C4c md hinh tham chiéu (Reference Models).

- Khung ning lyc kién tric (Architecture Capability Framework).



27

Architecture Content

o, ADM Framework Reference Models
/) + (=) | |
“',/ — e R —-————
==} =N (=) - - .
~_ g :117 — jusae e s
ey < Fﬂ—

ADM Guidelines

] ] Architecture Capabili
& Techniques Enterprise Continuum D ty

Framework

=
1 |
v
I

ﬁh: f

= ! e

il g
r‘.

4
i

Hinh 1.8: Cac thanh phan chinh ciia TOGAF

1.3.2.2. Phwong phdp phat trién kién tric (Architecture Development
Method — ADM)

Pha tru bi (Preliminary): Khung céng viéc va cac nguyén tdc. Pha tri bi
(hay dan nhap) bao gém viéc dién giai khung cdng viéc va dinh nghia cac nguyén
tic co ban cua kién tric. Noi dung cua pha trd bi gom:

- M6 hinh t6 chiic cho kién tric

- Khung kién trac da dugc “may do”

- Khoi tao kho tu lidu kién trac

- Khung giam quan kién trdc

- Danh muc céc qui tic (ndi dung nay khong bt budc)

Pha A: Tam nhin kién tric (Architecture Vision) Tam nhin kién trdc xac
dinh pham vi cua kién trac duoc tao, tong thé nhu thé nao va cac nguyén tic dat
duoc. Pay 1a pha thuc hién khoi dong mdi vong lap caa qui trinh phat trién kién
trdc. Noi dung cta tim nhin kién trac gom:

- Xac dinh quy mé, han ché va ky vong

- Xac dinh muc tiéu cua kién trac
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- Xé&c dinh cac bén lién quan

- Tao ra dé cuong cong viéc

Pha B: Kién trtc nghiép vu (Business Architecture) Kién tric nghiép vu
mo ta cac quy trinh nghiép vu va con nguoi, mdi quan hé cua ching véi nhau va
VGi moi truong, cac nguyén tic chi phdi thiét ké va phat trién. Ngoai ra dua ra
cach thire dé t6 chirc c6 thé dat dugc cac muc tiéu nghiép vu. Noi dung cua kién
trdc nghiép vu gom:

- CAu truc t6 chic

- Muc tiéu nghiép vu

- Chtrc nang nghiép vu

- Dich vu nghiép vu

- Quy trinh nghiép vu

- Cac tac nhan va vai tro nghiép vu

- Twong quan ctia té chirc va cac chitc nang nghiép vu

Pha C: Kién tric cac hé thong théng tin (Information Systems
Architectures)

Kién trdc cac hé thong thdng tin bao gom Kién trac dit liéu va Kién tric tng
dung:

- Kién tric dix liéu (Data Architecture): Md ta cau tric logic va vat ly cua di
liéu ciing nhu cach thuc to chie quan ly, chuyén doi, giam quan, luu trit Va trao
doi di ligu.

- Kién trtic ung dung (Applications Architecture): Mo ta cac tng dung duoc
trién khai nham phuc vu cac qui trinh nghiép vu va qué trinh trao doi, chia sé
thdng tin gitra cac ng dung vai nhau.

Pha D: Kién tric céng nghé (Technology Architecture) Kién tric cong
nghé xac dinh cac thanh phan céng nghé, nén tang cdng nghé¢, cac yéu cau vé co
s& ha ting phuc vu viéc xay dung va trién khai hé théng. Noi dung cua kién tric
cdng nghé gom:
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- Phan ciing, phan mém va cong nghé két néi.
- Quan hé cua ching vai nhau va véi moi truong.
- Céc nguyen tic chi phéi viéc thiét ké va phat trién

Pha E: Cac co héi va giai phap (Opportunities and Solutions) Pha nay thuc
hién phan tich cac co hoi va lua chon céc giai phap dé tao ra phién ban hoan chinh
dau tién caa 16 trinh kién trac. Noi dung caa pha nay gom:

- Lap ké hoach trién khai.
- Xéc dinh cac du an trién khai chinh.
- Nhém céc du an vao cac Kién tric chuyén tiép (Transition Architecture)

- X4c dinh cach tiép can: Ty xay dung, mua hay su dung lai; Thué ngoai; St
dung san pham thuong mai hay nguon ma. ..

- Banh gid uu tién.
- Xac dinh cac phu thudc.

Pha F: Ldp ké hoach chuyén déi (Migration Planning) Pha nay dua ra ké
hoach xay dung va chuyén dbi trong qua trinh hop tac véi cac bén tham gia.
Noi dung cua pha nay gém:

- B4i v6i mdi dy an da xac dinh trong Pha E, thuc hién:
U6ce luong chi phi, yéu cau vé tai nguy@n cua viéc chuyén déi.
Phan tich loi ich cua viéc chuyén dbi.
Panh gia rai ro cua viéc chuyén doi
Xac dinh cac mébc thoi gian thuc hién chuyén doi.
Xay dung cau tric phan viéc thuc hién chuyén doi.
Xac dinh cac rui ro va su phu thudc.
- Pua ra c4c yéu cau cho viéc lap lai qui trinh xay dung kién trtc
- Xay dung mé hinh giam quan.

- Thay d6i c4c yéu cau ddi véi ning lyc kién tric.
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Pha G: Giam qudn trién khai (Implementation Governance) Pha nay s&
dua ra huong thirc quan ly, giam sat viéc trién khai kién tric. Noi dung cua pha
nay gom:

- Cung cap cach thuc giam sat kién trac ddi véi viéc trién khai cac du én.

- X4c dinh cac rang budc cua kién trac ddi véi viéc trién khai cac dy an.

- Theo ddi viéc tuan thu kién trac dbi véi viéc trién khai cac dy an.

Pha H: Qudn ly si thay déi kién truc (Architecture Change Management)

Pha nay thiét Iap nén cac thu tuc dé quan 1y thay doi téi kién trc mai. Noi dung
ctia pha nay gém:

- Cung cap cach thirc theo ddi thudng xuyén va dua ra mot quy trinh quan ly
thay doi

- Bao dam rang cac thay ddi kién trac duoc quan Iy chat ché va c6 phuong
phap.

- Thiét 1ap va hd trg mét kién tric linh hoat c6 kha niang phat trién nhanh
theo céac thay doi vé cong nghé hodc mai trudng nghiép vu.

- Theo d6i quan ly nghiép vu va nang luc

1.3.2.3. Céc ky thudt va hwong ddn &p dung ADM (ADM Guidelines &
Techniques)

Ap dung ligp trong ADM: Khi 4p dung ADM thi cé thé thuc hién cac vong
lap dé hoan thién kién tric. Cac vong lap khi ap dung ADM (Hinh 1.9) gom:

- Lap nang lyc kién tric (Architecture Capability Iteration).
- Lap phat trién kién tric (Architecture Development Iteration).
- Lap lap ké hoach chuyén tiép (Transition Planing lteration).

- Lap giam quan kién trdc (Architecture Governance Iteration).
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Hinh 1.9: Cac vong lap trong ADM
Kién trac an toan, an ninh (Security Architecture) va ADM:

Khi 4p dung ADM c6 nhitng van dé vé an toan, an ninh can phai dugc giai
quyét. Khi xay dung EA kién tric su EA can phai dua ra cac cac van dé an toan,
an ninh quan trong can phai duoc giai quyét dé phdi hop véi kién tric su an toan,
an ninh xay dung kién trdc an toan, an ninh. Cac noi dung cua kién trdc an toan,
an ninh gom:

- Xé&c thuc (Authentication).

- Phan quyén (Authorization).

- Kiém soét (Audit)

- bam bao (Assurance).

- Tinh san sang (Availability)

- Bao v¢ tai san (Asset Protection).

- Quan tri (Administration).
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- Quan ly ruai ro (Risk Management).

Kién tric an toan, an ninh cé thé duoc ap dung vao tirng pha cuia ADM
Cdc hwong ddn va ky thudt ap dung ADM khéc:

- X4c dinh va gidm quan céc Kién trac hudng dich vu (SOA).

- C4c nguye@n tic dé phat trién kién trdc.

- Quan ly bén lién quan.

- C4c mau kién trc.

- Cac kich ban nghiép vu.

- Phan tich khoang cach.

- Céc Ky thuat 1ap ké hoach chuyén dbi.

- C4cC yéu cau tuong hop

- Panh gia su san sang thay d6i nghiép vu

- Quan ly rai ro

1.3.2.4. Khung ngi dung kién tric (Architecture Content Framework)

Khung néi dung kién tric cung cap mot cau tric chuan caa noi dung kién
tric, cho phép dinh nghia va trinh bay cc thanh phan chinh cua kién trac duoc
nhét quan, c6 ciu trdc. Khung ndi dung kién tric chuan (Hinh 1.10) gom céc thanh
phan chinh:

- Dan nhap va tam nhin kién triic: Bao gom cac nguyén tac, chién lugc nghiép
vy, chién lugc cdng nghé, cac qui tic nghiép vu, tim nhin kién tric, cac bén lién
quan, cac y&u cau, cac rang budc...

- Kién triic nghiép vu: Bao gdom céc yéu tb tac dong, cac muc tiéu, muc dich,
d6 do, m6 hinh t6 chire, vi tri, céc tAc nhan / vai trd, cac chirc ning nghiép vu, cac
dich vu nghiép vy, cac rang budc, chat luong dich vy, cac xir ly, sy kién, san

pham...

- Kién trdc hé théng théng tin:
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+ Kién trdc dit liéu: Bao gom céc thuc thé dit liéu, cac thanh phan dir lidu
muc logic, cac thanh phan dix liéu muc vat ly.

+ Kién tric ung dung: Bao gom céac dich vu hé thdng thong tin, cac thanh
phan &ng dung muc logic, cac thanh phan @ng dung muc vat ly.

- Kién trdc cdng nghé: Bao gdm cac dich vu nén tang, cac thanh phan cong
nghé muc logic, cac thanh phan cong nghé mirc vat ly. - Su thuc hién kién tric:

+ Céc co hoi, cac giai phap va ké hoach chuyén doi: Cac kha ning, cac goi
cdng viéc, cac rang budc kién tric.

+ Thuyc hién giam quan: Cac chuan, cac hudng dan, cac dic ta

Architecture Principles, Vision, and Requirements
Architecture Business Technology Business Principles, Architecture
Principlas Strategy Strategy Objactives, and Drivers Vislon Stakeholders

Reqguirements Assumptions

Business Architecture Infermation Systems Architecture Technology
Architecture
Motivation Data Application

Gaoals Objectives Measures Infarmation Platform

Systam
Sanicas Sarvices

Organization

Organization Units Locations

Business
Sarvices,

Confracts,
Service Qualities

Architecture Realization
Oppertunities, Selutions, and Migration Planning Implementation Governance

Capabilities Work Packages Can Guidelinas

Hinh 1.10: Khung néi dung kién tric chuan
Céc thanh phan trong khung noi dung kién tric chuan lai dugc chi tiét bang
cac danh muc (Catalog), cac ma tran/bang (Matrix) hoic céc biéu do (Diagrams).
Theo tirng thanh phan chinh caa khung kién tric s& c6 cac thanh phan chi tiét
duoc md ta nhu trong Hinh 1. 11 bao gém:

- Dan nhap va tam nhin kién trac:
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+ Danh myc: Nguyén tic

+ Ma tran: Cac bén lién quan.

+ Biéu d6: Chudi gia tri, giai phép.
- Kién trdc nghiép vu:

+ Danh muc: Té chite / tac nhan, dong lec / muc tiéu / muc dich, vai tro,
chirc nang nghiép vuy, dich vu nghiép vy, vi tri, qui trinh, su kién, san
phim, do do.

+ Ma tran: Tuong tac nghiép vy, tac nhan / vai tro.

+ Biéu d6: Qui trinh nghiép vy, dich vu nghiép vu / théng tin, phan ra
chtc ning, vong doi san pham, UC nghiép vy, phan cap to chuc, ludng
qui trinh, su Kkién.

- Kién trac dit liéu:

+ Danh muc: Thyc thé dix liéu, thanh phan dit liéu 0 Ma tran: Thuc thé
dir liu / chirc nang nghiép vy, tng dung / dix liéu.

+ Biéu d6: Dit lieu (muc khai niém, muc logic), phan phdi dix liéu, bao
mat dit liéu, chuyén doi dit lidu, vong doi dit liéu.

- Kién tric ¢ng dung:

+ Danh myc: Ung dung, giao dién
+ Matran: Ung dung/ to chuc, vai tro / ang dung, tng dung / chirc nang,
tuong tac tng dung.
+ Biéu d6: Giao tiép giita cac tng dung, tng dung va vi tri ngudi sir
dung, UC ung dung, qui trinh / tng dung, phan bo phan mém.
- Kién tric cong nghé:

+ Danh muc: Cac chuan cong nghé, dau tu cong nghé.

+ Matran: Ung dung / cong nghé.

+ Biéu d6: Méi trudng va vi tri, phan cap nén tang, mang may tinh /
phan cang.

- Quan ly cac yéu cau:
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+ Danh muc: Cac yéu cau.
- Cac co hoi va cac giai phap:
+ Biéu dd: Khung canh du an, loi ich.

Preliminary Architecture Vision
Gore Diagrams

Catalogs Matrices
Principles Catalag Stakeholder Map Matrix Walue Chain Diagram Saolution Cancept Disgram

Business Architecture Data Architecture Application Architecture Technology Architecture
Catalags Catabogs Catalags Catalags

Application Portfalio Catalog Technology Standards Catalog
Role Catalog
L
P

Matrices Matrices

Matrices
Data Entity/Business Function Matrix Application/Organization Matrix Application/Technology Matrix
Application/Data Matrix Role/Application Matrix

Application/Function Malrix

Contract/Measure Catalog

Application Interaction Matrix

Matrices :
Business Interaction Matrix Con il . Gors Dia grams. Cora Diagrams
Conceptual Data Diagram Application Communication Diagram Environmenis and Locations Diagram
ActorRole Matrix -
Logical Data Diagram Application and User Location Diagram Platform Decomposition Diagram

Gore Magrams

Data Dissemination Diagram Application Use-Case Diagram
Business Footprint Diagram

Business Service/lnformation Diagram Extension Diagrams Extension Diagrams Extension Diagrams

Data Security Diagram Enterprise Manageability Diagram Processing Diagram
Functional Decomposition Diagram

Data Migration Diagram Process/Application Realization Computing/
Praduct Lifecyele Diagram Diagram Hardware Diagram

Data Lifecycle Diagram Software Engineering Diagram Communications Engineering
Extension Diagrams. Diagram

Goal/Objective/Service Diagram

Software Distribution Diagram

Diagram

Requirements Managemaent Opportunities and Solutions
w Diagram Catalogs Core Diagrams
Requirements Catalog Project Context Diagram Benefits Diagram
Indragirueture Cansolidatan Gowvemance Motivatian . Data Madeling . .
i . = Ertnsio . Pracess Madeling Extension Exnaion . Services Extmnsion Care Contant

Hinh 1.11: Cach md ta c4c thanh phan cia khung ngi dung kién tric chuan

1.3.2.5. Kho tw liéu kién tric va gigi phap cua té chirc (Enterprise
Continuum)

Bao gom céc cach thirc phan loai phi hop, cac huéng dan, cac mau, cac md
hinh, tai nguyén phuc vu cho viéc phat trién kién triic trong mét to churc.

1.3.2.6. Khung ndang luc kién truc (Architecture Capability Framework)
Bao gdm co cAu td chuc, cac quy trinh, cac Ky ning, cac vai tro va trach

nhiém can thiét dé xay dung va van hanh mét chac nang kién tric trong to chuec.
1.3.2.7. Cac m6 hinh tham chiéu (Reference Models)

Céac md hinh tham chiéu sir dung dé mé ta ky hon vé mot thanh phan nao d6
cua kién tric. Mot thanh phan kién tric c6 thé c6 mot hoac nhiéu mé hinh tham
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chiéu. TOGAF cung cap hai mé hinh tham chiéu Ia mé hinh tham chiéu céng nghé
va md hinh tham chiéu co s& ha tang théng tin tich hop.

M6 hinh tham chiéu cong nghé (Technical Reference Model - TRM):

M6 hinh tham chiéu céng nghé cung cap cach mé ta mach lac, cach trinh
dién truc quan cac thanh phan va cau tric khai niém caa mat hé thdng thdng tin.
M6 hinh tham chiéu cong nghé (Hinh 1.12) gém ba thanh phan:

- Co s& ha tang truyén théng (Communications Infrastructure): Cung cap cac
dich vu co ban dé lién théng cac hé thong va céc bién phap k¥ thuat co ban dé
truyén dit liéu mot cach trong sudt.

- Nén tang &ing dung (Application Platform): Cung cap phan “nén” cho cac
rng dung phan mém.

- Céc ting dung (Applications): La c4c tng dung phan mém xay dung trén
nén tang tng dung. Céc thanh phan déu c6 céc giao dién (Interface) dé thuc hién
giao tiép véi nhau.

Applications

Application Platform Interface

\.  Application
. Platform

Communications Infrastructure Interface

< >

Diversity
Hinh 1.12: Mé hinh tham chiéu céng ngh¢é
M6 hinh tham chiéu co sé ha tang théng tin tich hep (Intergrated
Information Infrastructure Reference Model — 111- RM):
M6 hinh tham chiéu co s& ha tang thong tin tich hop cung cip cach mé ta
mach lac, cach trinh din truc quan cac thanh phan va cau tric khai niém cua mot
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co s& ha tang thong tin tich hop. M6 hinh tham chiéu co so ha tang thong tin tich
hop 12 mot tap hop cac TRM trén pham vi todn cuc nhung ciing mé rong mot s6
phan ciia TRM trong cac truong hop cu thé. M6 hinh tham chiéu co so ha tang
thdng tin tich hop (Hinh 1.13) gdm cac thanh phan sau:

- Céc rng dung nghiép vu (Business Applications): Gom ba loai:

+ Céac trng dung trung gian (Brokering Applications)

+ Céc ung dung cung cap thong tin (Information Provider Applications)

+ Cac ung dung thu huong thong tin (Information Consumer
Applications)

- Céc ung dung ha tang (Infrastructure Applications): Gom hai loai:

+ Céc cdng cu phéat trién (Development Tools)
+ Cac tién ich quan ly (Management Utilities)

- M6t nén tang tng dung (Application Platform): cung cap céc dich vu hd
trg cho cac ung dung & trén nhu luu trit, ludng cdng viéc, quan 1y va trao d6i dir
liéu.

- Céc giao dién (Interfaces) duoc str dung giita cac thanh phan: Céc interfaces
bao gom dinh dang, giao thirc, API...

- Chét luong (Qualities): Qui dinh cac chinh sach, cac yu cau vé chat lugng.
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Security Mobility

Application Platform

Information Consumer Applications

Brokering
Applications

Information Provider Applications

Performance SLAs Management Policy

Hinh 1.13: M@ hinh tham chiéu co sé ha tang théng tin tich hop

TOGAF la phuong phap mang tinh linh hoat cao. TOGAF cho phép céc giai
doan duoc thyuc hién khong day du, ¢ thé bo qua, két hop, sap xép lai, hoac diéu
chinh lai cac giai doan dé phi hop véi nhu cau caa tinh hinh. Vi vay, khéng nén
ngac nhién néu hai c6 2 nha tu van TOGAF khac nhau cho ra hai qua trinh rat
khac nhau, ngay ca khi lam viéc véi cling mét té chic. TOGAF tham chi con linh
hoat hon vé kién trdc thuc té tao ra. Kién trac duoc xay dung tét hay khong tét,
hoat dong hiéu qua hay khong hiéu qua phu thudc nhiéu vao kinh nghiém cua
nhan vién va tu van TOGAF. Tuy nhién, diéu nay lai la yéu diém cia TOGAF boi
phuong phap nay khong chi ra cach lam thé nao xay dung mét kién tric tét, cho
nén két qua co thé khong nhu mong mudn. Bai vay, mét té chirc, don vi muén ap
dung phuong phap TOGAF can phai c6 nhitng tiéu chi lya chon nhat dinh.

1.3.3. Khung kién tric ITI-GAF

Céc nghién ctru ctia cac t chire qudc té noi tiéng va c6 uy tin khic nhau bao
gdm Standish, Gartner ... d4 chi ra rang ty 18 tht bai ctia cac dy an trién khai cong
nghé thong tin 13 rat cao. Cac nguyén nhan hang dau cua thit bai khong phai 1a ky
thuat, ma chi yéu do quan 1y yéu kém, hanh chinh, su hiéu biét vé muc tiéu dy
an, lién két sai gitta kinh doanh va cong nghé¢, lua chon sai cong ngh¢, cam két

cua lanh dao va nhan thuc cia nguoi str dung...
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Puoc thdi thic bai nhitng thuc té nay, Chinh phit My da phat trién cac FEA
dua trén khung kién tric ZACHMAN, nham dua ra mot ké hoach téng thé huong
dan cac bude trién khai du 4n cong nghé thong tin tirng budc mét. Ngay nay, co
nhiéu khung kién trac Chinh phu, d6 1a phuong phap co ban dé xay dung kién
trac doanh nghiép cua Chinh pht nhdm dam bao kha ning twong tac, giam thiéu
su that bai. Khung kién trac pho bién nhat TOGAF do Tap doan Open Consortium
xay dung bang cach thu thap nhimng kinh nghiém thyc tién tir hang nghin du an
cong nghé thong tin ctia hon 350 cong ty trén toan cau. Pay 1a mot khung kién
tric rat co gi tri ddi voi thuc tién trién khai cong nghé thong tin.

Chi phi danh cho cac dy an kién trac doanh nghiép cao téi hang vai triéu do
la My (USD) cho mbi Bo. Bdi vi mét to chire, doanh nghiép, chi phi nay khong
chi kho dé co thé dap tmg ndi. S& 14 rat hitu ich dé bat dau véi mot khung nho va
sau d6 khi c6 day du cac diéu kién hon to chirc, doanh nghiép cé thé xay dung EA
nhu 13 kién tric ban dau bang nhirng cong cy tinh vi dya trén khung nay.

Bit dau tir nam 2009, Vién Cong nghé thong tin — Pai hoc Qubc gia Ha Noi
d3d phat trién ITI-GAF (Information Technology Institute Government
Architecture Framework, ITI-GAF), mot khung kién tric Chinh phti nhé va don
gian, dua trén EGIF duogc phat trién trude day boi mot nhom caa UNDP va céac
tinh nang chinh cua TOGAF.

ITI-GAF duoc xay dung trén co s& md hinh ITI-GAF c¢6 cic yéu té sau ddy:

— Mot m6 hinh doanh nghiép chung;
— Mot m6 hinh danh gia su trudng thanh doanh nghiép;
— C4c tiéu chuan cua phat trién doanh nghiép va mot 16 trinh dé thuc hién

— Khuyén nghi hanh d6ng va cac du an chu chdt;

— M@ hinh quan tri;

— Co ché tai chinh.

ITI-GAF d3 duoc ap dung thanh cong trong vai du an tu van ctia Vién Cong
ngh¢ thong tin nhu moé hinh Quéc hoi dién tir, M6 hinh co quan dién tir 3 cép do
ciia Thanh phd Ha Noi va hé thong cong nghé thong tin cia Co quan Quan ly
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Duoc pham va My pham Quéc gia. Duéi day trinh bay ngan gon cac yéu to dau
tién cua ITI-GAF:

Trong thiét ké hé thong thuc té, phan tich cac thanh phan va hoat dong doanh
nghiép 1a rat quan trong. Trong TOGAF, c6 mot sé bude phirc tap trong Phuong
phap Phat trién kién tric (ADM) tir tim nhin dén hoat dong nghiép vu, hé théng
thong tin, tmg dung, dit liéu va kién trac cong nghé. Nhitng phuong phap nay
duoc thiét ké cho cac doanh nghiép cong nghé thong tin va méi trudng kinh doanh
tién tién. Mot s6 khai niém trong phan nay thi thuc su kho dé tim phan truy cép,

diéu nay lai co y nghia trong cac méi trudng thap hon.

M6 hinh doanh nghi¢p cta ITI-GAF don gidn hod cac giai doan tinh vi trén,
huéng dan phan tich hé théng mot co quan, to chirc theo ba cach nhin, quan diém
khac nhau: quan diém ngudn liuc, quan diém thé ché va quan diém hoat dong. Mdi
quan diém déu c6 cac thanh phan quan hé rang budc hitu co v4i nhau, dé dam bao

tinh bén viing.

Theo dinh nghia, doanh nghiép 1a mot td chire thue hién cac muc tiéu béng

cach cung cap hoat dong, st dung cac nguodn luc va thé ché.

Giao tiép voi bén ngoai

Hoat dong noi bo

Co ché Quy trinh nghiép vu

Thiét ché

dn nhan

Hinh 1.14: M0 hinh ITI-GAF
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Quan diém vé “hoat ddng”: Cac doanh nghiép chung c6 thé co ba loai hoat
dong khac nhau, c6 thé dudi cac hinh thuc dich vu trong cac doanh nghiép tién
tién. Biéu nay thay thé cac mé hinh kinh doanh cua doanh nghiép bang mot quan
diém chung ma s& dé dang hon dé phan tich.

- Cac hoat dong bén ngoai: Hoat dong kinh doanh lién quan, cac dich vu
twong tac voi khach hang va ddi tac kinh doanh.

~ Cac hoat @ong noi bo: Giup gitr cho su hop tac va hanh dong binh thuong
trong doanh nghiép va cha yéu giira cdng nhan cua cac doanh nghiép nhu tuyén
dung, dé bat, khen thuong, Ky luat.

— Xay dung tiém luc: Céc hoat dong va dich vu cai thién chat luong cua céc
ngudn lec hién co.

Xay dung cac hoat dong noi bo 1a dé co quan hoat dong budc dau. Vé
phuong dién CNTT d6 chinh 1a budc Tin hoc hoa véi cac ing dung Van phong.
Phéi hop hoat dong néi bo tét s& dan téi viéc hoat dong voi bén ngoai (quan hé
VGi cac co quan ngoai hé thong, véi xa hoi va quan hé quéc té) tét. Bén canh céc
hoat dong mang tinh nghiép vy, con cé cac hoat dong mang tinh hd tro va xay
dung tiém luc. Ba thanh phan trong céch nhin nay c6 quan hé chit ché véi nhau,
thay d6i hoat dong trong mét thanh phan s& dan téi thay doi trong cac thanh phan
con lai

Quan diém vé “thé ché”: Khac véi quan diém truyén thong, mot hé thong
t6 chire sinh ra va tim cach hoat dong dé phuc vu cho su ton tai caa chinh né, quan
diém hién dai cho rang muc tiéu tbi hau Ia tao ra san pham cho xa hoi theo dng
chtrc nang cua hé théng. Moi hoat dong, co cau hoic quy dinh khéng phuc vu cho
Viéc tao ra, nang cao ning suit va chat lwong san pham, déu phai thay doi. o
chinh 1 ban chét cuaa cai cach hanh chinh.Thé ché 1a nhitng yéu té chinh caia mot
doanh nghiép. N6 bao gom:

— Co ché: Co ché bao gom cac hanh dong trén co sé thuong xuyén, bao gom
cac hanh dong dua trén xu ly théng tin vé huéng din co so thuc tién. Déi khi

khong dugc xac dinh rd rang trong cac quy dinh, baéi vi cac thu tuc cia hanh dong
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da thay doi dang ké. Tuy nhién, d6i khi mot co ché phai trg thanh mét quy dinh
néu nd tré nén on dinh va khdng nén bj vi pham.

~ Té chirc: Bao gom cac dinh nghia vai tro va muc tiéu cua tat ca cac vi tri
va don vi trong doanh nghiép va cac méi quan hé giira ching phai duoc xac dinh
va thiét 1ap trong phan nay. Vai tro duoc xac dinh kém véi cac muc tiéu mo hod
can duoc cang ¢ bang céc bién phap khéac nhau hoic cat bo hoan toan bang cach
danh gia thudng xuyén vai cac chi sb dinh luong.

— Ché tai: Tat ca cac quy tic phai dugc xac dinh bang vin ban trong céc
hinh thitc khac nhau: theo phép luat, chinh sach, quyét dinh, hudéng dan, ...

Trong cach nhin nay ba thanh phan ciing c6 mdi quan hé hiru co voi nhau:
co ché 1a dé phuc vu cho c4c hoat dong tao ra san pham. Céac ché tai 1a dé co cau
t6 chirc c6 co sé phap Iy hoat dong c6 hiéu qua nhat. Co ché ciing cho phép to
chtc hoat dong c6 thé diéu chinh dé phuc vu tét nhat cho hoat dong. Nhitng co
ché méi co thé dan téi cac té chac méi cling véi cac ché tai mai.

Quan diém vé “Nguén lwe”: Cac ngudn luc cua doanh nghiép phai dugc
can ddi gitra cac thanh phan sau:

— Hoat déng nghiép vu: Pay 1a thé manh caa doanh nghiép va phai duoc
thich nghi véi sy thay d6i nhanh chong ctia méi truong kinh doanh bang céch tai
cau trdc lién tuc, nhung ddi khi khong duoc hd trg bai cac nguon luc khac, vi
khong c6 co ché dé thoat khoi ngudi khong du ning luc cling nhu cac quy dinh
da 16i thoi.

— Nhan lyc: Giai quyét van dé nay 1a quan trong nhét va kho khin nhat. Mac
dd moi nguoi noi rat nhiéu vé nd, nhung thudng bi 13ng quén trong cac du an cong
nghé théng tin. Nhu két qua, trang thiét bi cao cip mai hoac qué trinh kinh doanh
khong thé dugc van hanh bai ngudn nhan lyc hién tai.

~ Co 56 ha tang: Sai lam thuong gap nhét 1a coi né phu thudc vao cac nguon
lyc tai chinh sin co. Trong thuc té, né duoc xac dinh boi cac doanh nghiép va
ngudn nhan luc.
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M&i quan hé giita 3 thanh phan caa nguon luc: nhan lyc (con ngudi) can co
co so ha tang mai thuc hién dugc cac yéu cau nghiép vu méi. Con ngudi can co
nang lyc nghiép vu dap tng yéu cau cai cach hanh chinh thay d6i quy trinh nghiép
vu va ning luc van hanh co s& ha tang ngdy mot hién dai. Ung dung cong nghé
hién dai cho phép cai cach quy trinh nghiép vu theo hudng tot hon. Nho cac mbi
quan hé trén, bt cir mot thay doi nao trong mdi thanh phan ciing sé& kéo theo thay
ddi trong cac thanh phan con lai. Quy hoach trong mét thanh phan s& kéo theo
quy hoach trong céc thanh phan con lai. Néu khéng c6 quy hoach, ba thanh phan
nay s& dé co nguy co khong dong bo tao ra lang phi tién bac, thoi gian hoic co
hoi phét trién.

Tir nhitng phan tich dya trén cac quan diém trén, cac yéu té doanh nghiép
c6 thé duoc sip xép thanh 27 khéi cua mot méd hinh Rubic. Vi tat ca cac khoi
lien quan v&i nhau, mot su thay d6i nho trong mot khéi s& anh huong dén nhitng
cai khac. Su phu thuoc nay phan anh kha nang tuong tac, ma dwoc gitt boi cac
tiéu chuan.
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Hinh 1.15: M6 hinh 3x3x3
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CHUONG II: CO SO LY LUAN VE AN TOAN THONG TIN, HE THONG
QUAN LY AN TOAN THONG TIN

2.1. An toan thong tin

2.1.1. Khdi niém

* Khai niém vé thong tin

Thong tin duoc hiéu 1a két qua cta hoat dong tri 6¢ mang tinh chat vo hinh.
Thong tin ton tai dudi nhiéu hinh thirc khac nhau nhu duoc in ra, duge viét ra,
duoc luu trit trong céc thiét bi dién tir, dugc truyén tai thong qua cac phuong tién
thong tin, truyén thong hay dugc chuyén qua cac thiét bi da phuong tién... Trong
moi tinh hudng thi thong tin déu c6 tinh chat 14 tai san co gia tri (hitu hinh hodc
v0 hinh). Theo dinh nghia ctia ISO 27000, thong tin 1a mot loai tai san, cling nhu
cac loai tai san quan trong khac cua mot doanh nghiép, co gia tri cho mot t6 chuc

va do do, can ¢6 nhu cau dé bao vé thich hop.

An toan thong tin 13 bao vé thong tin truéc nguy co mat an toan nham dam
bao tinh lién tuc trong hoat dong kinh doanh ctia doanh nghiép; gidm thiéu cac
thiét hai do sy hu hong hay ¢b ¥ phé hoai; gia ting t6i murc t6i da cac co hoi kinh
doanh va dau tu phat trién.

Nhung cho du thong tin ton tai dudi dang ndo di ching nita, thong tin dugc
dua ra v4i 2 muc dich chinh 12 chia sé va luu trir, n6 ludn ludn can su bao vé nhim
dam bao su an toan thich hop.

* Khai niém vé an toan thong tin

An toan thong tin mang” 1a su bao vé thong tin, hé théng thong tin trén mang
tranh bi truy nhap, st dung, tiét 10, gian doan, sura doi hodc pha hoai trai phép
nham dam bao tinh nguyén ven, tinh bao mat va tinh kha dung cua thong tin.
(Theo Luat an toan thong tin mang ctia Chinh phu da ban hanh ndm 2015)

An toan thong tin 1a mot khai niém bao ham nhiéu van dé, trong do co:

- An toan thong tin cho cac tai san vat Iy: may chu, may tram; thiét bi an ninh

mang, dudng truyén internet....;
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- An toan thong tin cho céc tai san phan mém: co s& dit liéu, hé diéu hanh,
cac phan mém nghiép vu...;

- An toan thong tin cho tai san thong tin: bi mat kinh doanh; chinh sach cua
mdt to chirc hay chién luoc phat trién cua don vi.. s

- An toan thong tin cho tai san dich vu: cac dich vu t6 chirc cung cép ra bén
ngoai ciing nhu cac dich vu ma bén ngoai cung cip cho t6 chic ctia minh. ...

- An toan thdng tin cho tai san con ngudi: Lanh dao va nhan vién trong to
chuc.....

C6 nhiéu céch tiép can vé an toan thong tin, trong d6 mo hinh tam giac bao
mat CIA 1a céch tiép can dua trén cac thudc tinh cua an toan théng tin, bao gom
03 thudc tinh: Confidentiality — tinh bi mat hay tinh bao mat, Integrity — tinh toan
ven hay tinh nguyén ven va Availability — tinh san sang hay tinh kha dung. Hinh
2.1 1a mét thé hién vé cac thudc tinh va méi quan hé cua cac thudc tinh trong an
toan thong tin.

Confidentiality

Information
Security

Availability | Integrity

Hinh 2.1: M6 hinh tam giac an toan thong tin CIA
Tinh bao mat hay tinh bi mat (Confidentiality) caa théng tin thé hién viéc
thong tin dugc bao vé khoi viéc bi tiét 16, sir dung boi cac ca nhan hoic hé thng
trai phép. Tinh bao mat caa thong tin bao dam rang chi c6 nhitg nguoi dung da
duoc phan quyén thi mai co thé truy cap, st dung thdng tin. Tinh bi mat caa thong
tin c6 thé dat duoc bang céch gisi han truy cap vé ca mit vat ly, vi du nhu tiép
can truc tiép t6i thiét bi luu trir thong tin d6 hoac logic, vi du nhu truy cap thong

tin do tir xa qua moi truéng mang.
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Tinh toan ven hay tinh nguyén ven (Integrity) ctaa thong tin la thong tin chi
duoc phép xda hoic sira bai nhitng dbi twong dugc phép va phai dam bao rang
thdng tin van con chinh x4c khi duoc luu trit hay truyén di. Tinh toan ven thong
tin duoc coi 1a nén tang cua hé théng thong tin, bai théng tin s& khong con gia tri
sir dung néu ngudi ding khdng thé xac minh tinh toan ven cua né. Nhiéu ma doc
hai (virus, worm...) may tinh duoc thiét ké voi muc dich 1am hong dit liéu.

Tinh sin sang (Availability) tinh san sang cho phép nguoi ding hop phép -
ngudi dung hay hé thdng may tinh - c¢é thé truy cap thong tin ma khong bi can
thiép hay can tro. Mot vi du vé tinh sin sang cua thong tin d6 chinh 1 viéc mot
website phai hoat dong mot céch lién tuc ¢é dam bao bat ctr nguoi ding hop phap
nao cd thé truy nhap va tim kiém théng tin trén website do.

Ngay nay, md hinh tam giac bao mat CIA con dugc bo sung thém cac yéu to
khac 1a Non-Repudiation (Tinh khdng chéi bo).

CONFIDENTIALITY

AVAILABILITY INTEGRITY

NON-
REPUDIATION

Hinh 2.2: Cac thugc tinh cua an toan thong tin
Tinh khong chdi bo (Non-repudiation) phai c6 bién phap giam sat, dam bao
mot di tuong khi tham gia trao d6i thong tin thi khdng thé tir chdi, pha nhan viéc
minh da phat hanh hay sira doi thong tin.
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2.1.2. Cdc yéu t6 anh hwéng dén an toan théng tin

Cac yéu t6 anh huong dén an toan thdng tin gom cac yéu té sau:
- Con nguoi (People);

- Quy trinh (Procedure);

- Cong nghé (Technology);

* Con nguoi (People)

Con ngudi (People) mac di lubn bi bé qua nhung con ngudi lai 1a méi de
doa l6n ddi vai an toan thong tin. Theo thdng tin cta “Tap chi an toan thong tin”
s6 lidu khao sat nam 2015, ty 1& cac to chirc, doanh nghiép co lanh dao, hoic cén
bo chuyén trach/ban chuyén trach vé ATTT la 34% (giam so véi 73% caa nim
2014). Diéu nay cho thay t6 chic, bo may va nhan su cho ATTT & cac doanh
nghiép vira va nho con rat nhiéu khoang tréng va chua dugc quan tam chi trong.
Chi ¢6 25,6% cac don vi dugc khao sat cho biét, c6 ké hoach dao tao cac ki ning
co ban vé ATTT cho nhan lyc cia don vi minh, trong d6 da phan 1a cac ké hoach
dao tao dai han.

V& van dé dao tao, tuyén truyén nang cao nhan thiac vé ATTT cho can bo,
nhan vién, cac to chirc, doanh nghiép ciing chwa cha trong nhiéu. Khoang 30,8%
cac don vi duoc khao sat cho biét c6 dao tao, tuyén truyén, trong dé chu yéu l1a
hinh thirc dao tao tap trung (35,5%), dao tao tir xa (qua website - 19,9%), tap huan
thong qua giai quyét su cd ATTT (16,6%).

Ciing theo bao cdo khao sat, trong cac nguy co tiém an c6 kha ning anh
huong dén ATTT cua cac t6 chac, doanh nghiép, thi chinh nhan vién dang lam
viéc tai don vi 1a “nguy co” 16n nhat, chiém 55,4%:; xép thir hai 1a cac loai tin tic,
t6i pham may tinh; thir ba 13 nhan vién da nghi viéc. Mdi de doa dén tir d6i tuong
“Pdi tha canh tranh” chi xép tht tu.

Nguy co mat ATTT do phia con ngudi c6 thé xuat phét tir cac hanh vi vo y
(16 nhap liéu,..) hay cé tinh (thuc hién cac hanh vi tan céng mang, sir dung cong
cu tan céng la cac phan mém co hai, truy cap trai phép thong tin mat,...). Cac
hanh vi d6 bao gdm:
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- Ké tan cbng thuc hién cac hanh vi xdm nhap hé thong, truy cap hé théng
trai phép, sir dung phuong thuc tin cdng lira dao bang céc ki nghé xa hoi (Social
Engineering).

- T61 pham may tinh st dung céac hinh thirc gid mao thong tin, mua chudc dé
lay cap thong tin nham muyc dich pha hiy, sira d6i dir liéu trai phép, pho bién cac
thong tin trai phép.

- Céc to chire khing bd tham nhép, tin cong hé théng thong tin nham pha

hoai, gay ra cac cudc chién tranh thong tin.

- Céc to chirc tinh bao st dung cac bién phap dn cip thong tin, thim nhap hé
thdng nham an cap cac thong tin gia tri ca dbi thu canh tranh, cia qudc gia khac

phuc vu muc dich kinh doanh, chinh tri.

- C4c hanh vi do chinh cac nhan vién bén trong t6 chirc thuc hién nhu lam
dung quyén truy cap, an trom cac thong tin kinh doanh, ban théng tin bi mat, sira
dbi cac thong tin,.. Cac nguy co nay 1a do nhan vién cau tha hodc chua duoc dao
tao huan luyén vé ATTT, do nhan vién bat man hozc ¢ tinh muén in cip thdng
tin, pha hoai hoat dong san xuat, kinh doanh, diéu hanh cua té chuc, hoic do chinh
co ché quan ly, bao vé cua to chuec.

Vi rai ro 16n nhat 12 tir con ngudi nén té chic phai co nhitng chinh sach,
ché tai, chuong trinh dao tao va nang cao nhan thic céng nghé hop 1y dé tranh
viéc con ngudi vo tinh 1am ton hai hodc that thoat thong tin . K§ nghé xa hoi dua
trén cac sai sot do 15i hozc tim 1y ngudi dung, nd cé thé duoc sir dung dé loi dung
cac thao tac cua nguoi dung dé chiém quyén truy cap thong tin bat hop phép.

* Quy trinh (Procedure)

La mot yéu td ¢ thé gay anh huong dén an toan hé thong ma thuong hay bi
t6 chtrc chura duoc quan tdm dung mc. Quy trinh & day duoc hiéu 13 cac vin ban
c6 tinh dinh huéng cua t chirc va cac van ban cu thé hudng dan thuc thi mot tap
cac nhiém vu dugc thiét ké dé xac dinh, giéi han, quan Iy va kiém soat cac nguy
co ddi vai dit liéu, hé thong dé dam bao tinh bi mat, tinh toan ven va tinh sin sang
cua hoat dong hé thdng. Khi ké tin cong hiéu dugc quy trinh cia mot té chic thi
han cé thé loi dung dé tim ra cac k& hé gay anh huong tinh toan ven caa théng
tin. Vi du: mot nha tu van ngan hang biét duoc quy trinh chuyén tién qua hé théng
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may tinh cta ngan hang, ngudi nay loi dung no dé ra lénh chuyén hang triéu do
la vao tai khoan ciia minh qua cac diém yéu an ninh (thiéu xéac thuc) trong quy
trinh nay. Hau hét cé&c to chirc déu pho bién cac quy trinh dé nhan vién co thé truy
cap hop phap vao hé théng théng tin nham thuc hién cac nhiém vu cia minh.

Theo thdng tin cia “Tap chi an toan thong tin” s6 liéu khao sat nam 2015, sd
cac to chirc, doanh nghiép c6 phé duyét va ban hanh chinh sach vé ATTT ciing
giam con 23,7% (so Vi 30% nam 2014 va 25% niam 2013). Sb lwong cac t6 chuc,
doanh nghiép ban hanh quy dinh vé an toan thong tin, ATTT c4 nhan ciing chiém
ty 16 kha khiém ton, 1a 22,7% (trong d6, sb to chuc, doanh nghiép tuan theo cac
chuan ATTT quéc té nhu 2700x hay PCI... chiém chua dén 13%).

Nhu vay viéc xay dung cac chinh sach, quy dinh, quy trinh va tuan tha ding
van ban an toan thong tin dong vai trd quan trong trong viéc bao vé thong tin, do
vay nhiing kién thac, hiéu biét vé van ban can phai duoc pho bién rong rai cho tat
ca cac thanh vién trong to chuc.

* Cong nghé (Technology)

La viéc sir dung céc giai phap, bién phap ki thuat (theo sy phat trién cua
khoa hoc cdng nghé noi chung va CNTT noi riéng) nham dam bao ATTT. Ngay
nay, cac giai phap ky thuat dam bao ATTT thuong bao gom: hé thong tuong lua
(Firewall), hé théng phat hién va ngin chin xam nhap (IDS/IPS), phan mém
phong chdng virus, giai phap ma hoa (Encryption), chit ki s6 (CA),..

Theo théng tin cta “Tap chi an toan thong tin” s liéu khao sat nam 2015,
vé sir dung bién phap ky thuat dé dam bao ATTT: Con s6 4n tuong nhat cua dot
khéo sat nim nay 1a viéc cac doanh nghiép ting cuong sir dung hé théng kiém
soat truy cap khi di vao/ra cac khu vuc quan trong bang thé tir, bao vé... 1a 15%
S0 Vi 7,3% nam 2014. Ngoai ra, viéc sir dung chit ky so trong giao dich dién tir
1&n toi 43,1%. Céc con sb nay chang to, cac bién phap bao vé don gian, dé ding
s& duoc cac to chirc vu tién 4p dung.

Mic du vay, céc td chac, doanh nghiép van chua quan tim dung muc tGi viéc
dam bao an toan dit liéu. Viéc ma hoa va sao lvu dir liéu duogc thuc hién & mic
thap, chi c6 12,3% t6 chirc duoc hoi c6 s dung ma hoa
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Ba yéu t6 chinh 1a Quy trinh, Con ngudi va Cong nghé c6 mdi quan hé chit
ch& vai nhau, hd tro va bo sung cho nhau. Mét hé théng muén dam bao ATTT
thanh céng phai coi trong ca ba yéu té noi trén.

2.2. Thuc trang an toan thong tin tai Viét Nam
2.2.1. Thuec trang an toan thong tin tai cdc t6 chive, doanh nghigp

Theo Cuc An toan thong tin — Bo Thong tin va Truyén théng, qua khao sat,
danh gid an toan thong tin mang mot s6 co quan, doanh nghiép trong thoi gian
qua ghi nhan mot s6 don vi da ¢6 sy quan tdm, dau tu cho cong tac dam bao an
toan thong tin mang, budc dau ap dung cé4c tidu chuan k§ thuat vé an toan thng
tin; trién khai cac thiét bi bao vé, phat hién, canh bao xam nhap; thanh lap don vi
quan tri hé théng kiém dam bao an toan thdng tin mang. Tuy nhién, tai hau hét
cac don vi dugc kiém tra déu phét hién hé théng mang c6 16 hong bao mat, bi tan
cong xam nhap, chiém doat thdng tin, tai liéu, nhiéu may cha va hé théng thdng
tin quan trong bi kiém soat, gdy nguy co tin cdng mang rat nghiém trong nhu:
kiém soat toan bo cac lién lac noi b qua thu dién tu, chiém doat dir liéu quan
trong trén may tinh va hé thdng mang noi bo; bién cac may tinh, dién thoai thong
minh bi kiém soét trg thanh thiét bi gian diép, bi mat ghi &m, ghi hinh.

Trong nam 2015, cac cudc tan cdng mang c6 quy md va mac do 16n gia
taing dan dén gy mat mat dir liéu, thiét hai vé kinh té. Theo théng ké cua
VNCERT, xu huéng tin cong lra dao, ma doc, thay d6i giao dién tré nén phd
bién. Cu thé, di c6 4.484 su ¢ tan cong hra dao, 6.122 sy ¢cb thay doi giao dién,
14.115 sy ¢b vé ma doc va 3.257 su cb khac duoc ghi nhan trong 11 thang dau
nim. Bén canh do, trong cac trang web/cong thong tin dién tir ciia Co quan nha
nudc di co6 9 website bi tn cong thay doi giao dién voi 144 duong dan bi thay
doi; 106 website bi cai ma doc vai 227 duong dan phat tan ma doc, 1 website bi
tan cong cai ma hra dao. Cac hinh thuc lira dao truc tuyén gia ting, bao gdbm lira
dao chiém doat thé cao dién thoai di dong va tai khoan mang xa hoi, lay cap théng
tin c& nhan. Cac hinh thirc quang céo rac, tin nhan rac van chua duoc kiém soat.
Dic biét, tin cong c6 cha dich vao cac co quan nha nuéce chiém 2,5% Quy | va
gia tdng 7,1% trong Quy IL
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Theo danh gia ctia c4c hdng bao mat trén thé gisi, Viet Nam tiép tuc nam
trong nhoém nhitng quéc gia kém bao mat trén thé gigi, nam trong sb cac nudc co
s6 nguoi dung di dong bi ma doc tan cong nhiéu nhat thé gidi. Gan 50% nguoi
dung c6 nguy co nhiém ma doc khi st dung Internet trén may tinh, sé lwong thiét
bi lay nhiém virus qua c&c hoat dong truc tuyén chiém khoang 65% tong s ngudi
dung. Bung tht 4 vé ti 16 vé ty 18 1ay nhiém ma doc véi 30% thiét bi bi lay nhiém,
dang tha 3 thé gidi va thir 2 chau A vé mirc d6 phat tan thu rac, dang chi y, trong
thoi gian gan day, ma doc ma hoa dit liéu (Ramsomeware) di 1ay lam rong ri qua
mat sé dich vu.

2.2.2. Hoat déng tin cong mang véo cdc té chirc, doanh nghiép thoi gian qua

Trong thoi gian qua, hoat dong tin céng mang vao cac td chirc, doanh nghiép
Viét Nam c6 sy gia ting manh ca vé sé lugng va mac do nguy hiém, xuat hién
ngay cang nhiéu cudc tan cong cd quy mé I6n nham vao muc tiéu quan trong, ké
ca nhitng don vi duoc dau tw manh vé bao dam an toan théng tin. Cu thé:

* \/y tan céng vao Cong ty C6 phan Truyén thong Viét Nam (VCCorp): Vu
tan céng bit dau vao dém 12, rang sang 13/10/2014, hé thdng céc trang web do
VCCorp phu trach di liéu va ky thuat, bao gdm nhitng website duoc nhiéu nguoi
biét dén nhu Dan tri, Kénh 14, Vneconomy, CafeF, Nguoi lao dong va trang web
ban hang nhu Muachung...déu khéng thé truy cap dugc va thong bao “15i bao
tri hé théng”, “505 — service unavailable”. Qua kiém tra, quan tri hé théng phat
hién tinh trang cac dich vu bi dirng trén hang loat may chu, mot sé may chu da
ding hoat dong hoan toan, khéng thé truy cap do da bi xda dir liéu trén 6 cing.
Theo s liéu thong ké: tdng s6 may chu bi chiém quyén diéu khién va xoa dir
licu 12 khoang 900 may, dan dén céc dich vu truc tuyén duoc cac cong ty thué
dat tai VDC.

Chiéu ngay 15/10, VCCorp di thong bao tat ca cac bao dién tir dbi tac va
website cua VCCorp méi hoat dong binh thuong tré lai, cac di liéu cii cling da
duoc phuc héi. Thé nhung, dén sang 18/10/2014, tinh trang cac trang
dantri.com.vn va mot sé website khac cua VCCorp tiép tuc bi tin cong vao may
chu Web va may chu Iuu trit khién ddng thoi chuyén hudng truy cap cua cac
website nay sang mét blog. Theo théng ké trung binh c6 khoang hon 6 triéu truy
cap cua nguoi dung da khong thé sir dung céc dich vu chay trén cac may cha nay
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nhu tin tirc, giao dich truc tuyén...Qua phan tich so bd cho thay, nhiéu kha ning
dbi twong da chiém duoc quyén diéu khién cac may cha tir trudc, chinh sira mé
ngudn hé théng, sau d6 toan bd hé thdng s& tu dong thuc hién cudc tan cong khi
dén thoi diém dinh trudc. Pay 1 vu viéc tan cong hé thong may chi quy mé 1on
nhét tir truge dén thoi diém d6 nham vao mot don vi chuyén vé cung cap dich vu
cong nghé théng tin , khién hang loat trang tin, truyén hinh truc tuyén, thuong mai
dién tir, cdng thanh toan truc tuyén 16n bi dirng hoat dong, gay hau qua vé clng
nghiém trong.

* Trang web Google Viét Nam (google.com.vn) bi tin cong: Ngay
23/02/2015, trang Web tim kiém Google Viét Nam xuat hién thong bao da bi tin
cdng boi nhom hacker Lizard Squad. Ngay sau khi phét hién su ¢, Google da
chin hudng truy cap téi website nham sta 16i va khiac phuc. Hau qua 1 trong gan
mot ngay, ngudi ding khong thé két néi toi trang google.com.vn dé tim kiém
thong tin.

* Hon 50.000 tai khoan VNPT bi cong khai thong tin: Ngay 12/3/2015 nhém
hacker DIE Group da tién hanh khai thac 156 héng SQL Injection ciia modun tra
ctru thong tin khach hang trén moét may chu cii tai chi nhanh VNPT Séc Trang va
cong bd thdng tin 50.000 tai khoan VNPT. Thong tin tai khoan bi cong khai bao
gom: ma sb khach hang, ho tén, dia chi, s6 dién thoai (di dong va cé dinh)...

* Tan c6ng mang vao ngan hang TPBank: Ngay 15/5, Ngan hang Thuong
mai C6 phan Tién Phong (TPBank), thong bao di tir chdi yéu cau chuyén hon 1
triéu euro (1,13 triéu USD) vao cudi ndm 2015. Yéu cau chuyén tién nay dén tir
mét dich vu cua bén thir ba ma cac ngan hang sir dung dé két ndi vai hé théng tin
nhan lién ngan hang SWIFT, TPBank d nhanh chong phat hién ra 15i nay, chan
dutng viéc chuyén tién d¢én nhom toi pham. TPBank ciing cho biét c6 thé phan
mém doc hai (malware) da duoc cai dit vao ang dung ma bén th ba sir dung.

* \/iét nam Airline bi tin céng: Tin tic nudc ngoai da thuc hién mot cude tan
cdng ¢é chu dich (APT) vao hé théng mang caa Tong cong ty Hang khong Viét
Nam (VNA), hang hang khéng Vietjet, Jetstar va cac cang hang khéng qudc té
nhu Noi Bai, TAn Son Nhét, Pht Quéc. Tin tic da chiém quyén diéu khién, hién
thi hinh anh biéu trong ciia nhom tin tic 1937CN kém theo thong diép xc pham
Viét Nam va Philippin lién quan dén van dé Bién Pong 1én trang dién tir chinh
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thac Vietnamairlines.com va 04 website khac cua VNA,; thong tin cua 411000
khach hang thuong xuyén cua VNA bj danh cap, cdng b trén mang Internet;
nhiéu may chu quan ly, may chi co sé dit liéu théng tin chuyén bay cua cac cang
bi x6a hozc ma hda di liéu. Hon 100 méy tinh phuc vu check-in va man hinh hién
thi cac chuyén bay bi kiém soét, hién thi hinh anh phat tan noi dung xuyén tac.
Hau qua dé lai 1a uy tin caa Viet Nam Airline bi anh huong nghiém trong, hon
100 chuyén bay va hang nghin hanh khach bi cham vi tin tic tan céng, nha chuc
trach phai tat toan bd mang noi bo, nhan vién 1am thu tuc check in bang tay thay
vi may va Viét Nam Airline xin 15i khach hang sau sy cb.

* T4n cdng tir chdi dich vu str dung cac thiét bi loTs: Thang 6/2016, hang bao
mat securi phét hién “mang may tinh ma” khéng 16, khai thac 16 hong bao mat,
chiém quyén diéu khién caa 25.513 camera CCTV cuaa 105 quéc gia, trong do c6
trén 5000 camera CCTV cua Viét Nam bi chiém quyén diéu khién va tham gia hoat
dong tan cong DdoS quy mé 16p va hé théng mang quéc gia trén thé gioi va ca hé
thdng mang Viét Nam.

* Tan cOng vao ngan hang Vietcombank: Dau thang 8/2016, khach hang cua
Vietcombank bdng dung bi nguoi khac chuyén 500 triéu dong tir tai khoan cua
minh sang tai khoan khac chi sau mot dém. Nguyén nhan caa vu viéc nhiéu kha
ning khach hang da bi toi pham hra dao Iy thong tin ma kich hoat dich smart OTP
(tin nhan théng bao ma OTP kich hoat dich vu Smart OTP da duoc gui téi khach
hang) dé st dung thuc hién céc giao dich chuyén khoan qua thé va tai khoan ngan
hang khac.

2.3. Quan ly an toan thong tin theo tiéu chuan TCVN ISO/IEC 27002:2011
2.3.1. Tong quan tiéu chuin TCVN ISO/IEC 27002:2011

TCVN ISO/IEC 27002:2011 I tiéu chuan Viét Nam duoc xay dung
dua theo phuong phap chip thuan nguyén ven tiéu chuan quéc té ISO/IEC
27002:2005. Tiéu chuan nay thiét 1ap cac huéng dan va nguyén tic chung cho
hoat dong khai tao, trién khai, duy tri va cai tién cong tdc quan ly an toan thong
tin trong mot to chirc. Muc tiéu cua tiéu chuan nay la dua ra hudng dan chung
nham dat duoc cadc muc dich chung da dugc chap nhan trong quan ly an toan
thong tin.
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Cac muc tiéu va bién phap quan ly cua tiéu chuan nay duoc xay dung nham
dap ung cac yéu cau da dugc Xac dinh boi qua trinh danh gia rai ro. Tiéu chuan
nay c6 thé dong vai trd nhu mot huéng dan thuc hanh trong viéc xay dung cac
tiéu chuan an toan thdng tin cho t6 chirc va céc quy tic thuc hanh quan ly an toan
thdng tin hiéu qua va gilp tao dung su tin cdy trong cac hoat dong lién to chirc.

Tiéu chuan nay gom 11 diéu vé kiém soat an toan thong tin véi tat ca 39 danh
muc an toan chinh va mét diéu gi6i thiéu vé danh gia va xu 1y rai ro. Mdi diéu
gém mot s6 danh muyc an toan chinh: Chinh sach an toan (1), T6 chuc thuc hién
an toan thdng tin (2), Quan ly tai san (2), An todn ngudn nhan lyc (3), An toan vt
ly va mdi truong (2), Quan ly khai thac va truyén thong (10), Kiém soat truy cap
(7), Thu thap, phét trién va duy tri hé thdng thong tin (6), Quan Iy su ¢b an toan
thdng tin (2), Quan ly tinh lién tuc vé nghiép vu (1), Su tuan tha (3).

2.3.2. Cdu triic ciia tiéu chudn TCVN ISO/IEC 27002:2011

STT Noi dung

1. Pham vi &p dung

2. Pham vi &p dung

3. | 3. Danh gia va xir ly rii ro

3.1. | banh gia rui ro an toan thong tin

3.2. | Xtur ly cac rai ro an toan thong tin

4. | Chinh sach an toan thong tin

4.1. | Chinh sach an toan théng tin

5. | Té chitrc dam bao an toan thong tin

5.1. | Té chtc noi bo

5.2. | Céac bén tham gia bén ngoai

6. | Quan ly tai san

6.1. | Trach nhiém ddi véi tai san

6.2. | Phan loai thong tin
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7. | Pam bao an toan thdng tin tir ngudn nhan luc
7.1. | Trudc khi tuyén dung
7.2. | Trong thoi gian lam viéc
7.3. | Cham dut hodc thay doi cong viéc
8. | Pam bao an toan vat ly va méi treong
8.1. | Cac khu vuc an toan
8.2. | bam bao an toan trang thiét bj
9. | Quan ly truyén théng va van hanh
9.1. | Céc trach nhiém va tha tuc van hanh
9.2. | Quan ly chuyén giao dich vu ctia bén thi ba
9.3. | Lap ké hoach va chap nhan hé thong
9.4. |Bao vé chdng lai ma doc hai va ma di dong
9.5. |Sao luu
9.6. |Quan ly an toan mang
9.7. | Xur Iy phuong tién
9.8. |Trao ddi thong tin
9.9. | Céc dich vu thuong mai dién tur
9.10. | Giam sat
10. | Quan ly truy cap
10.1. | Y&u cau nghiép vu ddi véi quan Iy truy cap
10.2. | Quan ly truy cap nguoi dung
10.3. | Cac trach nhiém cta nguoi dung
10.4. | Quan ly truy cap mang
10.5. | Quan ly truy cap hé diéu hanh
10.6. | Diéu khién truy cap thdng tin va ang dung
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10.7. | Tinh toan di dong va lam viéc tur xa

11. | Tiép nhan, phat trién va duy tri cac hé thong thong tin

11.1. | Yéu cau dam bao an toan cho cac hé thong théng tin

11.2. | Xt ly dung trong cac ing dung

11.3. | Quan ly ma hoa

11.4. | An toan cho cac tép tin hé théng

11.5. | Bao dam an toan trong cac quy trinh hd trg va phat trién

11.6. | Quan Iy cac diém yéu k¥ thuat

12. | Quan ly cac sw cd an toan thong tin

12.1. | B4o céo vé cac sy Kién an toan thong tin va cac diém yéu

12.2. | Quan ly céc sy ¢6 an toan thong tin va cai tién

13. | Quan ly sw lién tuc cia hoat dgng nghiép vu

13.1. | Cac khia canh an toan théng tin trong quan ly su lién tuc cua hoat dong
nghiép vu

14. | Sy tuan thi

14.1. | Sy tuan thu cac quy dinh phép ly

14.2. | Su tuan thu cac chinh sach va tidu chuan an toan, va tuong thich k¥
thuat

14.3. | Xem xét viéc danh gia cac hé thong thdng tin

Thw muc tai liéu tham khao

Bang 2.1: Cdu tric tiéu chugn TCVN ISO/IEC 27002:2011
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CHUONG III: XAY DUNG KHUNG KIEN TRUC BAO PAM AN TOAN
THONG TIN CHO CAC TO CHUC, DOANH NGHIEP TAI VIET NAM

3.1. Pé xuit khung kién tric bao dam an toan thong tin

Khung kién triic bao dam an toan thong tin duoc xay dung dya trén mo
hinh ITI-GAF 1a mot mé hinh don gian, dé& ap dung cé thé thé thich hop cho
moi cip do cia to chtrc khac nhau bang viéc phan tich, xem xét cac khia canh
ctia hé thdng bao dam an toan thong tin cua to chirc, doanh nghiép dudi 03 goc
do vé nguén luc, thé ché va hoat dong. Cac thanh phén cua nguén luc, thé thé,
hoat dong duoc xem xét va két hop vo1i céc ti€u chuén vé bao dam an ninh, an
toan hé thong thong tin dé cho ra mot mé hinh danh gia — 1 xuwong sdng, diém
chinh cua khung kién tric bao dam an toan théng tin. Do cac mé hinh danh gia
dua trén ITI-GAF nén cho phép céc t6 chirc dé danh gia mirc d6 an ninh cta t6
chtrc mot cach nhanh chéng, chinh x4c va toan dién. Thong qua danh gia, mdi to
chue s& xac dinh cac diém manh, diém yéu ciia an toan théng tin trong hé thong
ctia minh, xac dinh nhu cau dau tu trong diém, sau d6 xay dung mot ké hoach
hanh dong dé phat trién t6 chirc va ting cudng bao dam an toan thong tin cho to
chtrc. Pay 1a mét trong nhirg budc quan trong nhat dé bao dam an toan thong tin
cho céc t6 chirc, doanh nghiép.

ITI-GAF ISO Mapping by ITI B6 cau hoi danh gia

Hinh 3.1: Md hinh an toan théng tin cho cac té chizc, doanh nghiép

Hinh 3.1 mo ta cac budc dé xay dung mo hinh danh gié an toan thong tin cua
t0 chure, doanh nghiép. Cac quan diém vé hoat dong, nguon luc va thé ché duogc
cua to chuc dugc anh xa dén cac di€ém, yéu cau cua cac ti€u chuan veé an ninh, an

toan thong tin va phan cum cac ti€u chuan do6 thanh cac cum la cac thanh phan
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clia cac quan diém vé hoat dong, ngudn luc va thé ché. Cac tiéu chuan vé an ninh,
an toan thong tin & day c6 thé 1a cac tiéu cac tiéu chuan quéc té, hay Viét Nam vé
an ninh, an toan thong tin nhu cac bg ti€u chuan ISO/IEC 27001, 27002, COBIT,
TCVN... Sau qua trinh phan cum cac quan diém vé hoat dong, nguén luc, thé ché
clia to chirc ing voi cac diém trong cac tiéu chuan sé& cho chung ta mot bang lién
két cac quan diém d6 véi cac tiéu chuan vé an ninh, an toan thong tin. Va sau
cung, dua vao bang nay ching ta s& xay dung ra va bo cau hoi, tiéu chuan danh

gia theo cach tiép can cua ITI-GAF.

Khung kién triic bao dam an toan thong tin dua trén mé hinh ITI-GAF [a don
gian va phu hop v6i moi cip d6 cua to chirc, doanh nghiép tir nhitng t6 chirc,
doanh nghiép v6i quy mé nho dén t6 chirc, doanh nghiép c6 quy mé 16n. Bdi véi
cac to chirc, doanh nghiép nho, ching ta c6 thé chi can xem xét, danh gia, xay
dung cac tiéu chuan vé an toan thong tin trong tmg 3 goc do 1a hoat dong, ngudn
luc, thé ché. Déi v6i doanh nghiép trung binh, ching ta xem xét xem xét, danh
gia, xay dung céc tiéu chuan vé an toan thong tin twong tmg 9 goc do 1a hoat dong
giao tiép v6i bén ngoai, hoat dong ndi bo, hoat dong xay dung tiém lue, co ché,
thé ché, quy ché, quy trinh nghiép vu, ngudn nhan lyc va co so ha tang. Dbi vai
doanh nghiép 16n ching ta xem xét xem xét, danh gid, xdy dung cac tiéu chuan
vé an toan thong tin trong tng 27 gbc d6 d6 1a su két hop ciia 3x3x3 thanh phan
cua hoat dong, thé ché va nguén luc.

3.1.1. M6 hinh don gidn

La mé hinh dugc &p dung chu yéu cho cac doanh nghiép nhé, dé 1a viéc xem
xét, danh gia, xay dung cac tiéu chuan vé an toan thong tin trong tng 03 goc do:
Hoat dong, thé ché va nguon luc.

ITI-GAF 1SO Mapping by ITI B0 cdu hoi danh gia

T e—

Hinh 3.2: M6 hinh an toan thang tin cho cac té chizc, doanh nghiép nho
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Trong md hinh nay, chiing ta phai phai giai quyét 03 nhém cau hoi l6n sau:

— Antoan théng tin cho cac hoat dong cua to chic, doanh nghiép, ddy chinh
la viéc dam bao an toan thdng tin cho cac hoat dong cua to chirc nhu cac hoat
dong giao tiép, hoat dong xay dung to chuc.

— An toan théng tin cho thé ché cua té chuc, doanh nghiép, 1a xay dung c6

ché chinh sach cua té chtic cho viéc dam bao an toan thong tin cua td chuc.

— An toan théng tin cho ngudn lyc doanh nghiép, 1a viéc xay dung ngudn

nhan lyc, co s ha tang cling nhu cac quy trinh nghiép vu cua to chic.

3.1.2. M6 hinh trung gian

Pugc &p dung chii yéu cho cac doanh nghiép trung binh, do 1a viéc xem xét

xem xét, danh gia, xay dung cac tiéu chuan vé an toan thong tin twong tng 9 goc
d6 1a hoat dong giao tiép véi bén ngoai, hoat dong ndi bo, hoat dong xay dung
tiém luc, co ché, thé ché, quy ché, quy trinh nghiép vu, ngudn nhan lyc va co sé
ha tang.

ITI-GAF
Mapping by ITI  B§ cdu hé1 danh ma

,f-g —4-
o s L |\ - — \ —
| Erm — —
o R —
CSHT

Co ché

s
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| oéché R T chue |
\

Hinh 3.3: M6 hinh an toan thdng tin cho céac té chezc, doanh nghiép trung binh

Trong mo hinh nay, ching ta phai hoi 09 nhdm cau hoi sau:
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Bao dam an toan thdng tin cho cac hoat déng giao tiép véi bén ngoai cua

t6 chuc, doanh nghiép.

Bao dam an toan thdng tin cho cac hoat dong giao tiép trong ndi bo to

chuc, doanh nghiép.

Bao dam an toan thdng tin cho cac hoat dong xay dung tiém lyc cua to

chuc, doanh nghiép.

Bao dam an toan théng tin cho cac hoat dong nghiép vu cua té chuc,

doanh nghiép.

nghiép.

Bao dam an toan théng tin cho ngudn nhan lyc cua t6 chac, doanh

Bao dam an toan thong tin cho co sé ha tang cua té chic, doanh nghiép.
Bao d¢am an toan thong tin cho cac co ché cua td chic, doanh nghiép.
Bao dam an toan thong tin cho céc té chire caa to chic, doanh nghiép.
Bao dam an toan thdng tin di vai cac ché tai caa to chiic, doanh nghiép.

3.1.3. M hinh nang cao

Puoc 4p dung dbi v6i doanh nghiép 16n chung ta xem xét xem xét, danh gia,

xay dung cac tiéu chudn vé an toan thong tin twong tng 27 goc do do 1a su két

hop cua 3x3x3 thanh phr:in cua hoat dong, thé ché va nguén luc.

Mapping by ITI  B§ c4u hoi

Pl 1coché Jol
7 i

l.
\f

Hinh 3.4: M6 hinh an toan théng tin cho cac té chizc, doanh nghiép Ién



62

Trong m6 hinh nay, ching ta phai héi 27 nhom céu hoi sau:

— Bao dam an toan thong tin cho cho co ché hoat dong nghiép vu voi bén
ngoai ctia to chic, doanh nghiép.

—  Bao dam an toan thong tin cho t6 chirc hoat dong nghiép vu véi bén ngoai
ctia to chirc, doanh nghiép.

— Bao dam an toan thong tin cho ché tai hoat dong nghiép vu v6i bén ngoai
cta to chtrc, doanh nghiép.

— Bdao dam an toan thong tin cho co ché hoat dong nghi¢p vu ndi bd cuia td
chuc, doanh nghiép.

— Bdao dam an toan thong tin cho t6 chirc hoat dong nghi€p vu ndi bd cua
t chuc, doanh nghiép.

— Bdao dam an toan thong tin cho ché tai hoat dong nghiép vu ndi bo cua td
chtrc, doanh nghiép.

— Bao dam an toan thong tin cho co ché hoat dong nghiép vu xiy dung
tiém lyc cta to chirc, doanh nghiép.

— Béo dam an toan thong tin cho t6 chirc hoat dong nghiép vu xdy dung
tiém luc cua to chie, doanh nghiép.

— Bao dam an toan thong tin cho ché tai hoat dong nghiép vu xay dung
tiém lyc cua to chic, doanh nghiép.

— Bao dam an toan thong tin cho co ché dbi voi nhan luc bén ngoai cia to
chuc, doanh nghiép.

— Bao dam an toan thong tin cho to chirc dbi véi nhan luc bén ngoai cia to
chtrc, doanh nghiép.

— Bao dam an toan thong tin cho ché tai di voi nhan luc bén ngoai cia to
chtrc, doanh nghiép.

— Bdo dam an toan thong tin cho co ché ddi v&i nhan lye ndi bd cua td
chuc, doanh nghiép.

— Bdo dam an toan thong tin cho to chirc d6i v4i nhan lyc ndi bo cua td
chtrc, doanh nghiép.

— Bdo dam an toan thong tin cho ché tai dbi v6i nhan luc nodi bo cia td

chtrc, doanh nghiép.
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— Bao dam an toan thong tin cho co ché xay dung tiém luc vé ngudn nhan
luc cua t6 chire, doanh nghiép.

— Bao dam an toan thong tin cho to chiic xay dyng tiém lyc vé ngudn nhan
luc cua to chirc, doanh nghiép.

— Bao dam an toan thdng tin cho ché tai xay dung tiém luc vé ngudn nhan
luc cua t6 chirc, doanh nghiép.

— Bao dam an toan thong tin cho co ché xdy dung co so ha tang bén ngoai
ctia to chirc, doanh nghiép.

— Bao dam an toan thong tin cho t6 chirc xdy dung co so ha tang bén ngoai
ctia to chure, doanh nghiép.

— Bao dam an toan thong tin cho ché tai xay dung co so ha ting bén ngoai
ctia to chirc, doanh nghiép.

— Bdo dam an toan thong tin cho co ché xay dung co s ha téng ndi bo cua
t chuc, doanh nghiép.

— Bao dam an toan thong tin cho t6 chirc xdy dung co so ha ting ndi bo
cta to chtrc, doanh nghiép.

— Bdo dam an toan thong tin cho ché tai xay dung co s ha tﬁng no1 bd cua
t6 chuc, doanh nghiép.

— Bao dam an toan thong tin cho co ché xdy dyng tiém luc vé co so ha ting
ctia to chirc, doanh nghiép.

— Bao dam an toan théng tin cho té chirc xay dung tiém luc vé co so ha
tang cua to chirc, doanh nghiép.

— Bao dam an toan thong tin cho ché tai xay dung tiém liuc vé co so ha ting

ctia to chirc, doanh nghiép.

3.2. Khung kién triic bao dam an toan thong tin dwa trén tiéu chuin
Viét Nam TCVN ISO/IEC 27002:2011

Khung kién tric bao dam an toan thong tin duoc xdy dung trén md hinh
danh gia bang cach két hgp mé hinh ITI-GAF véi cac tiéu chuin vé an ninh, an
toan thdng tin, phan cum cac tiéu chuan thanh cac nhom theo céc tiép can cua
md hinh ITI-GAF dé dua ra cac bo cau hoi twong Gmg. Qua trinh x4y dung
Khung kién trac bao dam an toan thong tin dya trén tiéu chuan Viét Nam TCVN
ISO/IEC 27002:2011 trai qua 02 budc chinh do la
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3.2.1. Phin cum tiéu chuin TCVN 1SO/IEC 27002:2011 theo mé hinh
ITI-GAF

TCVN ISO/IEC 27002:2011 vé Cong nghé thdng tin - cac ky thudt An toan
- Quy tdc thee hanh qudn Iy an toan théng tin gom c6 11 diéu vé kiém soét an
toan thong tin vai tat ca 39 danh myc an toan chinh va 134 tiéu chuan. Qua trinh
phan cum tiéu chuan TCVN ISO/IEC 27002:2011 theo mé hinh ITI-GAF duoc
tién hanh bang viéc xem xét 134 tiéu chuan caa TCVN, gan cho mdi tiéu chuan
mot trong sb ITI dé phan chia tiéu chuan TCVN thanh 27 nhém duoc thé hién
nhu bang dudi day:

Ngudn
luc

Thé
ché

Trong Noi dung

s0 ITI

Hoat

STT dong

—Thuong mai di¢n tir (C9.9.1)
—Xac dinh céc rui ro lién quan dén

Quy

111

Ca
ché

trinh
nghiép

Bén
ngoai

cac bén tham gia bén ngoai (C5.2.1)
—Giai quyét an toan khi lam viéc véi

khach hang (C5.2.2)

—Giai quyét an toan trong cac thoa
thuan vdi1 bén thir ba (C5.2.3)
—Huéng dan phan loai thong tin
(C6.2.2)

—Gan nhan va xu 1y thong tin
(C6.2.2)

—Phén tich va dic ta cac yéu ciu vé
an toan (C11.1.1)

—Kiém tra tinh hop 18 cta dit liéu dau
vao (C11.2.1)

—Kiém soat viée xur Iy noi bo
(C11.2.2)

—Tinh toan ven thong diép (C11.2.3)
—Céc thii tuc quan 1y thay doi
(C11.5.1)

—Su 10 i thong tin(C11.5.4)
—Quan 1y thay d6i (9.1.2)

—Quan ly thay d6i ddi véi cac dich
vu cua bén thtr ba (C9.2.3)

—Giam sét sir dung hé thong
(C9.10.2)

vu

Quy
trinh
nghiép | bo

Co

2. 112 ché
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—Cac trach nhiém va thu tuc
(C12.2.1)

—Thu thap chiig ctr (C12.2.3)
—Tinh dén an toan thong tin trong
quan 1y sy lién tuc cia hoat dong
nghiép vu (C13.1.1)

—Ngan chan vi¢c lam dung phuong
tién xu Iy thong tin(C14.1.5)

—Céc bién phap quan 1y kiém toan
cac hé théng thong tin (C14.3.1)
—Quy trinh trao quyén cho phuong
tién xur ly thong tin (C5.1.4)

—Céc thoa thuan vé bao mat (C5.1.5)
—Lién lac véi nhitng co quan/td chirc
c¢6 tham quyén (C5.1.6)

—Lién lac vo1 cdc nhom chuyén gia
(C5.1.7)

—Tu soat xét vé an toan thong tin
(C5.1.8)

—Kiém tra tinh hop 1& cta dir liéu dau
ra (C11.2.4)

—Quan 1y cac diém yéu vé k§ thuat
(C11.6.1)

—@Giam sat va soat xét cac dich vu
cua bén thir ba (C9.2.2)

—bPanh gia rai ro va sy lién tuc trong
hoat dong cua to chirc (C13.1.2)

Xa 2 . :
Quy ay —Xay dung va trién khai cac ké
Co | trinh | dung R !
113 x n Y hoach v¢ tinh lién tuc, trong d6 bao
ché | nghi¢p | ti€m NI . : .
vu e | gom van dé dam bao an toan thong
' i tin (C13.1.3)
—Khung hoach dinh sy lién tuc trong
hoat dong nghiép vu (C13.1.4)
—Kiém tra, duy tri va danh gia cac ké
hoach démvbéo su lién tyc trong hoat
dong cua t6 chue (C13.1.5)
—Quyeén s6 hitu tri tué (IPR)
(C14.1.2)
Nguf’m o
121 | €9 | nhan | B0
ché ngoai

luc
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—Tham tra (C7.1.2)

—Huy bo quyén truy cap (C7.3.3)
—Trach nhiém cua ban quan ly
(C7.2.1)

Co Ngl{én Noi | ~XUly kyluat (C7.2.3)
122 ché nhan bs —Quan ly mat khau nguoi dung
luc ' (C10.2.3)
—So4t xét cac quyén truy cap cla
nguoi dung (C10.2.4)
—Sir dung mat khau (C10.3.1)
—Phan tach nhi€ém vu (9.1.3)
Nguén Xay —Nhaf\m thl;I'C, gi_éo duc va dao tao vé
123 Co Ahan d};ng an toan thong tin (C7.2.2)
ché ltre tiém | —Pang ky thanh Vién(C10.2.l )
' luc | —Quan ly dic quyén (C10.2.2)
Co so n
130 | C9 | ne | B0
ché A ngoal
tang
—Kiém ké tai san (C6.1.1)
—Quyeén so hiru tai san (C6.1.2)
—Kiém soat cong truy cap vat Iy
(C8.1.2)
—Bao dudng thiét bj (C8.2.4)
—An toan khi loai boé hoac tai s
dung thiét bi (C7.2.6)
—Di doi tai san (C8.2.7)
—Quan 1y truy cap dén ma ngudn
Co s& _ chuong t{inh (§11.4}.3)
132 Co ha NoO1 | —Phat trién phan mém thué khoan
che A bod | (C11.5.5)
tang

—Ban giao tai san (C7.3.2)

—C#éc thiét bi khong dugc quan ly
(C10.3.2)

—Xac thuc ngudi dung cho céac két
nbi bén ngoai (C10.4.2)

—Dinh danh thiét bi trong cac mang
(C10.4.3)

—Chuyén giao dich vu (C9.2.1)
—Loai bo phuong ti¢n (C9.7.2)

—Cac thu tuc x1r ly thong tin (C9.7.3)
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—An toan cho cac tai liéu hé théng
(C9.7.4)

—B4o c4o vé cac nhuoc diém an toan
thong tin (C12.1.2)

—Bao vé cac ho so cta td chic
(C14.1.3)

—Bdo v¢ cac cong cu kiém toan hé
thong thong tin (C14.3.2)

133

Co
ché

Co so
ha
tang

Xay

dung
tiem
luc

—Céc tién ich hd tro (C8.2.2)

—An toan cho day cap (C8.2.3)
—Quan 1y cac phan mém diéu hanh
(C11.4.1)

—Bao vé dit liéu kiém tra hé théng
(C11.4.2)

—Soat xét k¥ thuat cac ng dung sau
thay ddi ctia hé thong diéu hanh
(C11.5.2)

—Han ché thay d6i cac géi phan mém
(C11.5.3)

—Chuan doan tir xa va bao vé cong
cau hinh (C10.4.4)

—Phan tach trén mang (C10.4.5)
—Quan 1y két ndi mang (C10.4.6)
—Quan 1y dinh tuyén mang (C10.4.7)
—Cac thu tuc dang nhap an toan
(C10.5.1)

—binh danh va xac thuc nguodi dung
(C10.5.2)

—Hé théng quan Iy mat khau
(C10.5.3)

—Sir dung cic tién ich hé théng
(C10.5.4)

—Thoi gian gidi han cta phién lam
viéc (C10.5.5)

—Gidi han thoi gian két ndi (C10.5.6)
—Han ché truy cap thong tin
(C10.6.1)

—Céch ly hé théng nhay cam
(C10.6.2)

—Tinh toan va truyén thong qua thiét
bi di dong (C10.7.1)
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—Phén tach cac chirc ning phat trién,
kiém thir va vin hanh (9.1.4)
—Quan 1y nang luc hé thdng (C9.3.1)
—Chép nhan hé théng (C9.3.2)
—Quan ly chéng lai ma doc hai
(Co.4.1)

—Kiém soat cac mi di dong (C9.4.2)
—Sao Iuu thong tin (C9.5)

—Kiém soat mang (C9.6.1)

—An toan cho cac dich vu mang
(C9.6.2)

—Thong diép dién tur (C9.8.4)

—Céc giao dich truc tuyén (C9.9.2)
—Thong tin cong khai (C9.9.3)
—Ghi nhat ky kiém soat (C9.10.1)
—Bao v¢ cac thong tin nhat ky
(C9.10.3)

—Nhat ky ctia nguoi diéu hanh va
nguoi quan tri (C9.10.4)

—Ghi nhat ky 16i (C9.10.5)

—Pdng bo thoi gian (C9.10.6)

—B4o c4o vé cac su kién an toan
thong tin (C12.1.1)

—R1t bai hoc kinh nghiém tir cac sy
cb an toan thong tin (C12.2.2)

RECEN
10. | pig | Thiét) winh |- Ben
ché | nghi¢p | ngoai
vu
| Qw , |
11 212 Thiet | trinh | Noi | —Cam két cua ban quan ly vé dam
' ché | nghiép| bd |bao an toan thong tin (5.1.1)
vu
L Qw
12. | 213 | Thi¢t] trinh
ché | nghiép
vu
.+, | Nguon A
13. | 221 | TS gpag | BED
ché ngoai

luc
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. | Nguén . —Phdi hop dam bao an toan thong tin
14 999 Thiét Ahan Noi | (C5.1.2)
' ché ltre bd | —Phan dinh trach nhiém dam bao an
‘ toan théng tin (C5.1.3)
A Xé.y
.z, | Nguon
15 | 223 | ThEEt| pay ) dune
ché tiém
luc
Iuc
6 | g3 | Thiét| “%5% | Ben | An toan cho thiét bj hoat dong bén
' che tﬁrig ngoal | ngoai tru sé cua to chirc (C8.2.5)
—Vanh dai an toan vat 1y (C8.1.1)
.« | Coso ~. | —Bdo v€ cac van phong, phong lam
17, | 232 | THEL] UL NGE L at dung (G813
che A bd : : ;.
tang i —Bao v¢ chong lai cac méi de doa tir
bén ngoai va tir moi truong (C8.1.4)
Thiét | ©95° (i(u’arll}:g , ,
18. 233 ché ha tidm —BO0 tri va bao vé thiét bi (C8.2.1)
tang lue
Quy | q
19 311 Quy | trinh Ber\1_ —Su tuan thu cac tiéu chuan va chinh
' che | nghi¢p | ngoai | sach an toan (C14.2.1)
vu
—Chinh sach sir dung cac bién phap
quan ly ma hoéa (C11.3.1)
—Cac thu tuc van hanh dugc ghi
Quy thanh van ban (C9.1.1) 7
Quy | trinh Noi —Qéc c_hinh sach va thu tuc trao doi
20. 312 ché | nghigp| b 5 thong tin (C9.1.1) q
v ' —Cac thoéa t}luén trao doi (C9.8.1)
' —Céc h¢ thong thong tin nghiép vu
(C9.8.5)
—Bao v¢ dit li¢u va sy riéng tu cua
thoéng tin ca nhan (C14.1.4)
—Xac dinh cac diéu luat hién dang ap
Quy | Xay | dungduogc (C14.1.1)
21 313 | Quy | tinh | dung | ~Quy dinh vé quan 1y ma hoa
' ché |nghiép | tiém | (C14.1.6)
vu luc | —Soat xét lai chinh sach an toan
thong tin (C4.1.2)
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Nguodn o
2. | a1 W | han | BN
ché ltre ngoal
—Cac vai tro va trach nhiém (C7.1.1)
‘ —Piéu khoan va diéu kién tuyén
Nguoén ~. | dung (C7.1.3)
23. | 322 (C?I‘jg nhan I\ggl —Trach nhiém két thac hop ddng
lye " 1 (C7.3.1)
—Chinh sach quan 1y truy cap
(C10.1)
A Xéy
Nguon
2., | 323 | QW | ppan | dwme
ché lre tiém
: luc
Co $6 A —C,a}C khu vuce truy cap tu do, phan
o5, 331 Quy ha Ber\1_ ph(A)lvVé chuyén hang (C8.1.6)
che tﬁﬁg ngoal | —Kiém tra su twong thich k¥ thuat
(C14.2.2)
—Lam viéc trong cac khu vuc an toan
(C8.1.5)
—Quan ly khoa (C11.3.2)
—Chinh sach man hinh sach va ban
Quy Co so N6i lam viéc sach (C10.3.2)
26. 332 hé ha bo —Chinh sach str dung cac dich vu
tang " | mang (C10.4.1)
—Quan Iy cac phuong tién c6 thé di
doi (C9.7.1)
—Van chuyén phuong tién vat Iy
(C9.8.3)
. | Xay | —Su dung hop Iy tai san (C6.1.3)
Co so \ A s
97 333 Quy ha d}{ng —Lam vi¢c tir xa (C10.7.2)
che tﬁﬁg tiém | —Tai liéu chinh sach an toan thong
luc | tin (C4.1.1)

Bang 3.1: Phén cum TCVN theo ITI-GAF
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3.2.2. Xay dung bé cau héi dinh gid
Bo cau hoi danh gia duoc xay dung trén két qua xay dung trén nguyén tac
bo cau hoi s& bao phu hét noi dung cua céc tiéu chi caa TCVN trong tirng nhom.

STT Cau hoi Yes | No

Viéc phan loai cac murec d0 ddi voi thong tin nghiép vu
1 | dé dam bao an toan thong tin trong nodi bd co quan da
dugc quy dinh hay chua (C6.2.1)?

Da dua ra cac yéu cau vé an toan doi voi ting thanh

phan cu thé trong hé thdng thong tin hay chua (C11.1)?

C6 hay khong céc thil tuc ra soat tinh diung dan cua
3 | thdng tin trong cac hoat dong trao d6i théng tin
(C11.2)?

C6 hay khong cac thil tuc kiém soét va danh gia sy thay
4 | dbi trong cac thanh phan va toan bd hé théng thong tin
(C9.1.2)?

C6 hay khong viéc thiét 1ap cac thi tuc va phan cong
5 | trach nhiém nham dam bao xir Iy sy ¢d vé an toan
thong tin (C12.2.1)?

C6 hay khong viéc dua cac yéu ciu vé an toan thong tin
vao trong quy trinh quan 1y hé théng thong tin nham
dam bao kha nang lam viéc lién tuc ctia hé théng
(C13.1.1)?

Co hay khong cac thu tuc ngan ngtra va giam sat kha
7 | ndng st dung cac phuong tién thong tin khong dung
muc dich (C14.1.5)?

C6 hay khong cac yéu cau va thoa thuan vé so hiru

8 | thong tin va cac phuong tién xir Iy thong tin nhim dam

bao an toan thong tin trong hé théng (C5.1)?

Bang 3.2: B4 cau hdi vdi trong sé ITI 12 112
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3.3. Panh gia két qua dat dwoc va hwéng phat trién trong twong lai
3.3.1. Két qua dat dwoc

- Bé xuat duoc khung kién triic bao dam an toan thong tin cho céc to chuc,
doanh nghiép dua trén cach tiép can cta khung kién trac ITI-GAF két hop véi
céc tiéu chuan vé bao dam an ninh, an toan thong tin. Pay l1a khung kién trac
c6 tinh linh hoat cao, dé st dung co thé ap dung cho moi cép do cua to chuc,
doanh nghiép, 13 co so xay dung khung kién trac dam bao an ninh khong giang

mang cho cic quéc gia dang phat trién.

- Phan cum duge tiéu chuan TCVN ISO/IEC 27002:2011 4nh xa sang mo
hinh ITI-GAF, day 1a cong viéc tén rat nhiéu cong strc bang viéc nghién ctru, phan
tich 134 tiéu chi cia TCVN dé dua vao md hinh ITI-GAF.

- Budc dau dua ra bo cau hoi vai hon 100 cau hoi tich hop vao cong cu danh
gia 1am co so dé khao sat, danh gia thyc trang cong tac bao dam an toan thong tin
cho céc t6 chirc, doanh nghiép ciing nhu 1 cin cir dé trién khai cac giai phap khac
nham nang cao ning lyc bio dam an toan thong tin cho céc to chirc, doanh nghiép.

3.3.2. Hwéng phdt trién trong twong lai

Trong twong khung kién tric bio dam an toan thong tin cho to chirc, doanh
nghiép can phai két hop véi nhiéu tiéu chuan an ninh, an toan thdng tin khéac bén
canh TCVN ISO/IEC 27002:2011 nhu tiéu chuan ISO 272001, céc Tiéu chuan
ctia COBIT, NIST... nham dua ra mot khung kién trac toan dién hon.
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KET LUAN

Ngay nay, nguy co mat an ninh, an toan thong tin ngdy cang gia ting manh
m&, phirc tap va anh huong nhiéu dén hoat dong cua céc t6 chirc, doanh nghiép.
O cac nudc dang phat trién, cting v6i su cia cac doanh nghiép hoat dong trén moi
truong mang dan dén céac rui ro c6 thé xay ra 1 rt nghiém trong. Do d6, can thiét
dé c6 mot phuong phap xay dung chinh sich dam bao an toan thong tin mot cach
toan dién, d& hiéu va dé& thuc hién cho cac t6 chirc, doanh nghi¢p. Khung kién trac
bao dam an toan thong tin 1a mot hudéng dan cho cac bién phap, chinh sich dam
bao an toan thong tin.

Khung kién trac bao dam an toan thong tin dua trén ITI-GAF 14 giai phap dé
thie hién dé dé dap tng nhitng yéu cau trén. Mot mit, nd thira hudng tit ca cic
tinh nang tdt ctia cach tiép can kién tric doanh nghiép. Mat khac, n6 da dugc don
gian hoa dé phu hop voi co sd ha ting va niang luc trong cac t6 chirc, doanh nghiép.
Cac mod hinh danh gid c6 thé gitp cac to chirc, doanh nghiép dé xac dinh cac
nhirng viéc can thyc hién. Dua vao d6, n6 cho phép cac td chire, doanh nghi¢p dé
xay dung ké hoach hanh dong dai han ngan han va va giam sat, danh gié lai va
diéu chinh cac muc tiéu sau mdi giai doan phat trién. Pay 1a diéu kién tién quyét
dé xay dung mot hé théng toan dién dam bao an toan thdng tin.
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toan thong tin cho cac té chirc doanh nghiép tai Viét Nam

Nganh: Cong nghé Thong tin

Chuyén nganh: Quén Iy hé thong thong tin Ma sb:

Sau khi nghe hgc vién trinh bay tém t4t luan van Thac s, cdc phan bién doc nhan xét, hoc vién tra
11 céc cAu hoi, Hoi ddng da hop, trao dbi y kién va thdng nhat két luan:
1..Vé tinh cdp thiét, tinh thoi 5, ¥ nghia Iy ludn va thyc tién cia dé tai ludn vin:

YN ¢ o —~ (G S ..

........... Q&,\mww,f&%»s‘@mwy‘}xg\a@&g\awﬁemth@m

2..V& b cuc, phuong phé£ nghién ciru, tai li¢u tham khio, ... cia ludn vin:

e PEL A u@mmaﬂp,@e 7y oo ———r
¢ N W.S. .’@w@#}?@aft ................... g

..........................................................................................................................................................................................
..........................................................................................................................................................................................

3..VE két qua nghién ctru: A _ . N . ) .
/(M%,@\ww ..... M(%%MJ‘?}/@\L'@/@{}@)C/@AM
. G e A . A IO AU i i TR PR e

~
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4. Han ché cia ludn v‘iin (néu co). ) 3 e

o QB B, A NI TSR 5 SR L (7Y
..... e ling il CAL AT UL ... M, rsn RS fpb il.
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G et g A :::

Luén van dat’Zz..?’.TlO diém. Quyét nghi nay dugc § / ( thanh vién ciia Hoi ddng nhét tri thong qua.

THU KY HQI PONG CHU TICH HOI PONG o
% e
— T K’ ~
IRV PV P TS Wyrghor 1 yoc froce

XAC NHAN CUA CO SO PAO TAO
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CONG HOA XA HQI CHU NGHiA VIET NAM
Voc lap - Tu do - Hanh phic

BAN NHAN XET PHAN BIEN LUAN VAN THAC Si

Ho va tén can bd phan bién: Tran Trong Hiéu

Hoc ham, hoc vi: TS.

Chuyén nganh: Cong nghé¢ thong tin

Co quan cong tac: Khoa CNTT, Truong DH Coéng nghé, PHQGHN

Ho va tén hoc vién cao hoc: Nguyén Thanh Tuyén

Tén dé tai luan vin: Ap dung Enterprise Architecture xay dung khung kién thuc trac
bao dam an toan thong tin cho cac to chirc doanh nghiép tai Viét Nam

Chuyén nganh: Quan ly Hé thong thong tin Ma sb:

Y KIEN NHAN XET

- Viéc dam bao an toan thong tin cho céc t6 chire, doanh nghiép tai Viét Nam la van
dé cap thiét hién nay nhat 1a sau khi cac trang web cta cua chinh phu bi tan cong
va cac vu bi rat trom tién tir cac hé thong ngan hang. Xay dung cac chinh sach va
cac kién trac 1am chudn chung cho su phat trién ciia cac hé thong thong tin la van
dé cip bach hién nay.

- Luan van da tap trung nghién ctru (mg dung enterprise architecture nhiam xay dung
cac hé thong thong tin an toan. Dy la dé tai nghién ciru ¢6 tinh thuc tién cao.

- Ludn van da dé xuat khung kién truc dam bao an toan thong dya trén mo hinh 1TI-
GAF. Tuy nhién néi dung moi dirng lai & mirc mo ta ma chua ¢6 cdc phan tich va
ludn giai ddy du, chi tiét vé cac thanh phan cua khung kién tric nay.

- Vé hinh thac, khoa luan da duogc trinh bay mdt céach rd rang, bd cuc chat ché theo
Jdang van phong khoa hoc.

Tém lai, lun van déap (mg cac yéu cau vé ndi dung va hinh thirc ctia mot ludn van thac

si Cong ngh¢ thong tin. Dé nghi cho hoc vién duogc bao vé trude Hoi df’)ng.

Hea Noi, ngay 22 thang 11 nam 2016

XAC NHAN CUA CO QUAN CONG TAC CAN BQ PHAN BIEN

Trin Trong Hiéu
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CONG HOA XA HQI CHU NGHIA VIET NAM
Poc lap - Tu do - Hanh phiic

BAN NHAN XET PHAN BIEN LUAN VAN THAC SI

Ho va tén can b phan bién: Nguyén Hiéu Minh
Hoc ham, hoc vi: PGS.TS
Chuyén nganh: Truyén thong va Mang may tinh

Co quan cong tac: Hoc vién Ky thuat Mat ma

Ho va tén hoc vién cao hoc: Nguyén Thanh Tuyén

Tén dé tai luan vin: Ap dung Enterprise Architecture xdy dung Khung kién triic bao
dam an toan thong tin cho céc t6 chirc, doanh nghiép tai Vi¢t Nam.

Chuyén nganh: H¢ thong thong tin Ma s: 13025106

Y KIEN NHAN XET

Viéc ing dung CNTT vao moi mat cua doi song xa hdi va cac t6 chirc doanh
nghi€p la nhu cau khong thé thiéu. Tuy nhién viéc xdy dung céac hé thong thong
tin con ¢ rat nhiéu van dé vi con thiéu hodc chua 4p dung ding mét kién triic
téng thé. Do do cac hé thong xay dung xong thuong hoat dong khong hi¢u qua.
Mot trong cac van dé dam bao trién khai kién tric tong thé 1a bai toan dam bao
an toan thong tin. Vi thé viéc xdy dung khung kién tric dam bao an toan théng
tin cho céc t6 chirc doanh nghiép tai Viét Nam luén mang tinh thoi su va cép
thiét.

Luan vin bao gom: Mo dau; Chuong 1: Téng quan vé kién tric tong thé;
Chuong 2: Co s& ly luan vé an toan thong tin, hé thdng quan ly an toan thong
tin; Chuong 3: Xay dung khung kién triic dam bao an toan thong tin cho cac to
chirc doanh nghiép; Két luan.

Luan van tap trung vao giai quyét mot s6 ndi dung sau:

- Tdng quan vé kién tric tong thé, khung kién triic tong thé va mot s6 khung kién
triic (khung kién tric ZACHMAN, TOGAF, ITI-GAF).

- Nghién ciru vé co s ly luan an toan thong tin, hé théng quan Iy an toan théng
tin (tiéu chuan TCVN ISO/IEC 27002:2011).

- Xay dung khuung kién tric dam bao an toan thong tin cho cac doanh nghiép: dé
xudt cac mo hinh (don gian, trung gian, nang cao); khung kién truc bao dam an
toan thong tin; danh gia két qua dat dugc.
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Luén van khong trung 1ap cua dé tai nghién ctru so véi cac cong trinh khoa hoc,
ludn vin da cong bo & trong va ngoai nudc.

Két céu luan van tuong dbi hop ly.

Dam bao sy phu hop gitra tén dé tai voi ndi dung nghién ciru ciing nhu véi chuyén
nganh va ma s6 dao tao.

Vf“: co ban hoc vién da giai quyét dwoc muc tiéu di dé ra, bao gém cac tim hiéu ly
thuy¢t va xdy dung chuong trinh thir nghiém.

Hoc vién da thé hién dugc sy hiéu biét va nim duogc van dé cn giai quyét.

Cac két qua nghién ctru dam bao do tin cdy.

Tuy nhién, luan van con c6 mot sb nhuge diém sau:

- Dé xuit khung kién tric dugc mo ta chua thuc su rd rang.

- Chua théy duoc ban chit va su phu hop véi cac td chirc doanh nghiép tai Viét

Nam.

Vi cac két qua da dat duge, dong y cho hoc vién duge bao vé trude hoi d(“)ng cham
luan van dé nhan hoc vi Thac si.

Ha Ngi, ngay 24 thang 11 nadm 2016
XAC NHAN CUA CO QUAN CONG TAC CAN BO PHAN BIEN

PHO GIAM POC
Nguyén Hong Quang PGS.TS Nguyén Hiéu Minh.



