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MO PAU

Ngay nay mang khong day tén tai trong rat nhiéu ung dung. Puoc biét téi
véi su tién loi khi st dung va mang tinh thAm mi cao khi khong can day dan,
mang khéng day c6 mat trong cac linh vuc nhu giai tri, giao duc, phuong tién
giao thong va dic biét mang khong diy dap tmg duoc nhitng yéu cau khit khe
trong quan su.

Véi viéc khong can day dan dé truyén tai tin hiéu, mang khéng day st
dung séng radio 1am mai trudng truyén dan, cac node trong mang c6 thé tu do di
chuyén. Hon thé nira cac node mang cé thé vira dong vai tro 1a thiét bi dau cudi
lai vira c6 thé 1a node trung gian truyén tai tin hiéu nhu router.

Trong khudn kho cia luan van nay, tac gia tap trung nghién ciu vé mang
tly bién di dong - moét mé hinh mang khéng day ma cac node mang ¢ dic tinh
di chuyén lién tuc, nang lugng cho céac node 1a han ché va do ban chét truyén tin
qua song radio nén rat dé bi tan céng lam sai léch goi tin hoic tham chi pha
hong toan bo cau hinh mang.

Trong bai toan duoc dat ra 1a sy tin cdng cua cac node doc hai da bi
nhiém ma doc lam cho giao thirc dinh tuyén caa cac node nay bi thay d6i dan téi
goi tin khi truyén tsi node bi nhidm ma doc sé& bi hay bo thay vi chuyén tiép téi
node dich.

Muc tiéu chinh cta luan van 1a nghién ciu cac hinh thic tin cdng trong
mang MANET dic biét 1a hinh thre tin c6ng kiéu blackhole vao giao thirc dinh
tuyén AODV, tir d6 tién hanh cai dat danh gia hiéu nang theo cac tham sb nhu ti
1& chuyén goi tin dir liéu thanh cong, do tré trung binh. Phan tich danh gia hiéu
nang mot sd giao thic dinh tuyén mé rong nhu idsAODV, phr-aodv. Tir nhitng
phan tich d6 dua ra cac y tuwdng, giai phap phong, dé xuat cai tién giao thuc
AODV dé chéng tan cong blackhole.

Luan van nay dugc trinh bay trong 3 chuong nhu sau:

Chuong 1: Téng quan vé mang khong day, gidi thiéu mot cach tong quan
vé mang khdng day va mang tiy bién di dong, cac van dé quan trong phai giai
quyét trong mang tly bién di dong

Chuong 2: Tan cong kiéu 16 den (blackhole) trong giao thirc AODV,
phan tich vé 16 héng bao mat cac hinh thirc tin cong trong mang tly bién di
dong , phéan tich céac giao thirc dugc mo rong tir cach thie co ban trong mang
MANET dé chéng tan cong blackhole, tir d6 dua ra ¥ tuong cai tién giao thic
AODV.



2

Chuong 3: Panh gia bang md phong cac dé xuat chdng tan cong 16 den
trong giao thuc AODV. Tur cac phan tich ¢ chuong 2, chuong 3 mo6 phong lai
cac y tuong va giai thuat cai tién giao thicc AODV nham chdng lai tin cong
blackhole. D& xuét cai tién giao thic AODV nham nang cao ti 1& chuyén goi tin
thanh cong.
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CHUONG 1. MANG TUY BIEN DI PONG VA VAN PE BAO MAT
1.1. Mang khdng day
1.1.1. Giéi thiéu mang khéng day

Mang khéng day (wireless network) la mang dién thoai hoac mang may

tinh st dung séng radio 1am séng truyén dan.[1]
Mang khdng day c6 tinh linh hoat cao, hd tro céc thiét bi di dong nén khdng bi
rang budc ¢é dinh vé phan bé dia 1i nhu trong mang hitu tuyén (cd day). Trong
quéa trinh hoat dong, hé thng mang c6 thé dé dang bd sung hoic thay thé cac
thiét bi tham gia mang ma khdng can cau hinh lai toan bé kién tric mang. Mang
khong day cho phép trién khai ma khong can doi hoi nhiéu vé co sé ha tang,
khong bt budc phai cé cac thiét bi dong vai trd trung tam diéu khién va khéng
phu thudc vao diéu kién dia Ii.

Bén canh nhiing thuan loi trong qua trinh trién khai, mang khdng day
cling boc 16 mot s6 diém yéu nhu co ché dinh tuyén trong mang khéng day kha
phtrc tap, kha niang gay nhidu va mat goi tin trong qué trinh truyén dit liéu cao.
Hon thé nita van dé bao mat thong tin trén mang khong day da va dang dat nhiéu
thach thac cho viéc nghién ciu va thtr nghiém trén cac md hinh mang nham
nang cao hiéu qua va chat luong cua hé thong mang. C6 thé noi, nghién cau va
cai tién mang khdng day 1a yéu cau cap thiét va co tinh thuc té cao.

1.1.2. Phan loai mang khong day

Mang khong day c6 thé trién khai trong nhiéu dang khu vuc dia Ii khéc
nhau két hop véi cong nghé ha tang cho pht hop. Phan loai mang khéng day c6
thé dua trén 2 tiéu chi do la:

1. Theo qui mé trién khai mang.
2. Theo sy di dong cua céc thiét bi di dong trong mang.

1.1.2.1. Phan loai theo qui md trién khai mang
= WPAN(Wireless Personal Area Network) : Mgng khdng day ca nhan

La mot cong nghé mang cho phép cac thiét bi giao tiép voi nhau bang song
radio qua bang tan ISM (In, Scientific and Medical) 2.4 GHz [2]. WPAN con
duoc goi la Bluetooth, dugc SIG chinh thac gi6i thiéu phién ban 1.0 cua
Bluetooth vao thang 7 ndm 1999. Cac thiét bj co thé két ndi voi nhau voi khoang
cach t6i da 1a 10m, hd tro t da 8 két ndi dong thoi. Bing thong tbi da 1a 1Mbps
chia sé cho cac két néi. Nhuoc diém khoang cach lién lac nho, bang théng thap.
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Hinh 1. 1 Mgng WPAN

» WLAN(Wireless Lan Area Network): Mang Lan khong day

Cac thiét bi trong mang c6 kha nang két ndi rong hon véi nhiéu ving pha
song khac nhau, pham vi di chuyén tir 100m t&i 500m, téc do truyen dir liéu toi
da 54Mbps. Uu diém caa mang WLAN 14 dé cdu hinh va cai dat, tiét kiém chi
phi mé rong mang. Nhuoc diém 14 téc d6 cham hon mang LAN va dé bi nhiéu.

WLAN
Wireless Local Area Network
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Hinh 1. 2 WLAN

= WWAN(Wireless Wide Area Network)
Mang khéng day trién khai trén qui mé rong. St dung bing tan da duoc ding
ki truéc sir dung cac chuan ma GMS, CDMA. Pham vi hoat dong hang trim km,
téc do truyén tir 5Kbps téi 20Kbps. Uu diém 1a dé ma rong hé théng mang, cac
thiét bi di chuyén trong pham vi rong nhung nhuoc diém 1a dé bi anh huong cua
tac dong méi truong, khéng an toan, chat lugng mang chua cao, chi phi lap dat
Ion.
Backup WWAN Connection

i

Retall Store
fam
- ] 4 n b ‘b D
G e 3G & R
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X
=

ki

=1 Corporate
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Hinh 1. 3 WWAN

1.1.2.2. Phan loai theo sw di dong cia c4c thiét bi di dong trong mang
= Mang khong day cé dinh (Fixed wireless network)
Cac bo dinh tuyén va node mang sir dung cac kénh khong day dé két néi voi
nhau chang han str dung anten dé két néi.
= Mang khdng day vdi cdc diém truy cdp cé dinh (Wireless network with
fixed access point)
Céac diém cb dinh dong vai tro nhu mot thiét bi dinh tuyén cho cac node
mang khac.

= Mang tay bién (MANET — Mobile Ad hoc Network)

Trong md hinh ndy c4c node mang l1a ngang hang, khdng yéu cau cé cac thiét
bi trung tam, st dung thuan tién cho cac ving khong thé xay dung ha tang
mang.



Destination

Hinh 1. 4 MANET
1.1.3. M6 hinh mang khong day

1.1.3.1. M6 hinh mang déc lap (IBSS)

Cac tram két ndi truc tiép ngang hang vai nhau nén khong can théng qua ha
tang mang nao.

B , 5
1 >< 1
8 e

—

Hinh 1. 5 IBSS



1.1.3.2. M6 hinh mang co sé (BSS)

Doi hoi phai ¢ mot thiét bi dic biét lam trung tam (AP) dé lién lac cho moi
thiét bi trong cuing mot dich vu co ban, cac thiét bi khong lién lac truc tiép voi
nhau, AP trong mang c6 thé két néi véi mang co day.

Basic Service Set (BSS)

A single access point and its roaming nodes

AcoeS®

ol ~ode

node P

The Access Point hears Nodes A and B,
but nodes A and B cannot hear each other

Hinh 1. 6 BSS

1.1.3.3. M6 hinh mang mé réng (ESS) ghép ndi cac BSS thanh mang Ién
dwoc goi la ESS

Yéu cau thiét bi str dung mang khdng day.
Diém truy cap (AP — Access Point).

AP 12 thiét bi pho bién nhat trong hé théng mang khdng day, cung cap cho
cac may khach mot diém truy cap vao mang. AP 1a mot thiét bi song cong Full
duplex c6 mirc do théng minh tuong duong véi mot chuyén mach phuc tap —
Switch.

AP c6 thé giao tiép voi cac may khong day, cac mang c6 day truyén théng
va cac AP khéc. Trong timg co ché giao tiép cu thé, AP s& hoat dong dudi cac
ché do khac nhau. C6 3 ché d6 hoat dong chinh cua AP 1a: Root mode, Repeter
mode va Bridge mode.



ESS - Extended Service Set
The same Wi-Fi network name (SSID), security and other settings
In multiple Access Points
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Hinh 1. 7 ESS

> Ché d¢ Root mode

Puoc sir dung khi AP két ndi véi mang backbone ¢ day thong qua giao dién
c6 day, thuong 1a mang Ethernet. Hau hét cac AP s& hd tro cac mode khéc
ngoai root mode. Tuy nhién root mode 1a cdu hinh mic dinh, khi mot AP
dugc két ndi véi cing mot hé théng phan phdi cé day théng qua cong
Ethernet cia nd thi s& dugc cau hinh dé hoat dong trong root mode. Khi &
trong root mode , cac AP duogc két ndi véi cuing mot hé thdng phan phdi co
day c6 thé ndi chuyén duoc véi nhau thong qua phan doan co day. Céc client
khong day c6 thé giao tiép vai cac client khac nam trong nhiing cell (ving
phti s6ng caa AP) khac nhau thong qua AP twong ang ma ching két néi vao,
sau d6 cac AP nay sé& giao tiép véi nhau thong qua phan doan c6 day.

» Ché dp cdu néi (Bridge Mode)
Trong ché do nay, AP hoat dong hoan toan gidéng mot cau néi khéng day. Chi
mot s6 it cac AP trén thi trudng c6 chiic ning nay do gia thanh cao.

> Ché d gp (repeater mode)
AP c6 kha ning cung cap mot duong két ndi khong day vao mang co day
thay vi mot két ndi c6 day binh thuong, & ché d6 ndy mot AP hoat dong nhu
mot AP va AP con lai hoat dong nhu mot Repeater khong day.



1.1.4. Pic diém mang khong day

= Cung cép tit ca cac tinh niang cua cdng nghé mang LAN ma khdng bi gidi
han boi két n6i vat 1i, tao ra su thuan loi trong viéc truyén tai dix liéu giira cac
thiét bi trong hé théng mang.

= Tiét kiém chi phi trong trién khai mang, phi thiét ké day dan, bao dudng. Tiét
kiém thoi gian trién khai, cd kha ning mé rong va linh dong khi trién khai hé
théng mang.

= Vian dé bao mat trong mang khong day 1a méi quan tdm hang dau. Trong
mang c¢b dinh truyén thdng tin hiéu truyén duoc truyén qua day dan nén co
tinh bao mat cao hon. Trong mang khong day, viéc tham nhap vao hé thong
mang s& tré nén dé dang do mang ndy st dung song vo tuyén truyén trong
khong khi nén co thé dugc bat bai bat ki thiét bi nhan nao nam trong pham vi
cho phép.

= Mang khong day khdng cé ranh gidi rd rang nén cling khé quan Ii.

1.2. Mang tuy bién di dong — MANET

1.2.1. Giéi thiéu mang tdy bién di dong

Mang dac biét di ddng MANET (Mobile Ad hoc NETwork) duoc hinh
thanh boi cac nat di dong cd trang bi cac giao tiép mang khdng day can thiét lap
truyén thong khong can téi su hién dién caa cac co so ha ting mang va cac quan
tri trung tdm. Muc dich caa lam viéc mang MANET la mo rong su di dong sang
mién tu tri, di dong, khong day. Céc ndt trong mang chay cac tng dung va cé
thé chuyén tiép cac gdi tin cho cac nat khac. Kha niang vé 1am viéc cia mang
MANET bat ngudn tir 1968 khi cac mang ALOHA dugc thuc hién. Muc tiéu cua
mang nay 1a két ndi cac co so gido duc ¢ Hawaii. Mic du cac tram lam viéc 1a
cd dinh, giao thic ALOHA da thuc hién viéc quan Iy truy cap kénh truyén duéi
dang phan tan, do d6 di cung cp co s¢ cho su phat trién vé sau cua cac luoc do
truy cap kénh phén tan cho phép hoat dong ciia mang AD HOC.[2]

Khai nguon tir cac mang ALOHA, va nhiing phét trién ban dau caa mang
¢ dinh chuyén mach goi, té chitc DARPA d4 bt dau 1am viéc trén cac mang vo
tuyén goi tin PRnet (Packet Radio network) vao nim 1973. Pay 1a mang v
tuyén goi tin da chang dau tién. Trong ngit canh nay, da ching c6 nghia 13 cac
nGt hop tac dé chuyén tiép truyén théng cho cac nit & xa nam ngoai dai truyén
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théng ctia mot nat khac. PRnet da cung cép co ché cho viéc quan Iy hoat dong
trén co s tap trung cling nhu phan tan. Nguoi ta ciing bit dau nhan thay nhiéu
loi diém cua viéc 1am viée da ching so véi don ching. Trién khai da ching tao
diéu kién thuan loi cho viéc dung lai cac tai nguyén kénh truyén vé ca khdng
gian va thoi gian va lam giam ning luong phat can thiét. Trong khi d6, lam viéc
don ching chi chia sé cac tai nguyén kénh vé thoi gian va yéu cau ning luong
cao hon dé c6 thé giao tiép duoc véi cac nlt & xa. Trong ca hai trudng hop, ngit
canh mang [a hoan toan gidng nhau vé su phan b cua ndt, cdc ngudn phat va
cac dich. Trong truong hop da ching, cac géi tin duoc dinh tuyén thong qua
nhiéu diém chuyén phat. Tuy nhién, trong mang don ching, goi tin dugc gui
truc tiép tir nguon téi dich [2][3].

Mic di nhiéu mang v tuyén géi tin da duoc phét trién sau do, cac hé
théng khdng day nay vin chua bao gio xuat hién véi nguoi ding. Khi chuan
IEEE 802.11, mot chuan cho mang cuc bd khong day dugc phat trién, vién IEEE
da thay thé khai niém mang vo tuyén goi tin thanh mang AD HOC. C4c mang
vO tuyén goi tin do d6 thuong gan voi cac mang da chang rong 16n trong quén
su . Vi viéc dua ra mot ten méi cho mang vo tuyén goi tin da chang, IEEE hi
vong sé& cho thay nhitng ngir canh trién khai hoan toan méi cua loai mang
nay.[3]

Mét sé cac cong nghé khong day hién tai hd tro 1am viéc mang MANET
1a Bluetooth va IEEE 802.11. Trong d6, IEEE 802.11 la chuan cuc bo khong day
c6 co s& ha tang duoc bd sung chic ning hd tro 1am viéc mang MANET. Mang
IEEE 802.11b 1am viéc & dai bang tin 2.4GHz véi the do dit liéu 11Mbps va
hién tai da dat toi 20 Mbps. Chuan IEEE 802.11a tiép theo hoat dong & dai bing
tan 5GHz va toc d6 dit liéu dat téi 54Mbps. Trong khi d6, Bluetooth 1a kién trdc
lam viéc mang MANET khdng day dai sng ngan cho cac mang ca nhan WPAN
(Wireless Personal Area Network). Mang lam viéc ndy nham muc dich két ndi
cac thiét bi ca nhan di dong nhu cac may tinh laptop, PDA, céc thiét bi ngoai vi,
dién thoai cam tay, cac may quay ky thuat sb, cac headset, va cac thiét b dién tor
khac. Dién hoat dong ctia mang do vay rat nho thuong dudi 10m xung quanh cé
nhan thuong duoc goi 1a khong gian hoat dong ca nhan POS-Personal Operating
Space.[4]

1.2.2. Ung dung mang MANET

Cac rng dung dau tién cta mang vo tuyén gdi tin MANET 1 ¢ trong quan
su. Hoat dong phi tap trung cua mang chinh 1a nhu cau can thiét d6i véi hoat
d6ng quan su. Ngay nay, cac thiét bj tinh toan khong day, di dong van & muic gia
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kh& cao. Tuy nhién, kha ning cua cac may tinh di dong sé& tang 1én, va nhu cau
vé 1am viéc mang khdng gisi han do vay ciing s& tang. Cac mang MANET ¢
thé duoc ding trong cac tinh hudng khi khong ¢6 co sé ha tang ¢é dinh hoic té
bao ton tai. Mang MANET c6 thé duogc trién khai trong truy ciap cong cong
khdng day & céc khu vuc thanh phd, truong hoc gitp thuc hién nhanh cac truyén
théng va mo rong dién hoat dong. Cac diém truy cap co thé dung nhu cac tram
tiép séng cb dinh thuc hién viéc dinh tuyén giira ching va gitta cac nat ngudi
ding. Mot s diém truy cap c6 thé dung nhu gateway cho phép nguoi ding két
ndi téi mang xuwong séng ¢ dinh.

O muc cyuc b, mang MANET lién két cac notebook hodc cac may tinh
laptop dé phan phat va chia sé thong tin gitta nhitng nguoi tham gia trong mot
hoi nghi hay 16p hoc. Mang MANET ciing thich hop cho cac ung dung trong
Mang gia dinh.

Trong d6, cac thiét bi co thé truyén thong tryc tiép voi nhau dé trao doi
thong tin dit liéu nhuw 4m thanh, hinh anh, bao thirc, va cac cap nhat ciu hinh.
Mang MANET con dugc biét dén nhu mang cam tng (sensor network) trong
cac ung dung vé kiém soat méi trudng. Cac mang nay cé thé duoc dung dé du
bao nhitng & nhiém vé nguén nuéc hoic nhitng canh bao sém vé 1i lut hoac
s6ng than. Cac mang MANET dai séng ngan 1am don gian héa truyén thdng
giira c4c thiét bi di dong khac nhau nhu dién thoai té bao va PDA bang viéc hinh
thanh cac mang WPAN va loai bo su két néi boi cac cap. Mang c6 thé giup chia
sé kha nang truy cap Internet va cac tai nguyén trong mang nhu may in gitra Cac
thiét bi. Kha ning nay giup mé rong tinh di dong caa nguoi ding.

Véi sy hop tac cling truyén théng vé tinh, cong nghé MANET c¢6 thé cung
cap phuong phép linh dong cho viéc thiét 1ap cac truyén thdng trong cac hoat
dong cau hd, chira chay, an toan, cac ngit canh yéu cau su truyén thong duoc
trién khai nhanh. Ngoai ra, nhiéu ngit canh s dung mang MANET c6 thé phong
pht hon khi cac mang nay duoc trién khai mot cach mé rong.
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Hinh 1. 9 Ung dung MANET trong dan sw
1.2.3. Cac diic diém mang MANET

Trong mang MANET, cac nut 1a di dong va duogc trang bi cac bo phét va
nhan khong day st dung cac loai ang ten khac nhau. Tai mot thoi diém, phu
thudc vao vi tri cua nat va dang bao phu caa bo nhan va phét tin hiéu, mac nang
lugng phét va cac mic giao thoa ciing kénh, két néi khéng day giira cac nit co
dang ngiu nhién, d6 thi da chang. Cau hinh nay thay di theo thoi gian do cac
nGt di chuyén hodc diéu chinh cac tham sb phat va nhan séng. [2][3]
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Cau hinh mang déng: Do sy di chuyén caa cac ndt, mang thong thuong 1a da
ching, cd thé thay d6i mot cach ngau nhién va nhanh chéng tai bat ky thoi diém
nao va co thé chtra cac lién két hai chiéu ciing nhu mét chiéu. [2]

Bang théng han ché, kha nang cua céc lién két c6 thé bién doi: céac lién két
khong day c6 bang thong thap hon dang ké so véi cac duong truyén cap. Thém
vao d6, thong luong cua céc truyén thdong khdng day do céc anh huéng cua da
truy cap, su suy giam, nhidu, va cac diéu kién giao thoa thudng nho hon toc do
truyén 16n nhat cua séng vo tuyén.

Cdc nit ¢6 nang hrong thap: Mot s6 hoic tat ca cac nat trong mang MANET
dung pin dé cung cap nang lugng hoat dong cho cac thanh phan trong thiét bi.
Do vay, cac nit trong mang MANET han ché vé kha nang tinh toan cua CPU,
kich thudc bo nhd, kha nang xir ly tin hiéu, va mic nang luong phéat va nhan
song

Bao mdt vat Iy gidi han: Do viéc truyén qua khong khi, cac mang khong day
tiém an nhiéu nguy co bao mat hon cac mang cap. Nhiéu kha nang tan cong bao
mat nhu nghe trdm, gia mao, va tir chéi dich vu (DoS) c6 thé xay ra. Cac ky
thuat bao mat can dugc trién khai trén nhiéu tang giao thuac dé 1am giam céc
nguy co bao mat.

1.3. C4c van dé quan trong phai nghién cwu, giai quyét doi véi mang
MANET

1.3.1. Van d@é dinh tuyén trong mang MANET

Pinh tuyén mang la viéc tim duong di tir nguon t6i dich qua hé théng
mang. Giao thirc dinh tuyén c6 chirc ning chinh 1a lya chon dudng cho céc cap
ngudn -dich va phan phat goi tin toi dich chinh xac. Truyén théng trong mang
MANET duya trén cac dudng di da ching, do vay dinh tuyén céc goi tin 1a hoat
dong quan trong. Khéc véi cac mang ¢ dinh cé cau hinh it thay d6i hoac gan
nhu khong thay d6i, cac van dé vé khong day va tinh chat dong cia mang AD
HOC khién cho cac giao thirc dinh tuyén duoc thiét ké cho cac mang cb dinh
khéng thé ap dung hoic gan nhu that bai trong mang AD HOC. Viéc thiét ké
mot giao thac dinh tuyén lam viéc hiéu qua trong mang AD HOC la mot bai
toan kho.

Do d6, thiét ké cua céc giao thirc dinh tuyén trong mang AD HOC thudng xem
Xét mot s6 cac yéu té sau day:
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Hoat dong phan tan

Cach tiép can tap trung s& that bai do s& tén rat nhiéu thoi gian dé tap hop
mét trang thai hién tai va phat tan lai n. Trong thoi gian d6, cau hinh c6 thé
d3 co cac thay ddi khac.

Khéng c6 lgp dinh tuyén

Hién tuong xay ra khi mot phan nho cac goi tin quay vong trong mang trong
mot khoang thoi gian nao d6. Mot giai phap co thé 1a s dung gia trj thoi gian
qua han.

Tinh todn dwong dua trén yéu cau

Thay thé viéc duy tri dinh tuyén téi tat ca cac ndt tai tat ca cac thoi diém
bang viéc thich wng véi dang truyén thdong. Muc dich 1a tan dung hiéu qua
ning luong va bing thong, mic du do tré ting 1én do sy phat hién duong.
Tinh toan dwong truoc

Khi do tré co vai tro quan trong, va biang thong, cac tai nguyén ning luong
cho phép, viéc tinh toan duong trudc s& giam do tré phan phat.

Bdo mat

Giao thire dinh tuyén mang AD HOC c6 kha ning bj tan cong d& dang & mot
s6 dang nhu xAm nhap truyén thong, phét lai, thay doi cac tiéu dé goi tin,
diéu hudng cac thong diép dinh tuyén. Do vay, can co cic phuong phap bao
mat thich hop dé ngan chin viéc stra d6i hoat déng cua giao thuc.

Hoar dong nghi

Giao thtrc dinh tuyén can cung cap yéu cau bao ton ning lugng cua cac nut
khi c6 thé.

Hé tro lién két don hwong:

Hd tro truong hop khi cac lién két don hudng ton tai trong mang AD HOC.

1.3.2. Van dé bao mat trong mang MANET

Mang Manet c6 dic diém nhu gii han vé bang thong, nang lwong, ciu

trdc mang dong, ti 18 13i truyén tin cao, cac node trong mang tu do di chuyén,
c4c node vira dong vai trd nhu router tim va duy tri dudng duong khi két hop
véi cac node khac trong mang.

Bai vay, giao thtre dinh tuyén trong mang c6 day khéng thé sir dung duoc trong
mang MANET, nhiéu giao thirc duoc thiét ké cho hinh thic mang dac thi nay.

Cac giao thuc trong mang cé thé chia thanh hai loai dya trén tiéu chi quan Ii
bang dinh tuyén:

- Giao thuc sir dung bang dinh tuyén
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- Giao thirc dinh tuyén theo yéu cau
Tan céng mang AD HOC trong ting mang c6 hai muc dich:
- Khéng chuyén tiép goi tin
- Chén 1am thay d6i mot vai tham sé cua ban tin dinh tuyén nhu sé tuan tu
cua goi tin (sg#) va dia chi IP
1.3.2.1. Table Driven Routing Protocols

MJ3i node ludn cap nhat bang dinh tuyén. Bé cap nhat bang dinh tuyén
moi node lan truyén tin nhan dé cap nhat cho toan bo mang khi cau tric mang
thay doi.

Bai vi mdi node déu co thdng tin cua toan bo mang nén cé nhiéu nhuoc diém
sau:

- Toan bd mang duoc update dinh ki nén tén nhiéu bang thong.
- Mdi node cap nhat toan bo cau trdc mang nén ton nang lugng.

- Nhiéu thong tin dinh tuyén thira vo ich trong bang dinh tuyén.

1.3.2.2. Giao thire dinh tuyén theo yéu cau

- Bang dinh tuyén khong duoc cap nhat theo chu ki ma chi cap nhat khi ¢ yéu
Cau.

- Khi node ngudn cé nhu cau két néi véi node dich, né quang ba gai tin yéu cau
tuyén téi cac node lang giéng.

- Chi ¢6 node lang giéng véi node ngudn méi nhan duoc RREQ, khi nhan duoc
cac node nay chuyén tiép toi cac node hang x6m cho téi khi node dich dugc tim
thay.

- Sau d6 node dich giri goi tin tra loi tuyén téi node ngudn theo dudng ngan
nhat.

- Cac duodng dinh tuyén con lai trong bang dinh tuyén cua cac node théng qua
duong ngan nhat cho tai khi khéng con can tai nita.
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CHUONG 2. TAN CONG LO PEN TRONG GIAO THUC PINH TUYEN
AODV VA MOQT SO GIAI PHAP PHONG CHONG

Véi cac dic diém riéng ¢ caa minh, mang MANET ndi riéng va mang khong
day néi chung phai d6i mat véi rat nhiéu hinh thic tin cdng. Tan cdng vao giao
thire dinh tuyén 1a hinh thac tin cong phd bién . Trong chuong nay tac gia s&
trinh bay téng quan vé cac hinh thtc tin cong trong mang MANET, cach thirc
hoat dong cua giao thirc dinh tuyén dién hinh AODV va tan cong 16 den vao
giao thirc dinh tuyén nay.

2.1. Giao thire dinh tuyén AODV
= Giao thitc AODV (Ad hoc On Demand Distance Vector):[9][10][11]

Giao thirc dinh tuyén AODV la mét trong nhiing giao thirc dinh tuyén theo
co ché phan ung trong hé théng mang MANET. Giao thuc AODV phét g6i tin
broadcast dé yéu cau tim duong khi c6 nhu cau. AODV st dung nhiéu co ché dé
duy tri théng tin bang dinh tuyén, chang han nhu né sir dung bang dinh tuyén
truyén thong dé luu trir thong tin dinh tuyén véi mdi entry cho mét dia chi dich.

AODV khong can biét théng tin vé cac node lang giéng cua né ma dya trén
thong tin cta bang dinh tuyén dé phat géi tin RREP vé node ngudn va node
ngudn dung thong tin d6 dé goi dir liéu dén dich. Pé dam bao rang thdng tin
trong bang dinh tuyén 14 méi nhat thi AODV sir dung sequence Number (ding
dé nhan ra va loai bo cac duong di khong con gia tri trong qué trinh cap nhat
bang dinh tuyén). Mdi node s& c6 mot bo ting sé sequence number riéng cho
no.

Qué trinh dinh tuyén cia AODV bao gdom 2 co ché chinh: co ché tao théng
tin dinh tuyén va co ché duy tri thong tin dinh tuyén.

2.1.1. Co ché tao thong tin dinh tuyén (route discovery)[12][13]

MJdi node ludn c6 hai bo ¢ém (counter): bo dém sb sequence number va bo
dém REQ_ID. S6 sequence number duoc ting 1én trong cac trudng hop:

= Trudc khi mot node khoi dong tién trinh route discovery, diéu nay chéng su
xung dot véi cac goi RREP trude do.

» Trudc khi node dich goi géi RREP tra loi goi RREQ , nd s€ cap nhat lai
gia tri sequence number I6n nhat caa s6 sequence number hién hanh ma né
lwu giit vGi s6 sequence number trong goi RREQ.
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= Khi c6 mot su thay doi trong mang cuc bd ciia nd (mang cuc bo 1a mang cac
node lang giéng). S6 REQ ID duoc ting 1én khi node khai dong mot tién
trinh route discovery mai.

Tién trinh Route Discovery duoc khai dong khi ndo mot node muédn trao doi
dir liéu voi mot node khac ma trong bang dinh tuyén ctia né khdng c6 thong
tin dinh tuyén dén node dich d6. Khi d6 tién trinh s& phét broadcast mét goi
RREQ cho cé4c node lang giéng cua nd. Thong tin trong RREQ ngoai dia chi
dich, dia chi ngudn, sé hop-count. Con c6 cac trudng: sé sequence number
ctia node ngudn, sé broadcast 1D, sb sequence number cia node dich. Cap
thong tin <dia chi nguon, sé REQ_ID> 14 s6 dinh danh duy nhat cho mot goi
RREQ. Khi c4c node lang giéng nhan duoc géi RREQ, thi nd s& kiém tra
tuan tu theo cac budc:

- Buéc 1: Xem cac gbi RREQ di duoc xtr Iy chua? Néu da duoc xir 1y thi n6 s&
loai bo goi tin d6 va khong xtr Iy thém. Nguoc lai chuyén qua budc 2.

- Buéc 2: Néu trong bang dinh tuyén caa né chira dudng di dén dich, thi s& kiém
tra gi4 tri destination sequence number trong entry chtra thong tin vé duong di
véi sb destination sequence number trong g6i RREQ, néu sé destination
sequence number trong RREQ 16n hon s6 destination squence number trong
entry thi n6 s& khdng sir dung thng tin trong entry cia bang dinh tuyén dé tra
loi cho node nguon ma no sé tiép tuc phat broadcast goi RREQ d6 dén cho cac
node lang giéng cua nd. Nguoc lai nd s& phét unicast cho goéi RREP nguoc tro
lai cho node lang giéng cua né dé bao di nhan goi RREQ. Géi RREP ngoai cac
thong tin nhu: dia chi ngudn, dia chi dich,... con chira céc thdng tin: destination
sequence number, hop-count, TTL. Nguoc lai thi qua budc 3.

- Buroc 3: Néu trong bang dinh tuyén cta n6 khong c6 dudng di dén dich thi nd
s& tang s6 Hop-count 1én 1, dong thoi n6 s& tu dong thiét 1ap mot duong di
nguoc (reverse path ) tir né dén node nguon bang céch ghi nhan lai dia chi cua
node lang giéng ma n6 nhan g6i RREQ lan dau tién. Entry chia dudng di nguoc
nay s& duoc ton tai trong mot khoang thoi gian du dé goi RREQ tim duong di
dén dich va goi RREP phan hdi cho node ngudn, sau d6 entry nay s& dugc x6a
di.

Qua trinh kiém tra nay s& lap tuan tu cho dén khi gip node dich hoic mot node
trung gian ma co cac diéu kién thoa budc 2. Trong qua trinh tra vé géi RREP,
moét node ¢ thé nhan cung IGc nhiéu goéi RREP, khi d6 né sé& chi xur Iy goi
RREP c6 sb Destination Sequence number Ion nhat, hoic néu cing s
Destination sequence number thi nd s& chon g6i RREP c6 sé Hop-count nho
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nhat. Sau d6 no s& cap nhat cac thong tin can thiét vao trong bang dinh tuyén cua
nd va chuyén goi RREP di.

2.1.2. Co ché duy tri théng tin dinh tuyén (Route Maintenance)[12][13]

Khi mét node nhan thay rang chang tiép theo trong duong di toi dich cua
no khong thé tim thay, thi nd s& phat mot g6i RREP khan cp véi sé sequence
number bang sé sequence number trudce d6 cong vai 1 va goi dén tat ca cac node
lang giéng dang ¢ trang thai active, nhiing node d6 sé tiép tuc chuyén goi tin do
dén céc node lang giéng khéc, ci nhu vay cho dén khi tat ca cac node trong
mang ma ¢ trang thai active nhan duoc goi tin nay.

Sau khi nhan thong bao d6, cac node co thé s& khoi dong lai tién trinh
route discovery néu n6 cé nhu cau dinh tuyén dit liéu d¢én node bi hong, dé biét
node can c6 nhu cau dinh tuyén dén dich hay khong thi né s& kiém tra & cac giao
thire bén dudi ¢ két ndi nao dén node dich ma con mo hay khong? Néu thay
can ¢6 nhu cau dinh tuyén n6 s& goi mot goi RREQ (véi s6 sequence number
bang sé sequence number ma né biét trude d6 cong thém 1) dén cac node lang
giéng dé tim dén dia chi dich. Dé kiém tra trang thai mot node cé active hay
khdng ADOV sir dung mot bo dém thoi gian. Mét entry caa bang dinh tuyén s&
bi xem la khdng active néu n6 khong duoc sir dung thudng xuyeén.

Thong diép hello dinh ky c6 thé duoc st dung dé dam bao cac lién két,
cling nhu dé phat hién cac 15i lién két. Khi mot nat trung gian khdng thé két néi,
nat nguén truyén moét RREQ véi mot sé6 RREQ-ID méi (mét s thi ty 16n hon
s6 thir tu trude day duoc biét).

Nhitng nat sau d6 chuyén tiép tin nhin d6 dén cac node lang giéng hoat
déng cua nd. Qua trinh nay tiép tuc cho dén khi tit ca cac nat ngudn hoat
doéng duoc thdng bao.

Khi nhan duogc théng bao cua mét lién két bi hong, ndt ngudn co thé khoi
dong lai qua trinh dinh tuyén néu van can yéu cau mot tuyén duong dén dich. Bé
xac dinh xem mot tuyén duong van con can thiét, mot nit cd thé kiém tra xem
tuyén duong di duoc s dung gan day co sir dung duong dinh tuyén nay hay
khong, néu khong thi x6a bo nd ra khoi bang dinh tuyén.
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2.2. L& hong bao mat va mét sé kiéu tan cong giao thire dinh tuyén AODV
2.2.1. L hong bao mat trong giao thire dinh tuyén AODV

Giao thc AODV dé bi ké tan cong lam sai léch thong tin duong di dé
chuyén huéng duong di va bt dau céc cudc tan cong khac. Su sai st cua bat cir
truong nao trong goi tin didu khién cé thé khién AODV gip su cd. Cac trudng
dé bi pha hoai trong thong diép dinh tuyén AODV nhu s6 squence number,
hopcout, ID cta goi tin... Dé thuc hién mot cude tan cong 15 den trong giao thic
AODV, nut doc hai chd goi tin RREQ guri tir cac nat lang giéng cua nd. Khi
nhan dugc géi RREQ, nd ngay lap tuc gui tra loi géi tin RREP véi noi dung sai
léch trong d6 thiét 1ap gia tri squence number cao nhat va gié tri hopcout nho
nhat ma khéng thuc hién kiém tra bang dinh tuyén xem cé tuyén duong téi dich
nao khong trudc khi cac nat khac (trong dé gébm céc nit trung gian co tuyén
duong hop 1é hodc chinh nut dich) giri cac bang tin tra loi tuyén. Sau d6 moi dix
liéu truyén tir nGt nguon téi nut dich duge nat doc hai loai bo (drop) toan bo thay
vi viéc chuyén tiép t6i dich thich hop.[13][14][15][22]

2.2.2. Mot s6 kiéu tan cong vao giao thiec AODV
2.2.2.1. Hinh thic tan cong 16 den trong giao thirc dinh tuyén AODV
Dé thyc hién cudc tan cdng black hole attack trong giao thicc AODV, ¢6
thé thuc hién theo hai cach:[16][17]
- RREQ black hole attack
- RREP black hole attack

Giao thitc AODV sir dung mot dudng di tir node ngudn toi node dich. Dé
tim duong tdi dich, cac node trong mang hop tac chia sé thong théng tin thong
qua goi tin diéu khién.

Loi ich:

- Dap ng nhanh

- dtxuli

_ Bonhd it

- Bang thong mang it

- It goi tin diéu khién

Str dung sé Sg# cho mdi bang dinh tuyén. S6 Sq# duoc sinh ra boi node dich
dé dap ung:
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- Puong di tir nguon téi dich khong dugc 13p vong va phai 1a dudng di ngin

nhat

- Go6i tin diéu khién bao gém: RREQ - Route Requests, RREPs - Route Reply,

RRERs - Route Errors.

- St dung giao thirc UDP/IP dé gui goi tin data

Tan cong blackhole vao géi tin RREP dugc thuc hién nhu sau:

- Node bi tan cdng khi nhan dugc yéu cau tuyén s& ngay lap tac dap ang lai véi
ban tin RREP c6 s sequence number én nhét va s hopcount nho nhat.

- Node ngudn sau khi nhan duoc céc gdi tin RREP tra loi s& tién hanh chon lya,
ldy RREP c6 sequence number Ién nhat va hopcount nho nhat.

- Qué trinh tao thong tin dinh tuyén duoc thiét 1ap, goi tin di liéu dugc chuyén
t6i node doc hai, tuy nhién thay vi chuyén tiép goi tun di liéu téi node dich that
su thi node doc hai xda bo hoan toan gai tin dir liéu.

2.2.2.2. Céac kiéu tan cong khac

= Passive Eavesdropping (Nghe 1én): [18][19]

Ké tan cong ling nghe bat ki mang khong day nao dé biét cai gi sap dién
ra trong mang. Pau tién n6 lang nghe cac gbi tin diéu khién dé luan ra cau
tric mang tir d6 hiéu duoc céc node dugc giao tiép véi cac node khac nhu
thé ndo. Bai vay ké tan cong co thé doan biét dugc thdng tin vé mang
truéc khi tan cong.

N6 ciing lang nghe thong tin dugc chuyén giao mic du thong tin d6 da
duoc ma hoa bi mat trén tang ang dung.

Loai tin cong nay ciing vi pham quyén riéng tu vé vi tri dia Ii khi n6
thdng bao sy ton tai cta chu thé trong vung dia li ma khong duoc cho
phep.

= Selective Existence (Selfish Nodes - Node ich ki): [21]

Node doc hai duoc biét téi nhue mot node ich ki trong mang khi khéng
tham gia vao hé thong mang. N6 van tham gia chiém tai nguyén hé thong
bang viéc phat théng bao dd c6 nhitng node ton tai trong mang dé han ché
su gia nhap cua cac node khéc.

Node doc hai khdng gui HELLO message va huy toan bo cac géi tin tai
né. Khi node doc hai mudn bat dau két ndi véi cac node khac no tinh toan
duong va sau d6 giri cac goi tin can thiét. Khi node nay khong dugc st
dung trong mang nd chuyén vé ché do im lang (silent mode). Nhiing node
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hang xom véi nd khong thé duy tri két néi t6i node nay va khi d6 no
chuyén sang vo hinh trong mang.
= Gray hole Attack [20][21]

- Tuong tu nhu cach thic tin cong blackhole, tin cong grayhole ciing co
hanh vi huy gai tin di liéu thay vi chuyén tiép téi dich.

- Tuy nhién khac véi cach tan cong blackhole, tin cong grayhole c6 thé git
lai hoac hiy mot sé loai géi tin nhat dinh, vi du giir lai goi tin TCP nhung
hay goi tin UDP.

- Tan cbng grayhole kho phat hién hon blackhole vi sau khi thé hién hanh
Vi tn cong, node doc hai c6 thé tro lai trang thai thong thuong.

2.3. Mot so giai phap chéng tan cong |6 den trong giao thirc AODV
2.3.1. Giao thac bao mat ids-AODV

2.3.1.1 Y twéng giao thirc

Tan céng blackhole s& sinh ra goi tin gia mao RREP vai s6 Seg# 16n nhat co thé.
Khi d6 tat ca cac goi tin RREP khac déu khong duoc chon do c6 Seg# nhé hon.
Giao thirc ids-AODV [7] gia sir ring RREP ¢6 sb Seq# 16n thir 2 mai 1a goi tin
RREP thuc vi thé n6 s& bo qua gai tin c6 sé Seq# 1on nhat do tan cong blackhole
gia mao.

Pé thyc hién duge y tuong nay, giao thiuc idSAODV xay dung co ché luu trir goi
tin RREP vé&i muc dich 1ay gai tin c6 s6 Seqg# 16n thu 2.

Trong RREP function:

+ néu goi tin RREP di duoc luu lai tir trude d6 cho cung 1 dia chi dich thi thuc
hién function RREP nhu thong thuong

+ néu goi tin RREP chua ting duoc luu lai thi chén (insert) géi tin vao bo nhé
dém, giai phong géi tin dong thoi thoat khoi ham.
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void idsAODV::rrep_insert(nsaddr_t id)
{idsBroadcastRREP *r = new idsBroadcastRREP(id);
assert(r);
r->expire = CURRENT_TIME + BCAST_ID_SAVE;
r->count++;
LIST INSERT_HEAD(&rrephead, r, link);
}
idsBroadcastRREP *
idsAODV::rrep_lookup(nsaddr_t id)
{ idsBroadcastRREP *r = rrephead.lh_first;
for (; r; r=r->link.le_next) {
if (r->dst ==id) returnr;
¥
return NULL;

Hinh 2. 1 Cac ham xu li b @ém RREP giao thuc ids-AODV

idSAODV::recvReply(Packet *p)

{
idsBroadcastRREP *r = rrep_lookup(rp->rp_dst);
if (ih->daddr() == index)

if (r == NULL){
count = 0;
rrep_insert(rp->rp_dst);
}else
{
r->count++;
count = r->count;
}
UPDATE ROUTE TABLE
}else

Forward(p); }
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Hinh 2. 2 Ham nhédn RREP giao thuc ids-AODV

2.3.1.2. Cai dat ids-AODV trén NS-2

Chi tiét vé viéc cai dit dugce tdi trinh bay trong phu luc, & cudi luan vin.
2.3.2. Giao thirc dinh tuyén ngwec PHR-AODV

2.3.2.1. Y twéng giao thirc

= Giao thirc AODV chi duy tri 1 dudng duy nhat tir node nguén téi dich do
vay khi duong bi dut phai khoi tao duong di khac.

= \/6i giao thuc phr-AODV([5][6] st dung nhiéu duong dé thiét lap truyén
thong, khi 1 duong dan bi dat nhimg duong thay thé s& dugc ding ngay ma
khong can khai tao.

= S6 luong duong di tir ngudn toi dich 14 sé canh tir node ngudn.

= Dir liéu s& duoc gui di thong qua nhiéu duong.

= Pudng dugc chon s& duoc quyét dinh thong qua selection process.

= Néu duong nao bi dut két ndi thi s& duoc loai bé khoi danh sach duong.

= Khi khong con duong nao trong list thi node ngudn s& guri lai 1 request moi
dé tim duong.

= Giao thic phr-AODV yéu cau node doc hai khdng pha hay su truyén thong
giita node nguon va dich.

2.3.2.2. Cai dat giao thirc phr-AODV trén NS2

Chi tiét vé viéc cai dit dugc tdi trinh bay trong phu luc, ¢ cudi ludn vin.

2.4. Pé xuat cai tién giao thirc bao mat idsAODV

2.4.1. Y twéng

Giao thtc idsAODV ¢ nhuge diém 14 loai bo ngay ban tin RREP ¢6 s6
Seq# I6n nhét tuy nhién néu trong mang node dich hoac node trung gian c6 Seq#
16n bang véi sb cuc dai Seg# thi c6 thé dan téi bo qua RREP hop 1é.
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2.4.2. Cai tién ids-AODV 1

Pé xuat chi loai b6 RREP khi s6 Seq = max Seq va hopcount = 1 bai rat it
truong hop node co dudng di hop 18 that su c6 sé hopcount diing bang 1 va sb
Seq max.

if (count>1 ||
(rt->rt_seqno < rp->rp_dst_seqgno) || // newer route
((rt->rt_segno == rp->rp_dst_seqno) &&
(rt->rt_hops > rp->rp_hop_count) &&
(rp->rp_dst_seqno < 4294967295 && rp->rp_hop_count > 1)))
{ // shorter or better route
printf("valid: %f\t", rp->rp_timestamp);
// do someting

¥

Hinh 2. 3 Piéu kién goi tin RREP 1a hop ¢ trong cdi tién ids-AODV

Tuy nhién: Néu ké tan cdng khdng st dung node doc hai c6 s maxSeq va
hopcout =1 thi cling khong loai bdo RREP dugc sinh ra bai node doc hai.
2.4.3. Cai tién ids-AODV 2

Node dbc hai ling nghe néu c6 RREQ yéu cau dinh tuyén thi s& tra 1oi ngay tuc
khic RREP ma khong qua qué trinh xir 1i géi tin (dua goi tin RREQ vao hang
doi, tim kiém trong bang dinh tuyén).

Thoi gian téi thiéu ké tir khi node c6 dudng di téi dich nhan duoc RREQ téi khi
node ngudn nhan RREP:

TimeMin = Transmission Time + queuing Time + ProcessingTime
Trong do:

Transmission Time = Packet size / Bit rate. Vi RREP 1a goéi tin diéu khién nén
Packet size = CTS size = 14 bytes; Bit rate = 4 packets/s.

Queueing time = RREP_WAIT_TIME Yi*kich thudc hang dgi = 1s * 50 = 50s;
Kich thudc hang doi Queue/DropTail/PriQueue = 50.

Processing time = thoi gian tim dudng di trong bang dinh tuyén
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Do d6 thoi gian tir lac node doc hai phan hoi cho téi khi node dau tién nhan
duogc sé nho hon TimeMin.

2.4.4. Cai dit giao thic cai tién ids-AODV

Chi tiét vé viéc cai dat duoc toi trinh bay trong phu luc, ¢ cudi ludgn vin.
2.5. Pé xuat cii tién giao thic bao mat PHR-AODV

2.5.1. Y twéng

Giao thitc PHR-AODV luu trit t6i da sé duong di tir node nguén téi node dich,
tuy nhién trong trudng hop cau hinh mang c6 nhiéu node tham gia, s6 node doc
hai khéng nhiéu thi viéc luu trir ndy la khéng can thiét, ton tai nguyén, tén thoi
gian tinh toan luu trir. GOi tin dit lidu duoc gui di qua qua nhiéu duong ciing c6
thé dan téi mat g6i nhiéu hon do tac nghén.

2.5.2 Cai tién phr-AODV

- Duy tri s6 dudng di tir ngudn t6i dich ding bang sé 2 *node doc hai tham
gia cau hinh mang +1, khi sé luong node doc hai ting 1én s6 duong di
cling tang 1én dé giam sé luong goi tin di liéu chuyén qua node doc hai
Routes = 2*n+1 véi n: s6 node ddc hai tham gia mé phéng

- Puong di duoc chon duoc Iy theo thtr tu dugc tim thay trong danh séch
bang dinh tuyén chta duong di hop lé.

2.6 Tong két chwong 2

Chuong 2 tap trung trinh by cach thuc hoat dong cua giao thic dinh tuyén
AODV, tir viéc hiéu va nim rd quéa trinh hoat déng cua giao thirc noi dung cua
chuong tap trung vao viéc phan tich cach thic tin cong 16 den, cac ¥ tudng va
giai thuat dugc dua ra nham chbng tan cong 16 den. Kién thac cha yéu duoc thé
hién & viéc md phong lai hai y tuang chdng tan cong 16 den ids-AODV va phr-
AODV.

Thém vao do, tic gia ciing dua vao 3 y twdng cai tién cua ca nhan nham nang
cao ti 1& truyén tin thanh céng cho cac bién thé cua giao thic AODV. Hai y
tuéng cai tién dua ra cho bién thé ids-AODV va 1 y tuéng cho bién thé phr-
AODV. Trén co sd ¥ tudng cua cac bién thé va cai tién cho cac bién thé, tac gia
sé trinh bay cach thic md phong lai trén céng cu NS-2 trong chuwong 3.
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CHUONG 3. PANH GIA BANG MO PHONG CAC PE XUAT CHONG
TAN CONG KIEU LO PEN VAO GIAO THUC AODV

Chuong 3 tap trung vao viéc mo phong lai cac ¥ tuong tan cong va chdng tan
cdng vao giao thirc dinh tuyén AODV trén bo cong cu md phong NS-2. Cac do
do hi€u nang duogc dugc ra nhim danh gia hi¢u qua tan cong cling nhu chéng tan
cong cua céc bién thé giao thirc AODV.

3.1. Cai dit mdé phéng AODV va chéng tan cong kiéu 16 den vao AODV
3.1.1. Giéi thiéu bd l1ap lich su kién NS-2

NS2 (Network Simulation 2) 1a b6 md phong da giao thuc thuoc du an
nghién ciru va phat trién ciia cac nha nghién cau tai truong dai hoc UC Berkeley
tr ndm 1989 phuc vu cho cac nghién cau vé 1am viéc mang. NS2 c6 chira mot
thu vién phong phu cac mé hinh cho viéc dung trong nghién ciu mang. Khéac
Vi cac chuong trinh md phong riéng 1é dugc phét trién cho cac muc dich nghién
ctiu cu thé, vi du cac chuong trinh mé phong ATM hoic PIM muticast, kha nang
md phong cia NS2 bao gom cac mang cd day va khong day. Bén canh do, NS2
la phan mém ma nguon mo dugc quan tam va phat trién boi nhiéu nha nghién
ctu thudce cac vién, truong dai hoc va cac trung tdm nghién ctru.[2][3]

Trong hd trg md phong mang AD HOC, phan md mé phong 16p vat ly,
16p lién két va 16p MAC duoc xay dung béi nhom Mornach truong CMU. Vi
cac hd tro md phong nay, NS2 dugc ding rong réi trong nghién cau mang AD
HOC. bac biét, viéc mo rong cac chirc nang mo phong mang AD HOC cua NS2
nam trong méi quan tdm va chu dé thao luan cua nhom lam viéc MANET, t6
chuc IETF.

Vé thiét ké chung, NS2 12 bo md phong van hanh theo céc sy kién roi rac
(Discrete Event-Drivent Simulator). Dé thyc hién diéu d6, NS2 sir dung mot
hang doi chtra cac sy kién duoc sap xép theo thu ty thoi gian xay ra.

Dudi khia canh nay, NS2 1a bo théng dich ngén ngir kich ban hudng doi
twong OTcl bao gom bo 1ap lich su kién, cac thu vién dbi tuwong thanh phan
mang va cac thu vién ham thiét dit mang. Chuong trinh mé phong duoc viét
bang ngbn ngir OTcl khoi tao bo 1ap lich, thiét 1ap cau hinh mang véi cac doi
tugng mang va cac ham thiét dat mang.

Cac ngudn truyén thong dugc diéu khién phat va ding théng qua bo 1ap
lich sy kién. Su kién trong NS2 dugc danh dau bai cac packetID cho mdi gai tin
Vvéi thoi gian duoc 1ap lich va con tro ti ddi tuong thao tac véi su kién. Bo 1ap
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lich su kién quan ly thoi gian mé phong va cho thi hanh cac su kién trong hang
doi sy kién tai thoi diém dugc 1ap lich va goi toi thanh phan mang thich hop. Vi
du, mot thanh phan chuyén mach mang (switch) duoc md phong véi thoi gian
tr& chuyén mach 1 20 Ms, g6i tin qua chuyén mach s& duogc l1am tr& 20 Ms truéc
khi chuyén t6i thanh phan chuyén mach dé phat ra duong ra thich hop.

3.1.2. M6 phéng khong day

Cac thanh phan mang chinh dugc dung dé cau tric nén tang giao thirc cho
mdi nat di dé6ng gdom c6 kénh (channel), giao tiép mang (network interface), mo
hinh phat séng vo tuyén (radio propagation model), céc giao thirc MAC, hang
doi giao dién (interface queue), 16p lién két (link layer), md hinh giao thtc phan
giai dia chi ARP va thanh phan dinh tuyén (routing agent).[2][3][4]

= M0 phéng lép vat ly thuc:

Cac mo hinh phat song quyét dinh khoang céch goi tin c6 thé duoc truyén di
trong khong khi. Su suy yéu cta song vo tuyén gitta cac dng ten & gan mat dat
dugc md hinh 12 1/r2 (r: khoang cach giira cac ang ten) vai khoang cach ngan va
va 1/r4 véi cac khoang cach xa. Diém giao gitra hai khoang cach duoc goi 1a
khoang céch tham chiéu (reference distance). Khoang cach nay thong thuong la
100 m ddi voi cac ang ten 1,5m c6 do loi thap (low-gain), ngoai troi, hoat dong
& dai bang tan 1-2GHz.

Pic ta cia mo hinh phat song trong NS2 tuong tu nhu giao tiép song vo tuyén
Lucent’s WaveLAN vai toc d6 bit danh dinh c6 thé dat téi 2,5Mb/s va pham vi
truyén song vo tuyén 1a 250m. Cac mo hinh ciing thé hién do tré truyén, cac anh
hudng va cam nhan song mang.

= M0 phéng lép MAC:

Lép lién két caa bo md phong NS2 cai dat hoan chinh chuan giao thac MAC cua
IEEE 802.11 DCF(Distributed Coordination Function). Cac chirc nang cua l6p
MAC duoc cai dit bao gom phat hién xung dot, phan manh, bién nhan va dac
biét ¢ kha niang phat hién cac 13i truyén (transmision error). 802.11 la giao thtc
CSMAVJCA. Viéc tranh xung dot dugc thyc hién bang viéc kiém tra kénh truyén
truéc khi st dung. Néu kénh rdi, nit ¢ thé bat ¢au gai. Néu khong, nut phai doi
mot khoang thoi gian ngiu nhién trude khi kiém tra lai. Mai lan ¢é gang khong
thanh cong, giai thuat rat lui theo ham mil duoc st dung. Véan dé trong moi
truong khong day 1 thiét bi dau cudi an (hidden terminal). Viéc khac phuc dugc
thuc hién bang co ché tranh xung dot CA cuing véi luge do bién nhan tich cuc
(RTS/CTS). 802.11 ciing hd trg tiét kiém nang lugng va bao mat. Cac goi tin
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dugc luu trong bo dém khi hé théng & trang thai nghi (sleep); bao mat duoc
cung cap boi giai thuat WEP xéc thuc va ma héa. Mét trong cac dic diém quan
trong nhat caa 802.11 1a ché do AD HOC cho phép xay dung cac mang WLAN
khéng c6 co so ha tang.

= M0 phéng giao thwrc phan giai dia chi ARP:
Giao thirc ARP dich dija chi IP thanh dia chi phan citng MAC. Viéc nay duoc
thuc hién trudce khi goi tin dugc gui tai 16p MAC.

» Hang doi giao dién:
MJdi ntit c6 hang doi cac goi tin dang cho dé duoc truyén bai giao dién mang.
Hang doi duogc cai dat la DropTail va co kha nang chira 50 goi tin (gia tri mac
dinh).

= Giao dién song vo tuyén:
Pay 1a mo hinh phan cing thuc su chuyén goi tin vao kénh. Giao dién song vo
tuyén dugc mé hinh véi cac mirc nang lugng va luoc do diéu bién.

= Ning lwong truyén:

Bén kinh viing thu phat séng phu thudc vao dang angten va cong suat phat.

3.1.3. Tong quan quéa trinh mod phéng

Quaé trinh bao gom viéc tao hai tép dau vao cho NS2:
- Tép ngit canh (scenario file): 1a file kich ban mé ta dang di chuyén cua céc nut.
- Tép truyén thdng (communication file): 1 file kich ban mé ta cac truyén thong
trong mang.

Khi chuong trinh mé phdong duoc chay, bd mé phong ghi nhan cic hoat dong
mang tai cac 16p trong mét file vét (trace file). Trudc khi md phong, cac tham sé
can cho viéc ghi tép vét duoc lua chon. Tép vét sau d6 co thé dugc duyét va
phan tich dé x4c dinh cac tham sé can tinh toan. Cac két qua tinh téan, phan tich
c6 thé dung lam dir liéu cho cac chwong trinh v& nhu gnuplot, xgraph,
tracegraph. Tép vét ciing c6 thé duge dung dé truc quan hda viéc chay mé phong
bang ad-hockey hoic NAM.

3.1.4. Céch thitc viét giao thire dinh tuyén mé réng trong NS2

Tat ca cac giao thie dinh tuyén trong bé phan mém ns2 déu duoc dat trong thu
muc:
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~/ns-allinone-2.35/Ns-2.35

Giao thirc méi duogc viét can phai khai bao trong céc file :

cmu_trace.cc
cmu-trace.h
prigueue.cc
packet.h
ns-packet.tcl
ns-lib.tcl
ns-agent.tcl
ns-mobilenode.tcl
makefile

Trién khai giao thirc blackholeAODV:

Tao thu muc véi tén blackholeAODV trong thu muc ns-2.35;

Tao cac file:

blackholeaodv.cc: chira cac ham thiét 1ap dinh tuyén cho giao thuc;
blackholeaodv.h: file thu vién chaa cac bién ding chung va thiét lap cau
hinh cho giao thuc;

blackholeaodv.tcl: dinh nghia cac agent trong tcl dé cé thé diing ngdn ngix
tcl mo phong giao thuc;

blackholeaodv_rqueue.cc: chira cac ham thiét 1ap cau tric hang doi cho
node trong giao thuc;

blackholeaodv_rqueue.h: thu vién hd tro choblackholeaodv_rqueue.cc;
aodv_packet.h: file dinh nghia goi tin aodv.

Giao thirc blackholeaodv ciling giri goi tin aodv nhu giao thiuc AODV (khé phat
hién khi bat cac goi tin trong mang). Vi thé, giao thicc blackholeaodv van sir
dung aodv_packet.h

3.1.5 Thuec hién giao thic tan cong blackhole AODV

= Khi node duogc khai bao str dung giao thirc dinh tuyén blackholeaodv dé thuc
hién duoc can tao ra 1 agent blackhole. Thién sira doi “Atcl\lib\ ns-lib.tcl”.

blackholeAODV {

set ragent [$self create-blackholeaodv-agent $node]

}
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Simulator instproc create-blackholeaodv-agent { node } {

set ragent [new Agent/blackholeAODV [$node node-addr]]
Pself at 0.0 "$ragent start” # start BEACON/HELLO Messages
$node set ragent_ $ragent

return $ragent

Tan cong blackhole gia mao géi tin RREP v&i max seg# va min hopcount

sendReply(rg->rq_src, // IP Destination

1, // Hop Count

index, // Dest IP Address

4294967295, // Highest Dest Sequence Num
MY_ROUTE_TIMEOQUT, // Lifetime

rg->rg_timestamp); // timestamp
3.1.6 M6 phéng tan cong va chong tan céng véi ngdn ngir kich ban tcl
- vi tri ciia cac node trong mé phong dugc thiét 1ap bang lénh /setdest
- Nguén sinh luu luong CBR Vit

Packet size: 512 bytes

Data rates: 10 Kbits

set val (chan) Channel/WirelessChannel ;# Channel Type
set val (prop) Propagation/TwoRayGround p# radio-
propagation model
set wval(netif) Phy/WirelessPhy ;# network interface
type

set val(mac) Mac/802 11 ;# MAC type
set val(ifg) Queue/DropTail/PriQueue ;# interface queue
type
set val(1ll) LL ;# link layer type
set val (ant) Antenna/OmniAntenna ;# antenna model

set val(ifglen) 150 ;# max packet in ifq

—~ o~ o~ o~

set val (rp) AODV ;# routing protocol

Hinh 2. 4 C4u hinh cho node mang
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for {set i1 0} {$1 < Sval (nnaodv)} {incr i} {

set node ($i) [$ns node]

$node ($i) random-motion 0 ; # disable random motion
}

# The last node behave as blackhole

$ns_ node-config -adhocRouting blackholeAODV

for {set i $val (nnaodv)} {$i < $val(nn)} {incr i} {
set node ($i) [$Sns_ node]

$node ($i) random-motion 0O ; # disable random motion
$ns_at 0.01 "$node ($1i) label \"blackhole node\""

}

Hinh 2. 5 Tao céc node bj tan cong blackhole

3.2. Panh gia hiéu qua chéng tan cong kiéu I8 den ciia giao thic idsAODV

3.2.1 Cac do do hi¢u nang
- Ti Ié chuyén géi tin thanh cong : Packet Delivery Ratio.

- Po tré dau cudi — dau cudi trung binh: Avarage End to end Delay.

3.2.2 Kich ban va cau hinh md phéng

v Kich ban véi 20, 30, 40, 50 node tham gia mé phong

Thong so Gia tri
Céu hinh chung
Khu vyc dia ly 750x750 m
Tong sé nat 20, 30, 40, 50
Ving thu phat séng 500m
Cau hinh truyén dix liéu

Nguén sinh luru lugng CBR
S6 két néi 8
Kich thuéc géi tin 512 bytes
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4 goils

Téc do phét goi

Bang 3. 1 Kjch ban véi 20, 30, 40, 50 node tham gia mé phdng chong tan cong
blackhole voi giao thic ids-AODV

3.2.3 Két qua md phéng

am: sim3oforBlackHole.nam =] =
Q | Elle ¥kws Analysis | nam “
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Hinh 3. 1 Md phong tan cong blackhole véi giao thic ids-AODV

S6 node AODV khong | AODV bjtin | ids-AODV | ids-AODV

bitancong 16 | congloden | bitancong | caitien 1bj

den PDR(%) |6 den tan Cﬁng |6

PDR(%) PDR(%) den
PDR(%)

20 nodes 85.04 7.34 34.59 80.05
30 nodes 93.21 3.68 26.79 89.92
40 nodes 89.23 2.62 29.89 62.75
50 nodes 80.70 2.45 29 55.54
60 nodes 85.89 4.03 22.72 42.44

Bang 3. 2 T I¢ phan phat gai tin thanh cdng giao thuc ids-AODV, ids-AODV cai
tien 1, AODV bi tan cong lo den
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S6 node (E2E-Delay) (E2E-Delay) | (E2E-Delay) | (E2E-Delay)
AODV | AODYV DL 1 igs-AODV | ids-AODV
Khong bi tan () PN SN0 | cai tién b
cong tan cong 16
den
20 nodes 6.30 7.34 32.16 34.59
30 nodes 4.23 3.68 27.40 26.79
40 nodes 3.16 2.62 29.13 29.89
50 nodes 2.67 2.45 30.09 29.01
60 nodes 3.29 4.03 23.20 22.72

Bang 3. 3 D¢ tré trung binh (end to end delay ) ids-AODV, ids-AODV cdi tién
1, AODV truoc sy tan cong blackhole

100

PDR(%)

80

70
60

50

PDR (%)

40

30
20

10

20 nodes 30nodes 40nodes 50nodes 60 nodes

Number Nodes

—o—AODV khéng bi t4n cong 16

den

~@-AODV bij tAn céng 16 den

ids-AODV bi tan cong 16

den

=>¢=ids-AODV cai tién 1 bj tAn

coéng 16 den

Hinh 3.1: D6 thi PDR so sanh giira c4c giao thtc ids-AODV, AODV
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Do thi do tré trung binh
40

35

30 +——

25 \

Delay (%) 20

== AODV Khdng bj tdn cong

~#—(E2E-Delay) AODV bj tan
cbng 16 den (ms)

15 (E2E-Delay) ids-AODV bi
tan cbéng 16 den

10 > (E2E-Delay) ids-AODV cai

. k tién bj tAn cong 16 den

0 T T T T 1
20 nodes30 nodes40 nodes50 nodes60 nodes

Number Nodes

Hinh 3. 2 6 thj End to End delay giao thic ids-AODV

3.3. Panh gia hiéu qua chdng tan céng kiéu 16 den ciia giao thirc PHR-
AODV

3.3.1 Cac do do hiéu nang

- Ti I& chuyén géi tin thanh céng (Packet Delivery Ratio);

- Do tré dau cudi — dau cudi trung binh (Avarage End to end Delay);

- S6 luwong goi tin diéu khién (Number control message).

3.3.2 Kich ban va cau hinh mé phéng

Kich ban 1: Tang s6 node mé phong, s6 node doc hai khong doi = 1

Thong s6 Gia tri
Khu vuc dia ly 750x750 m
Tong s6 nit 20, 30, 40, 50
Viing thu phét s6ng 500m
Ngudn sinh luu lugng CBR
S6 ket noi 8
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Kich thudc goi tin

512 bytes

Téc do phét goi

4 goils

Bang 3. 4 Kjch ban véi nhiéu node tham gia md phong chong tan cong 16 den
cua giao thuc phr-AODV, phr-AODV cadi tien, so lirong cac node doc hai =1

Kich ban 2: S6 node md phong = 30, s6 node doc hai thay doi 1, 2, 3, 5, 10

Thong s6 Gia tri
Khu vuc dia ly 750x750 m
Téng sé nat 30
Tdng sb nut doc hai 1,2,3,5,10
Vling thu phat song 500m
Ngudn sinh luu lwgng CBR
Sé két noi 8
Kich thudc goi tin 512 bytes
Tdc do phat goi 4 goi/s

Bdng 3. 5 Kich ban véi nhiéu node tham gia mo phong chang tan cong 16 den
cua giao thic phr-AODV, phr-AODV cdi tién, sé luwong cdc node dc hai thay

doi
3.3.3 Két quda mé phong
Két qua md phong kich ban 1:
S6 node PDR (%) PDR (%) PDR (%) PDR (%)
AODV AODV bj tan Phr-AODV | Phr-AODV
khang bi tan cong lo den bi F;deéng tgii ggénn t:1~
cong 0 den a deng 0
20 nodes 85.04 7.34 92.09 67.63
30 nodes 93.21 3.68 87.21 76.67
40 nodes 89.23 2.62 18.81 61.50
50 nodes 80.70 2.45 5.46 73.12
60 nodes 85.89 4.03 2.82 67.39

Bang 3. 6 Ti I¢é chuyén gdi tin thanh céng giao thizc phr-AODV
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S6 node AODV (E2E-Delay) | (E2E-Delay) | (E2E-Delay)
Khong bi tin|AODV bi tan phr-AODV | phr-AODV
cong cong 1o den | 42y cang cai tién

(ms) 16 den (ms)

20 nodes 85.04 7.34 390.89 299.94

30 nodes 93.21 3.68 400.89 362.60

40 nodes 89.23 2.62 540.56 226.72

50 nodes 80.70 2.45 569.73 263.86

60 nodes 85.89 4.03 530.45 307.61

Bang 3. 7 D¢ tré trung binh giao thizc phr-AODV
PDR (%)

100

oS I . Wi

80

70 Y/\VAV —o—PDR (%) AODV
< 60
x 50 —=—PDR (%) AODV bj tAn
& 40 cong 10 den

30
20
10

PDR (%) Phr-AODV bj

tan cong 16 den

— » N

20 30 40 50 60
nodes nodes nodes nodes nodes

Number Nodes

PDR (%) Phr-AODV cai
tién bi tAn cong 16 den

Hinh 3. 3 T7 I¢ chuyén gdi tin thanh cong #rudc tan cong black hole giao thizc

phr-AODV
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DG tré trung binh
600

500

e == AODV Khdng bi t4n cdng

\/ cong 16 den (ms)

200 (E2E-Delay) phr-AODV bi
tan céng 16 den (ms)

100 —g———p— ——9 == (E2E-Delay) phr-AODV cai

tién

Delay (ms)

0 - T r T . T . T 4._|
20 nodes 30 nodes 40 nodes 50 nodes 60 nodes

Number nodes

Hinh 3. 4 D¢ tré trung binh truéc tan cdng black hole giao thic phr-AODV

Két qua mé phong kich ban 2:

Kich ban PDR (%) PDR (%) PDR (%)
(30 node tham gia | AODV bi tan Phr-AODV | Phr-AODV
mo phong, O cong 16 den bi tan cong |cai tien bi
luong blackhole 16 den tan cong lo
node thay doi) den
1 blackhole node | 3.68 87.21 75.17
2 blackhole node | 0.69 86.94 74.34
3 blackhole node | 0.89 84.17 73.15
5 blackhole node |2.01 86.74 76.40
10 blackhole node |0.17 87.64 72.68

Bang 3.8 Ti I¢ chuyén géi tin thanh cong giao thirc phr-AODV, phr-AOD  V
cai tien va giao thizc AODV truoc su tan cong cua nhieu node blackhole
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Kich ban
(30 node tham gia
md phong, so
luong blackhole

(E2E-Delay ms)

AODV bj tan
cong 16 den

(E2E-Delay ms)

Phr-AODV  bi
tan cong 10 den

(E2E-Delay
ms)

Phr-AODV cal
tien bi tan cong

node thay doi) 16 den
1 blackhole node | 117.65 400.89 370.12
2 blackhole node | 548.04 402.72 390.23
3 blackhole node | 227.2 405.14 363.51
5 blackhole node |50.76 414.28 447.64
10 blackhole node | 247.48 369.62 426.16

Bang 3. 9 ¢ tré trung binh cua giao thic phr-AODV, phr-AODV cdi tién

AODV truéc su tan cong cia nhieu node blackhole

PDR (%)

100

80

90 B = T )

70

60

50

—o—PDR (%) AODV bj tan

PDR (%)

40

cobng 16 den

—m—PDR (%) Phr-AODV bj

30
20

10

tan cong 16 den

PDR (%) Phr-AODV cai

Number blackholes

0 — g
1 2 3 5 10

blackhole blackhole blackhole blackhole blackhole
node node node node node

tién bj tAn cong 16 den

Hinh 3. 5 T I¢é chuyén g6i tin thanh cong #wéc tan cong nhiéu node black hole

giao thuc phr-AODV
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Do tré trung binh
600

500 A
400 —4I7L‘l\—.!:.v —4—(E2E-Delay ms) AODV

bi tAn cong 16 den

Delay(ms)

300
/ \ / == (E2E-Delay ms) Phr-
200

/ \ / AODV bj tan cong 16 den
100 v

(E2E-Delay ms) Phr-

0 . . . . . AODV ci tién bj tan cong
1 2 3 5 10 10 den
blackhole blackhole blackhole blackhole blackhole
node node node node node

Number blackhole nodes

Hinh 3. 6 D¢ tré trung binh sruéc tan cdng nhiéu node black hole giao thizc phr-
AODV

3.4. Tong két chuwong 3

Tur cac két qua md phong cua giao thuc aodv, idsSAODV, phr-aodv va
AODV truéc tan cong blackhole cd thé nhan thay rang:

- Nhin vao két qua hinh 3.1, 3.3, 3.5, giao thic co ban AODV trudc tan
cdng blackhole cho két qua ti I&é chuyén goi tin thanh cong rat thap. Do
trong cau hinh mang cé 1 hoic nhiéu node bi tan cong blackhole da xoa
bo goi tin dir liéu thay vi chuyén téi dich nén két qua ti 1& chuyén thanh
cong téi dich rat thap

- Nhin vao két qua hinh 3.1 giao thirc ids-AODV va cai tién ids-AODV cho
két qua ti 1& goi tin chuyén thanh cong twong ddi 6n dinh mdc du van
giam khi s6 node trong mang ting 1én. Béi vi khi s6 node trong mang ting
ddng nghia véi s6 node trung gian co6 dudng di toi dich ciing ting theo,
giao thirc ids-AODV can tinh toan dé loai b6 RREP khéng hop 18 vi thé
viéc luu trir tinh toan dé lya chon cac gdi tin RREP c6 thé gay timeout
cho qué trinh kham phé tuyén dn tai ti 1é chuyén thanh cong gai tin giam
Xuong
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- Nhin vao két qua hinh 3.3, 3.5 giao thirc phr-aodv cho két qua ti 1& goi tin
chuyén thanh céng cao hon dang ké khi s6 lwong node tham gia md phong
nhé (20 - 30 node), tuy nhién khi sé node trong mang ting 1én > 30 node
ti 1 chuyén goi tin thanh cong téi dich giam xudng dang ké. Bai vi khi sb
node ting 1én phr-AODV duy tri t6i da cac duong di co thé tir nguon tai
dich dé gui dir liéu do vay khi sé duong di co thé qua nhiéu viéc tim, luu
trir cting nhu gui dir liéu qua nhiéu duong nhu vay cé thé gay tac nghén
mang do c6 qué nhiéu géi tin diéu khién duoc sinh ra dé thiét 1ap va duy
tri dudng do vay 1am PDR cua toan mang giam xudng. Giao thic cai tién
phr-AODV duy tri s6 lugng duong di c6 thé bang 2* s6 node doc hai + 1
nén s duong di phu thudc vao sé node doc hai, nhiéu node doc hai thi
duy tri nhiéu duong hon dé han ché duong di qua node doc hai lam méat
goi tin

- Nhin vao hinh 3.4, 3.6 giao thuc phr-aodv cho do tré trung binh cao hon
dang ké so véi giao thac AODV truyén théng. Boi vi giao thac phr-
AODV duy tri téi da s6 duong di c6 thé téi dich nén do tré dau cudi ting
do cé4c goi tin phai di qua nhiéu dudng dé cd thé téi dugc dich. Cai tién
giao thuc phr-AODV cho két qua do tré dau cudi nho hon do duy tri
duong di it hon.

- Nhin vao hinh 3.2 giao thuc ids-AODV va cai tién ids-AODV cho do tré
dau cudi gan bang nhau nhung cao hon dang ké so véi giao thuc AODV
truyén théng bai 18 khi cac node di chuyén khién duong di duoc kham
pha bi bé gdy, lic ndy giao thuc ids-AODV va AODV déu tién hanh thu
tuc kham phé tuyén méi. Giao thirc ids-AODV kham pha tuyén mat nhiéu
thoi gian dé tinh toan va duy tri duon di hon do d6 lam do tré dau cudi
tang 1én

- CO thé noi, dé tang duoc ti I& goi tin duoc gui t6i dich thanh cong trude sy
tan cong blackhole giao thirc ids-AODV va phr-AODV déu phai tra gia
bang sy tiéu ton tai nguyén hé thong. Véi ids-AODV phai c¢6 bo dém
RREP va véi phr-AODV duy tri nhiéu duong di toi dich dan toi sinh ra
rat nhiéu géi tin diéu khién dé thiét lap va duy tri duong dinh tuyén. Cai
tién 1 giao thtc ids-AODV mic du han ché duoc rai ro loai bo mat RREP
hop & tuy nhién néu ké tan céng khdng tan cong vai so sequence number
khac max sequence number va sé hopcount khac 1 kha nang nhan biét dé
loai bo RREP cua node doc hai 1a khéng kha thi. Cai tién phr-AODV mic
duy tri s6 dudng di phu thudc vao sb luong node blackhole tuy nhién néu
cau hinh mang bao gém nhiéu node, cac node lai di chuyén lién tuc viéc
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duy tri thém duong di t6i dich ciing gay tiéu ton tai nguyén hé théng mot
cach dang ké.

KET LUAN VA HUONG PHAT TRIEN

1. Kétluan
Trong luan van nay t61 da nghién ctru giao thuc AODV trong mang
MANET, thuc hién tan cong va chdng tan cong. Toi da dat dugc cac két qua
nhu sau:

Veé kién thirc chung:

1. Tong quan vé mang khdng day, mang MANET.

2. Phan tich giao thtrc dinh tuyén AODV

3. Nghién ctru giao thirc mo rong cho giao thec AODV
Vé thuc nghiém:

1. D& xuit cai tién giao thuc ids-AODV, phr-AODV. Giao
thirc ids-AODV duoc cai tién dé chi loai bo RREP nhan
duoc c6 sequence number cuc dai va s6 hopcout =1, dé
xuat nhung chwa moé phong sur dung thoi gian toi thiéu dé
nhan RREP giup ting kha ning nhan biét node doc hai.
Giao thirc phr-AODV dugc cai tién dé chi duy tri s6 dudng
tir nguon toi dich bang 2*s6 node doc hai+1 gitp giam chi
phi ma van giit duoc ti 18 chuyén g6i tin toi dich thanh
cong

2. Nghién ctu, tim hiéu vé cac céng cu md phong.

3. Cai dat bo mé phong NS-2.35, cai dat giao thuc mo rong
cho giao thuc AODV

4. Tién hanh céc thir nghiém trén céc kich ban mé phong khac
nhau, dua ra cac két qua cu thé vé hiéu ning mang trudc su
tan cong blackhole

2. Hwéng phat trién caa luan vin
= Xay dyng giao thic cai tién giao thac AODV nham nang
cao hiéu niang mang, thuc hién mé phong cai tién tha 2
1ds-AODV
= Nghién cuu giai phap bao mat dir liéu cho céc giao thirc
khac trong mang MANET
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PHU LUC CAI PAT CAC GIAO THUC

Tay bién céc file:

e cmu-trace.cc
IIRAODV
void
CMUTrace::format_raodv(Packet *p, int offset)
{
struct hdr_raodv *ah = HDR_RAODV(p);
struct hdr_raodv_request *rq = HDR_RAODV_REQUEST(p);
struct hdr_raodv_reply *rp = HDR_RAODV_REPLY (p);
switch(ah->ah_type) {
case RAODVTYPE_RREQ:
if (pt_->tagged()) {
sprintf(pt_->buffer() + offset,
"-raodv:t %x -raodv:h %d -raodv:b %d -raodv:d %d "
"-raodv:ds %d -raodv:s %d -raodv:ss %d "
"-raodv:c REQUEST ",
rq->rq_type,
rq->rg_hop_count,
rg->rg_bcast_id,
rg->rq_dst,
rg->rg_dst_segno,
rq->rq_src,
rg->rg_src_seqgno);
} else if (newtrace ) {
sprintf(pt_->buffer() + offset,

"-P aodv -Pt 0x%x -Ph %d -Pb %d -Pd %d -Pds %d -Ps %d -
Pss %d -Pc REQUEST ",
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rq->rg_type,
rg->rq_hop_count,
rg->rg_bcast_id,
rg->rq_dst,
rg->rg_dst_seqgno,
rq->rq_src,
rg->rg_src_seqno);
}else {
sprintf(pt_->buffer() + offset,
"[0x%Xx %d %d [%d %d] [%d %d]] (REQUEST)",
rq->rg_type,
rg->rq_hop_count,
rg->rg_bcast_id,
rg->rq_dst,
rg->rg_dst_seqgno,
rq->rq_src,
rg->rg_src_seqno);
by
break;
case RAODVTYPE_RQREP:
if (pt_->tagged()) {
sprintf(pt_->buffer() + offset,
"-raodv:t %x -raodv:h %d -raodv:b %d -raodv:d %d "
"-raodv:ds %d -raodv:s %d "
"-raodv:c REVERSE ",
rp->rp_type,
rp->rp_hop_count,
rp->rp_bcast_id,
rp->rp_dst,
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rp->rp_dst_seqgno,
rp->rp_src);
} else if (newtrace ) {
sprintf(pt_->buffer() + offset,
"-P aodv -Pt 0x%x -Ph %d -Pb %d -Pd %d -Pds %d -Ps %d -
Pc REVERSE ",
rp->rp_type,
rp->rp_hop_count,
rp->rp_bcast_id,
rp->rp_dst,
rp->rp_dst_seqno,
rp->rp_src);
}else {
sprintf(pt_->buffer() + offset,
"[0x%x %d %d [%d %d] [%d]] (REVERSE)",
rp->rp_type,
rp->rp_hop_count,

rp->rp_bcast _id,

rp->rp_dst,
rp->rp_dst_segno,
rp->rp_src);

¥

break;

case RAODVTYPE_HELLO:
case RAODVTYPE_RERR:
if (pt_->tagged()) {
sprintf(pt_->buffer() + offset,
"-raodv:t %x -raodv:h %d -raodv:d %d -radov:ds %d "

"-raodv:| %f -raodv:c %s ",
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rp->rp_type,
rp->rp_hop_count,
rp->rp_dst,
rp->rp_dst_segno,
rp->rp_lifetime,
(rp->rp_type == RAODVTYPE_RERR ? "ERROR" :
"HELLQO"));
} else if (newtrace ) {
sprintf(pt_->buffer() + offset,

"-P raodv -Pt 0x%x -Ph %d -Pd %d -Pds %d -Pl %f -Pc
%s ",

rp->rp_type,
rp->rp_hop_count,
rp->rp_dst,
rp->rp_dst_seqgno,
rp->rp_lifetime,
(rp->rp_type == AODVTYPE_RERR ? "ERROR" :
"HELLO"));
}else {
sprintf(pt_->buffer() + offset,
"[0x%x %d [%d %d] %f] (%s)",
rp->rp_type,
rp->rp_hop_count,
rp->rp_dst,
rp->rp_dst_segno,
rp->rp_lifetime,
(rp->rp_type == AODVTYPE_RERR ? "ERROR" :
"HELLO"));
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break;
default:
#ifdef WIN32
fprintf(stderr,
"CMUTrace::format_raodv: invalid RAODV packet type\n");

#else
fprintf(stderr,
"%s: invalid RAODV packet type\n”,  FUNCTION_ );
#endif
abort();
by
by

e Ccmu-trace.h
void format_aodv(Packet *p, int offset);
I/IRAODV

void format_raodv(Packet *p, int offset);

e prigueue.cc
void
PriQueue::recv(Packet *p, Handler *h)

{
struct hdr_cmn *ch = HDR_CMN(p);

if(Prefer_Routing_Protocols) {
switch(ch->ptype()) {
case PT_DSR:
case PT_MESSAGE:
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case PT_TORA:

case PT_AODV:

case PT_RAODV:

case PT _idsAODV:

case PT_blackholeAODV:

case PT_WFRP:

case PT_AOMDV:

case PT_MDART:

recvHighPriority(p, h);

break;

default:

Queue::recv(p, h);

}

else {

Queue::recv(p, h);

e packet.h
class p_info {
public:
p_info()
{
initName();
b
const char* name(packet_t p) const {
if (p <= p_info::nPkt_ ) return name_[p];
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return O;
by
static bool data_packet(packet_t type) {
return ( (type) == PT_TCP ||\
(type) == PT_TELNET ||\
(type) ==PT_CBR ||\
(type) == PT_AUDIO ||\
(type) == PT_VIDEO ||\
(type) == PT_ACK ||\
(type) == PT_SCTP ||\
(type) == PT_SCTP_APP1 ||\
(type) == PT_HDLC\
)i
by
static packetClass classify(packet_t type) {
if (type ==PT_DSR ||
type == PT_MESSAGE ||
type == PT_TORA ||
type == PT_PUMA ||
type == PT_AODV ||
type == PT_blackholeAODYV ||
type == PT_idsAODV ||
type == PT_RAODV ||
type == PT_WFRP ||
type == PT_MDART)
return ROUTING,;
if (type ==PT_TCP ||
type == PT_TELNET ||
type == PT_CBR ||
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type == PT_AUDIO ||
type == PT_VIDEO ||
type == PT_ACK ||
type == PT_SCTP ||
type == PT_SCTP_APP1 ||
type == PT_HDLC)
return DATApKTt;
if (pc_)
return pc_->classify(type);
return UNCLASSIFIED;

e ns-packet.tcl
# Mobility, Ad-Hoc Networks, Sensor Nets:
AODV # routing protocol for ad-hoc networks
# WFRP patch
WFRP
# RAODV patch
RAODV
# idsAODV patch
IdsAODV
# backholeAODV patch
blackholeAODV
Diffusion  # diffusion/diffusion.cc

IMEP # Internet MANET Encapsulation Protocol, for ad-hoc
networks

MIP # Mobile IP, mobile/mip-reg.cc
Smac # Sensor-MAC
TORA # routing protocol for ad-hoc networks
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MDART  # routing protocol for ad-hoc networks
# AOMDYV patch
AOMDV

e ns-lib.tcl
if {$rtAgentFunction_1=""}{
set ragent [$self $rtAgentFunction_ $node]
}else {
switch -exact $routingAgent_ {
DSDV {

set ragent [$self create-dsdv-agent $node]

}
DSR {

$self at 0.0 "$node start-dsr"

}
AODV {

set ragent [$self create-aodv-agent $node]

}
RAODV {

set ragent [$self create-raodv-agent $node]

}
idsAODV {

set ragent [$self create-idsaodv-agent $node]

¥
blackholeAODV {

set ragent [$self create-blackholeaodv-agent $node]
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e ns-agent.tcl

Agent/AODV instproc init args {
$self next $args

by

Agent/AODV set sport_ 0

Agent/AODV set dport_ 0

Agent/idsAODV instproc init args {
$self next $args

by

Agent/idsAODV set sport_ 0

Agent/idsAODV setdport. 0

Agent/blackholeAODYV instproc init args {
$self next $args

by

Agent/blackholeAODV set sport_ 0

Agent/blackholeAODV set dport_ 0

Agent/RAODYV instproc init args {
$self next $args

by

Agent/RAODV set sport_ 0

Agent/RAODV set dport_ 0

e ns-mobilenode.tcl
# Special processing for idsAODV
set idsaodvonly [string first "idsSAODV" [$agent info class]]
if {Sidsaodvonly '=-1}{
$agent if-queue [$self set ifq_(0)] ;# ifg between LL and MAC
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# Special processing for blackholeAODV
set blackholeaodvonly [string first "blackholeAODV" [$agent info class]]
if {$blackholeaodvonly '=-1} {
$agent if-queue [$self set ifq_(0)] ;# ifg between LL and MAC
by
# Special processing for RAODV
set raodvonly [string first "RAODV" [$agent info class]]
if {$raodvonly = -1} {
$agent if-queue [$self set ifq_(0)] ;# ifq between LL and MAC

o makefile

aodv/aodv_logs.o aodv/aodv.o \

aodv/aodv_rtable.o aodv/aodv_rqueue.o \

raodv/raodv_logs.o raodv/raodv.o \

raodv/raodv_rtable.o raodv/raodv_rqueue.o \

idsaodv/idsaodv_logs.o idsaodv/idsaodv.o \

idsaodv/idsaodv_rtable.o idsaodv/idsaodv_rqueue.o \
blackholeaodv/blackholeaodv_logs.o blackholeaodv/blackholeaodv.o \

blackholeaodv/blackholeaodv_rtable.o
blackholeaodv/blackholeaodv_rqueue.o \

set val(chan) Channel/WirelessChannel ;#Channel Type
set val(prop) Propagation/TwoRayGround ;# radio-propagation model

set val(netif) Phy/WirelessPhy ;# network interface type

set val(mac) Mac/802_11 ;# MAC type

set val(ifq) Queue/DropTail/PriQueue ;# interface queue type
set val(ll) LL ;# link layer type

set val(ant) Antenna/OmniAntenna ;# antenna model
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set val(ifglen) 150 ;# max packet in ifq

set val(nn) 30 ;# total number of mobilenodes

set val(nnaodv) 20 ;# number of AODV mobilenodes
set val(rp) RAODV ;# routing protocol

set val(x) 750 ;# X dimension of topography

set val(y) 750 ;# Y dimension of topography

set val(cstop) 451 ;# time of connections end

set val(stop) 500 ;# time of simulation end

set wval(cp) "scenarios/scenforAODV-n30-t500-x750-y750"
Pattern

#set val(cc) "scenarios/cbr ;#CBR Connections
# Initialize Global Variables

set ns_ [new Simulator]

$ns_ use-newtrace

set tracefd [open sim30forBlackHole.tr w]

$ns_ trace-all $tracefd

set namtrace [open sim30forBlackHole.nam w]
$ns_ namtrace-all-wireless $namtrace $val(x) $val(y)
# set up topography object

set topo [new Topography]

$topo load_flatgrid $val(x) $val(y)

# Create God

create-god $val(nn)

# Create channel #1 and #2

set chan_1 [new $val(chan)]

set chan_2_ [new $val(chan)]

# configure node, please note the change below.
$ns_ node-config -adhocRouting $val(rp) \
-lIType $val(ll) \

-macType $val(mac) \

-ifqType $val(ifqg) \

-ifqgLen $val(ifglen) \

-antType $val(ant) \

#Connection
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-propType $val(prop) \

-phyType $val(netif) \

-topolnstance $topo \

-agentTrace ON \

-routerTrace ON \

-macTrace ON \

-movementTrace ON \

-channel $chan_1_

# Creating mobile AODV nodes for simulation

puts "Creating nodes..."

for {set i 0} {$i < $val(nnaodv)} {incr i} {

set node_($i) [$ns_ node]

$node_($i) random-motion O ;#disable random motion
¥

# Creating Black Hole nodes for simulation

$ns_ node-config -adhocRouting blackholeAODV

for {set i $val(nnaodv)} {$i < $val(nn)} {incr i} {

set node_($i) [$ns_ node]

$node_($i) random-motion 0 ;#disable random motion
$ns_at 0.01 "$node_($i) label \"blackhole node\""

¥

set god_ [God instance]

source $val(cp)

setj O

for {set i 0} {$i <18} {incri} {

#Create a UDP and NULL agents, then attach them to the appropriate nodes

set udp_($j) [new Agent/UDP]

$ns_ attach-agent $node_($i) Sudp_($))

set null_($j) [new Agent/Null]

$ns_ attach-agent $node_([expr $i + 1]) $null_($))
set cbr_($j) [new Application/Traffic/CBR]

puts “cbr_($j) has been created over udp_($))"



57

$cbr_($j) set packet_size 512
$cbr_($j) setinterval_ 1

$cbr_($j) set rate_ 10kb

$cbr_($j) set random_ false

$cbr_($j) attach-agent $udp_($j)

$ns_ connect $udp_($j) $null_(3$))
puts "udp_($j) and null_($j) agents has been connected each other"
$ns_at 1.0 "$cbr_($j) start"

set j [expr $j + 1]

seti [expr $i + 1]

}

# Define initial node position

for {set i 0} {Si < $val(nn) } {incr i} {
$ns_initial_node_pos $node_($i) 30

}

# CBR connections stops

for {seti 0} {$i <9 }{incri}{

$ns_ at $val(cstop) "$Scbr_($i) stop™

}

# Tell all nodes when the simulation ends

for {seti 0} {$i < $val(nn) } {incr i} {

$ns_ at $val(stop).000000001 "$node_($i) reset";

¥

# Ending nam and simulation

$ns_ at $val(stop) "finish"

dns_ at $val(stop).0 "$ns_ trace-annotate \"Simulation has ended\""
$ns_ at $val(stop).00000001 "puts \"NS EXITING...\" ; $ns_ halt"
proc finish {} {

global ns_ tracefd namtrace

$ns_ flush-trace

close $tracefd

close $namtrace



#exec nam sim30forBlackHole.nam &
exit 0

¥

puts "Starting Simulation..."

$ns_ run
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