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MO PAU

Ngay nay mang khong day ton tai trong rat nhiéu tng dung. Pugc biét téi vai sy tién loi khi sir
dung va mang tinh tham mi cao khi khong can day dan, mang khong day c6 mit trong cac linh vyc nhu
giai tri, gido duc, phuong tién giao thong va dic biét mang khong day dap tmg duoc nhitng yéu cau khit
khe trong quéan su.

Véi viéc khong can day dan dé truyén tai tin hiéu, mang khong day sir dung séng radio 1am mai
truong truyén dan, cac node trong mang c6 thé tu do di chuyén. Hon thé nita c4c node mang c6 thé vira
dong vai tro 1a thiét bi dau cubi lai vira c6 thé 1a node trung gian truyén tai tin hiéu nhu router.

Trong khuon kho cua luan vin nay, tac gia tap trung nghién ctru vé mang ty bién di dong - mot
mo6 hinh mang khéng day ma cac node mang c6 dic tinh di chuyén lién tuc, niang lugng cho cac node Ia
han ché va do ban chat truyén tin qua séng radio nén rat d& bj tan cong Iam sai léch gdi tin hodc tham chi
pha hong toan bd cau hinh mang.

Trong bai toan duoc dat ra 1a sy tin cong cua cac node doc hai da bi nhiém ma doc 1am cho giao
thire dinh tuyén cua cac node nay bi thay d6i dan tai goi tin khi truyén tgi node bi nhiém ma doc sé bi hay
bo thay vi chuyén tiép t6i node dich.

Chuong 1: Téng quan vé mang khdng day, giéi thiéu mot cach tong quan vé mang khong day va
mang tdy bién di dong, cac vin dé quan trong phai giai quyét trong mang tly bién di dong

Chuong 2: Tan cong blackhole trong giao thixc AODV, phan tich vé 16 hong bao mat cac hinh
thirc tan cong trong mang ty bién di dong , phan tich céc giao thirc dugc mé rong tir cach thirc co ban
trong mang MANET dé chéng tan cong blackhole, tir d6 dwa ra y tuong cai tién giao thic AODV.

Chuong 3: Danh gia bang md phong cac dé xuat chdng tan cong I8 den trong giao thirc AODV.
Tir cAc phan tich ¢ chuong 2, chwong 3 mé phong lai cac y twong va giai thuat cai tién giao thic AODV
nham chdng lai tin cong blackhole. D& xuét giao thic cai tién AODV nhiam nang cao ti 1 chuyén goi tin
thanh céng.

CHUONG 1. MANG TUY BIEN DI BONG VA VAN PE BAO MAT
1.1. Mang khong day



1.1.1. Giéi thiéu mang khong day

Mang khong day (wireless network) 1a mang dién thoai hodac mang may tinh stir dung séng radio
lam song truyén dan.[1]

Bén canh nhitng thuan loi trong qua trinh trién khai, mang khong day ciing boc 16 mot sé diém yéu nhu co
ché dinh tuyén trong mang khong day khé phuc tap, kha niang gay nhidu va mat goi tin trong qua trinh
truyén di liéu cao

1.1.2. Phan loai mang khdng day

Mang khong day c6 thé trién khai trong nhiéu dang khu vuc dia li khac nhau két hop véi cong
nghé ha tang cho phu hop. Phan loai mang khdng day c6 thé dua trén 2 tiéu chi 46 la:
1. Theo qui mé trién khai mang
2. Theo sy di dong cua cac thiét bi di dong trong mang

1.1.3. M6 hinh mang khoéng day

1.1.3.1. M6 hinh mang déc lap (IBSS)

Céc tram két ndi truc tiép ngang hang véi nhau nén khéng can théng qua ha tang mang nao.

1.1.3.2. M6 hinh mang co sé (BSS)

Doi hoi phai cd mot thiét bj dic biét 1am trung tim (AP) dé lién lac cho moi thiét bi trong cing mot
dich vu co ban, céc thiét bi khong lién lac truc tiép véi nhau, AP trong mang c6 thé két ndi voi mang cé
day.

1.1.3.3. M6 hinh mang mé réng (ESS) ghép néi cac BSS thanh mang lén dwoc goi 12 ESS
Yéu cau thiét b sir dung mang khong day.
Diém truy cap (AP — Access Point).

AP 14 thiét bi phé bién nhat trong hé théng mang khdng day, cung cip cho cac méay khach mot diém
truy cap vao mang. AP 1a mot thiét bi song céng Full duplex c6 mirc d6 théng minh twong duong véi mot
chuyén mach phic tap — Switch.

AP c6 thé giao tiép voi cac may khong day, cac mang c6 day truyén théng va cac AP khac. Trong
ting co ché giao tiép cu thé, AP s& hoat dong dudi cac ché d6 khac nhau. C6 3 ché d6 hoat dong chinh cua
AP 1a: Root mode, Repeter mode va Bridge mode.

1.1.4. Pic diém mang khéng day

= Cung cap tat ca cac tinh nang cia cong nghé mang LAN ma khdng bi giéi han boi két ndi vat li, tao ra
su thuan loi trong viéc truyén tai dix liéu gitra cac thiét bi trong hé théng mang.

= Tiét kiém chi phi trong trién khai mang, phi thiét ké day dan, bao dudng. Tiét kiém thoi gian trién
khai, c6 kha ning mo rong va linh dong khi trién khai hé thdng mang.

= Vin d¢ bao mat trong mang khong day la méi quan tam hang dau. Trong mang c6 dinh truyén théng
tin hiéu truyén dugc truyén qua day dan nén cé tinh bao mat cao hon. Trong mang khong day, viéc
tham nhap vao hé théng mang s& tré nén d& dang do mang nay str dung séng vo tuyén truyén trong
khéng khi nén c6 thé dugc bat boi bat ki thiét bi nhan nao nam trong pham vi cho phép.



= Mang khoéng day khoéng co ranh gidi rd rang nén cting kho quan Ii.

1.2. Mang tay bién di dong (Mobile Adhoc Network - MANET)

1.2.1. Giéi thiéu mang tly bién di déng

Mang dac biét di dong MANET (Mobile Ad hoc NETwork) dugc hinh thanh bai cac nat di dong coé trang
bi cac giao tiép mang khdng day can thiét lap truyén théng khong can téi su hién dién cua cac co sé ha
tang mang va c4c quan tri trung tam

1.2.2. Ung dung mang MANET
Céc ung dung dau tién cua mang vo tuyén géi tin AD HOC la & trong quan su.

O muc cuc by, mang AD HOC lién két cac notebook hoic cic may tinh laptop dé phan phat va chia sé
théng tin gitta nhitng nguoi tham gia trong mot hoi nghi hay 16p hoc. Mang AD HOC ciing thich hgp cho
cac ung dung trong mang gia dinh.

mang cam &ng (sensor network) trong c&c tng dung vé kiém soat méi truong.

1.2.3. Cac dic diém mang MANET

Cau hinh mang dong

Bing thong han ché, kha ning cua céc lién két c6 thé bién doi

Céc nat ¢6 nang luong thap

Bao mat vat ly gigi han

1.3. Céc vén dé quan trong phai nghién ciu, giai quyét doi véi mang MANET
1.3.1. Van @@ dinh tuyén trong mang MANET

» Hoat dgng phéan tan
Céch tiép can tap trung s& that bai do s& tén rat nhiéu thoi gian dé tap hop mét trang thai hién tai va
phét tan lai n6. Trong thoi gian d6, ciu hinh ¢ thé da co cac thay doi khac.

> Khong c6 lgp dinh tuyén
Hién tuong xay ra khi mot phan nho cac géi tin quay vong trong mang trong mot khoang thoi gian nao
d6. Mot giai phéap c6 thé 1a sir dung gia trj thoi gian qua han.

> Tinh todn dwong duwa trén yéu cau
Thay thé viéc duy tri dinh tuyén téi tit ca cac nit tai tat ca cac thoi diém bang viéc thich tng véi dang
truyén thong. Muc dich 1a tan dung hiéu qua ning luong va bang thong, mic du do tré ting 1én do sy
phét hién duong.

» Tinh toan dwong trudc
Khi d6 tré co vai tro quan trong, va biang thong, cac tai nguyén nang lugng cho phép, viéc tinh toan
duong trudc s& giam do tré phan phat.

» Bdo mgt
Giao thirc dinh tuyén mang AD HOC c6 kha ning bi tan cong dé& dang ¢ mot s6 dang nhu xam nhap
truyén thong, phét lai, thay ddi cac tiéu dé géi tin, didu hudng cac thong diép dinh tuyén. Do vy, can
¢6 cac phuong phap bao mat thich hop dé ngan chin viéc stira di hoat dong cua giao thuc.



» Hoat dong nghi

Giao thirc dinh tuyén can cung cap yéu cau bao ton nang luong cua cac ndt khi co thé.
> Hé trg lién két don huwéng:

H3 tro trueong hop khi cac lién két don hudng ton tai trong mang AD HOC

1.3.2. VAn @& biao mat trong mang MANET
Tan cong mang AD HOC trong tang mang c6 hai muc dich:

- Khéng chuyén tiép goi tin
- Cheén lam thay doi mot vai tham s6 caa ban tin dinh tuyén nhu sé sq# va dia chi IP

CHUONG 2. TAN CONG LO PEN TRONG GIAO THUC PINH TUYEN AODV VA MOT SO
GIAI PHAP PHONG CHONG

2.1. Giao thire dinh tuyén AODV
> Co ché tao théng tin dinh tuyén:

MJi node ludn c6 hai bo dém (counter): bo dém sé sequence number va bo dém REQ_ID. Sé
sequence number dugc tang 1én trong cac truong hop:

e Truéc khi mot node khoi dong tién trinh route discovery, diéu nay chdng su
xung dot véi cac goéi RREP trudce do.

e Trudc khi mot node dich goi g6i RREP tra 1oi goéi RREQ , n6 sé cap nhat lai giatri
sequence number 16n nhit cia sb sequence number hién hanh ma né luu giit véi
sb sequence number trong goi RREQ .

e Khi c6 mot sy thay déi trong mang cuc bd cua né (mang cuc bo 1a mang céc
node lang giéng). S6 REQ ID duoc ting 1én khi node khoi dong mot tién trinh
route discovery mai.

2.2. L§ hong bao mat va mat sé kiéu tan cong giao thire dinh tuyén AODV
2.2.1. L§ hdng bao mat trong giao thire dinh tuyén AODV

Giao thic AODV dé bj ké tan cong lam sai léch thong tin duong di dé chuyén hudng duong di va
bat ddu cac cudc tin cong khéc. Sy sai s6t cuia bat cir trudng nao trong géi tin didu khién co thé khién
AODV gip su cb. Cac truong dé bi pha hoai trong thong diép dinh tuyén AODV nhu s SN, Hc, ID cia
g6i tin... D& thuc hién mét cudc tin cdng 16 den trong giao thirc AODV, nut doc hai cho géi tin RREQ
guri tir cac nat lang giéng cua nd. Khi nhan dugc goi RREQ, né ngay lap tuc giri tra loi géi tin RREP véi
noi dung sai léch trong do thiét 1ap gié tri SN cao nhét va gia tri HC nho nhat ma khéng thuc hién kiém tra
bang dinh tuyén xem c6 tuyén duong téi dich nao khong trude khi cac nat khac (trong d6 gom céac nit
trung gian c6 tuyén duong hop 1é hodc chinh nut dich) guri céc bang tin tra loi tuyén. Sau d6 moi dit liéu
truyén tir ndt ngudn toi nat dich duge nat doc hai loai bo (drop) toan bo thay vi viéc chuyén tiép toi dich
thich hop.



2.2.2. Mt sb kiéu tin cong vao giao thixc AODV

2.2.2.1. Hinh thiic tan cong 18 den trong giao thirc dinh tuyén AODV

Dé thuc hién tan cong 16 den trong giao thic AODV, nit 15 den chd goi RREQ g tir nit ngudn. Khi
nhan dugc goi RREQ, ndt 15 den ngay 1ap tic gii tra 10i goi tin RREP véi thdng tin sai léch nham chuyén
hudng duong di dén ndt 15 den. Két qua 1a moi dit liéu chuyén tir ndt nguon sé dugc chuyén dén nat 16 den
va bi nat 15 den huy (drop) tat ca thay vi phai chuyén dén nit dich [19]

2.2.2.2. Céc kiéu tan cong khac

= Passive Eavesdropping (Nghe Ién):

Ké tan cong lang nghe bat ki mang khong day nao dé biét cai gi sap dién ra trong mang. Dau tién
no lang nghe cac goi tin diéu khién dé luan ra cau tric mang tir d6 hiéu duge cac node duoc giao
tiép voi cac node khac nhu thé ndo. Béi vy ké tin cong c6 thé doan biét duoc thdng tin vé mang
truge khi tan cong.

N6 ciing ling nghe thong tin duoc chuyén giao mic du thong tin d6 da duoc ma hoa bi mat trén
tang tng dung.

Loai tin cong nay ciing vi pham quyén riéng tu vé vi tri dia Ii khi n6 théng béao su ton tai cua chu
thé trong ving dia li ma khong duoc cho phép.

= Selective Existence (Selfish Nodes - Node ich ki):

Node doc hai dwoc biét téi nhu mot node ich ki trong mang khi khdng tham gia vao hé thng
mang. N6 van tham gia chiém tai nguyén hé théng n6 phat théng bao di c6 nhitng node ton tai
trong mang dé han ché sy gia nhap cua cac node khac.

Node doc hai khdong gii HELLO message va huy toan bo cac goi tin téi nd. Khi node doc hai
mudn bt dau két ndi véi cac node khac no tinh toan dudng va sau dé giri cac goi tin can thiét. Khi
node nay khong duoc sir dung trong mang n6 chuyén vé ché do silent mode. Nhitng node hang
x6m véi n6 khong thé duy tri két ndi téi node nay va khi dé no chuyén sang vo hinh trong mang.

= Gray hole Attack ()

La mét bién thé cua tin cong blackhole, loai tin cong nay c6 thé 1am thay déi hanh vi caa node bj
tan cong tir node thong thudng sang node doc hai va nguoc lai nén kho phéat hién

Phal: Node bi tan cong grayhole (node doc hai) cho thiy no co dudng di hop 1€ t6i node dich
Pha2: Node doc hai thay vi chuyén tiép g6i tin thi lai huy bo mot sb géi tin c6 chon loc. Vi du x6a
toan bo goi tin UDP nhung chuyén tiép géi tin TCP. Chinh vi thé nén phat hién tan céng grayhole
khé hon blackhole.

2.3. Mt sb giai phap chdng tin cong 15 den trong giao thic AODV

2.3.1. Giao thirc bao mat ids-AODV

2.3.1.1 Y twéng giao thic

Tan cdng blackhole s& sinh ra géi tin gia mao RREP véi s6 Seg# 16n nhét ¢ thé. Khi d6 tat ca cac goi tin
RREP khac déu khéng duoc chon do cd Seg# nhé hon. Giao thirc ids-AODV [7] gia sir ring RREP c6 s6
Seq# Ion thir 2 moi 1a goi tin RREP thuc vi thé n6 s& bo qua gai tin c6 sb Seg# I6n nhét do tan cong
blackhole gia mao.



Dé thyc hién duoc ¥ tuong nay, giao thirc idsAODV xay dung co ché luu trit goi tin RREP véi muc dich
lay goi tin c6 s6 Seq# 16n thir 2.

Trong RREP function:

+ néu goi tin RREP da duoc luu lai tir trude d6 cho cung 1 dia chi dich thi thuc hién function RREP nhu
thong thuong

+ néu goi tin RREP chua timg duoc luu lai thi chén (insert) géi tin vao bo nhé dém, giai phdng goi tin
ddng thoi thoat khoi ham.

void idsAODV::rrep_insert(nsaddr_t id)
{idsBroadcastRREP *r = new idsBroadcastRREP(id);
assert(r);
r->expire = CURRENT_TIME + BCAST_ID_SAVE;
r->count++;
LIST INSERT_HEAD(&rrephead, r, link);
¥
idsBroadcastRREP *
idsAODV::rrep_lookup(nsaddr_t id)
{ idsBroadcastRREP *r = rrephead.lh_first;
for (; r; r = r->link.le_next) {
if (r->dst ==id) returnr;
}
return NULL;




Hinh 2. 1 Cac ham xu li bg dém RREP giao thuc ids-AODV

idSAODV::recvReply(Packet *p)

{
idsBroadcastRREP *r = rrep_lookup(rp->rp_dst);
if (ih->daddr() == index)
{

if (r == NULL){
count = 0;
rrep_insert(rp->rp_dst);
Yelse

r->count++;
count = r->count;

}
UPDATE ROUTE TABLE
Yelse

Forward(p); }

Hinh 2. 2 Ham nhgn RREP giao thic ids-AODV

2.3.1.2. Cai dat ids-AODV trén NS-2

Chi tiét vé viéc cai dat dwoc toi trinh bay trong phu luc, ¢ cudi luan van.

2.3.2. Giao thire dinh tuyén ngwoc PHR-AODV

2.3.2.1. Y twéng giao thirc

Giao thuc AODV chi duy tri 1 duong duy nhit tir node ngudn t6i dich do vay khi duong bi dut phai

khoi tao duong di khac.

Véi giao thirc phr-AODV[5][6] str dung nhiéu dudng dé thiét lap truyén thong, khi 1 duong din bi

dut nhitng duong thay thé s& duoc dung ngay ma khong can khai tao.
S6 luong duong di tir ngudn téi dich 1a sé canh tir node ngudn.

Dit liéu s& duoc gui di théng qua nhiéu dudng.

Puong dugc chon s& duoc quyét dinh théng qua selection process.

Néu duong nao bi dut két ndi thi s& duoc loai bo khoi danh sach duong.

Khi khéng con dudng nao trong list thi node ngudn sé& guri lai 1 request méi dé tim duong.
Giao thuc phr-AODV yéu ciu node doc hai khdng phé huy su truyén théng gitta node ngudn va

dich.




2.3.2.2. Cai dat giao thic phr-AODV trén NS2

Chi tiét vé viéc cai dat duoc toi trinh bay trong phu luc, ¢ cudi ludn van.

2.4. Pé xuit cai tién giao thirc bao mat idsAODV

2.4.1. Y twéng

Giao thirc idsAODV ¢6 nhuogc diém 12 loai bo ngay ban tin RREP ¢6 s6 Seg# 16n nhat tuy nhién
néu trong mang node dich hoac node trung gian c6 Seg# Ion bang véi sb cuc dai Seq# thi c6 thé dan téi bo
qua RREP hop I¢.

2.4.2. Cai tién ids-AODV 1

Dé xuét chi loai bo RREP khi sé Seq = max Seq va hopcount = 1 béi rat it trudng hop node c6 dudng di
hop 18 that su ¢d s6 hopcount diing bang 1 va s6 Seq max.

if (count>1 ||
(rt->rt_seqno < rp->rp_dst_seqno) || // newer route
((rt->rt_segno == rp->rp_dst_seqno) &&
(rt->rt_hops > rp->rp_hop_count) &&
(rp->rp_dst_seqno < 4294967295 && rp->rp_hop_count > 1)))
{ // shorter or better route
printf(“valid: %f\t", rp->rp_timestamp);
// do someting

¥

Tuy nhién: Néu ké tan cong khong st dung node doc hai ¢6 s6 maxSeq va hopcout =1 thi ciing khong loai
b6 RREP dugc sinh ra bdi node doc hai.
2.4.3. Ci tién ids-AODV 2

Node doc hai ling nghe néu c6 RREQ yéu cau dinh tuyén thi sé tra loi ngay tirc khac RREP ma khéng qua
qua trinh xu 1i goi tin (dua goi tin RREQ vao hang doi, tim kiém trong bang dinh tuyén).

Thoi gian tdi thiéu ké tir khi node c6 dudng di toi dich nhan dugc RREQ t6i khi node ngudn nhan RREP:
TimeMin = Transmission Time + queuing Time + ProcessingTime
Trong do:

Transmission Time = Packet size / Bit rate. Vi RREP 1a goi tin diéu khién nén Packet size = CTS size =
14 bytes; Bit rate = 4 packets/s.



Queueing time = RREP_WAIT TIME Y*kich thudc hang doi = 1s * 50 = 50s; Kich thudc hang doi
Queue/DropTail/PriQueue = 50.

Processing time = thoi gian tim duong di trong bang dinh tuyén

Do d6 thoi gian tir luc node doc hai phan hdi cho téi khi node dau tién nhan duoc s& nhé hon TimeMin.

2.4.4. Cai dit giao thic cai tién ids-AODV

Chi tiét vé viéc cai dat duoc toi trinh bay trong phu luc, ¢ cudi lugn van.
2.5. Pé xuit cai tién giao thirc bao mat PHR-AODV

2.5.1. Y twéng

Giao thirc PHR-AODV luu trit tdi da s6 duong di tir node ngudn téi node dich, tuy nhién trong trudng hop
cau hinh mang c6 nhiéu node tham gia, s6 node doc hai khéng nhiéu thi viéc luu trit nay 1a khéng can
thiét, ton tai nguyén, tén thoi gian tinh toan luu trit. Goi tin dit liéu duoc giri di qua qua nhidu duong ciing
c6 thé dan téi mat goi nhiéu hon do tic nghén.

2.5.2 Cai tién phr-AODV

- Duy tri s6 duong di tir ngudn toi dich ding bang sé 2 *node doc hai tham gia cau hinh mang +1,
khi s6 lugng node doc hai ting 1én s6 duong di ciling ting 1én dé giam sb lwong goi tin dir lidu
chuyén qua node doc hai
Routes = 2*n+1 véi n: s6 node ddc hai tham gia mo phéng

- Puodng di duoc chon dugc iy theo tht tu duoc tim thiy trong danh sach bang dinh tuyén chira
duong di hop 1€.

2.6 Téng két chwong 2

Chuong 2 tap trung trinh bay cach thic hoat dong cua giao thire dinh tuyén AODV, tir viéc hiéu va nam rd
qua trinh hoat dong cua giao thirc ndi dung cua chuong tap trung vao viéc phan tich cach thic tan cong 15
den, cac y tuong va giai thuat duoc dua ra nham chdng tan cong 16 den. Kién thirc cha yéu duoc thé hien ¢
viéc md phong lai hai y twong chdng tan cong 16 den ids-AODV va phr-AODV.

Thém vao do, tac gia ciing dua vao 3 y tuong cai tién cua ca nhan nham nang cao ti 1¢ truyén tin thanh
cdng cho céc bién thé cua giao thitc AODV. Hai ¥ tuéng cai tién dua ra cho bién thé ids-AODV va 1y
tugng cho bién thé phr-AODV. Trén co s& ¥ tudng cua cac bién thé va cai tién cho cac bién thé, tac gia sé
trinh bay cach thic mé phong lai trén cong cu NS-2 trong chuong 3.



CHUONG 3. DANH GIA BANG MO PHONG CAC PE XUAT CHONG TAN CONG KIEU LO
PEN VAO GIAO THUC AODV

3.1. Cai dat md phéng AODV va chéng tin cong kiéu 16 den vao AODV
3.2. Panh gia hi¢u qua chdng tan cong kiéu I8 den cia giao thirc idsAODV

3.2.1 Cac dd do hiéu ning
- Ti Ié chuyén goi tin thanh cong : Packet Delivery Ratio.

- D6 tré dau cudi — dau cudi trung binh: Avarage End to end Delay.

3.2.2 Kich ban va cau hinh md phéng

v Kich ban vai 20, 30, 40, 50 node tham gia mé phong

Thong s6 Gia tri
Cau hinh chung
Khu vyc dia ly 750x750 m
Téng sb nit 20, 30, 40, 50
Ving thu phat séng 500m
CAu hinh truyén di liéu

Ngudn sinh luu lugng CBR
S6 két néi 8
Kich thuéc goi tin 512 bytes
Tdc do phat goi 4 goils

Bang 3. 1 Kjch ban véi 20, 30, 40, 50 node tham gia md phang chang tan cong blackhole véi giao thirc
ids-AODV
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3.2.3 Két qua md phéng

Flke Views Analysis |

D | ]
g ]
== %
=
9
2
’
m\H‘IIIHﬁmﬁﬂ\III\\\‘\IIIH\\I|I\\H\III‘\\\IIII\\‘\IIIH\H|II\\\\III‘\\\\III\\‘\IIIIH\\|II\\H\II|H\\IIII\‘\\III\\\\|III\\\\II|\H\\III\‘HIIIIH\‘III\\HII|I\\\\III\‘\\\III\H‘IIII\\HI|I\H\IIII‘\HIII\\\‘\III\\\\I|II\\\\III‘\\HIII\\‘\IIIH\H|II\H\III|\\\\III\\‘\\IIIH\\|II\\H\II|H\\IIII\‘\\III\\\\‘III\\\\II|\\\\\III\‘HIIIIH\‘III\\H\I|IH\\IIII‘\\\III\\\‘IIII\\HI|I\H\\III‘\HIIIIH‘\III\\HI|II\\\\III‘\\\\III\\‘\IIII\\H|II\H\III|\\HIII\\‘\\III\\\\|III\H\II|H\HIII\‘\\IIIH\\‘III\H\II|I\\\\III\‘\\\IIIH\‘III\\H\I|IH\\IIII‘H\III\\\‘\III\\\\I|IIH\\III‘H\IIIIH‘\III\HH|IIH
Hinh 3. 1 M6 phong tan cdng blackhole véi giao thic ids-AODV
S6 node AODV khéng bi tan | AODV bjtincong | ids-AODV bi | ids-AODV cai
cong 16 den 16 den tan cong 10 den tien 1 bi tan
PDR(%) PDR(%) PDR(%) cong 16 den
PDR(%)
20 nodes 85.04 7.34 34.59 80.05
30 nodes 93.21 3.68 26.79 89.92
40 nodes 89.23 2.62 29.89 62.75
50 nodes 80.70 2.45 29 55.54
60 nodes 85.89 4.03 22.72 42.44

Bang 3. 2 Ti I¢ phan phéat géi tin thanh cdng giao thizc ids-AODV, ids-AODV cdi tién 1, AODV bj tan

cong 16 den

S6 node

(E2E-Delay)
AODV
Khéng bj tin cong

(E2E-Delay) AODV
bi tan cong 16 den
(ms)

(E2E-Delay)

ids-AODV bi
tan cong 16 den

(E2E-Delay)
ids-AODV
cai tién bj tan
cong 16 den
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20 nodes 6.30 7.34 32.16 34.59
30 nodes 4.23 3.68 27.40 26.79
40 nodes 3.16 2.62 29.13 29.89
50 nodes 2.67 2.45 30.09 29.01
60 nodes 3.29 4.03 23.20 22.72

Bang 3. 3 B¢ tré trung binh (end to end delay ) ids-AODV, ids-AODV cdi tién 1, AODV truéc su tan cong

blackhole
PDR(%)
100

% _ﬁ\‘/‘

80 €

70 N\ —e—AODV khdng bj tan cong 16
= 60 S den
S 0 . —=—AODV bj tén cong I8 den
2 40 >~ , i

30 ids-AODV bij tan cong 10

20 den

10 =>¢=ids-AODV cai tién 1 bj tan

0 N = = — cong 10 den
20 nodes 30nodes 40nodes 50nodes 60 nodes
Number Nodes

Hinh 3.1: B4 thi PDR so sanh giita cac giao thirc ids-AODV, AODV
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Do thi dé tré trung binh

40
35
30 —
== A0DV Khéng bi tn céng
25 \(
Delay (%) 20 ~&—(E2E-Delay) AODV bj tan
cbng 16 den (ms)
15 (E2E-Delay) ids-AODV bi
tan céng 16 den
10 — (E2E-Delay) ids-AODV cai
c k tién bi tan cong 16 den
0 T T T T 1

20 nodes30 nodes40 nodes50 nodes60 nodes
Number Nodes

Hinh 3. 2 Do thi End to End delay giao thitc ids-AODV

3.3. Panh gia hiéu qua chéng tan cong kiéu I8 den cuia giao thirc PHR-AODV
3.3.1 Cac dd do hiéu néing

- Ti Ié chuyén goi tin thanh cong (Packet Delivery Ratio):;

- D6 tré dau cudi — dau cudi trung binh (Avarage End to end Delay);

- S lwong goi tin diéu khién (Number control message).

3.3.2 Kich ban va cau hinh mé phéng

Kich ban 1: Ting s6 node mé phong, s6 node doc hai khong di = 1

Thong s6 Gia tri
Khu vie dia Iy 750x750 m
Tong sb nit 20, 30, 40, 50
\ Yo 500m
Vung thu phat song =R Bdng 3. 4 Kich bdn véi
Ngudn sinh luu lwong nhiéu node tham gia
LAy A 8 md phdng chong tan
S0 ket noi 512 bvi cong lo den cua giao
Kich thuoc géi tin ytes thirc phr-AODV, phr-
£ an o lse g 4 goils AQODV cai tien, so
T6c d9 phat goi luong cdc node doc hai
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=1

Kich ban 2: S6 node md phong = 30, s6 node doc hai thay ddi 1, 2, 3, 5, 10

Thong sb Giatri
Khu vyc dia ly 750x750 m
Tdng sb niit 30
Tdng s6 niit doc hai 1,2,3,5,10
Vung thu phat séng 500m
Nguodn sinh Iuu lwong CBR
S6 két néi 8
Kich thudgc goi tin 512 bytes
4 goils

Tdc d6 phét goi

Bang 3. 5 Kich ban v4i nhiéu node tham gia mo phong chéng tan cong 16 den cua giao thirc phr-AODV,
phr-AODV cdi tién, so luong cdac node déc hai thay doi

3.3.3 Két qua mé phéng

Két gua md phong kich ban 1:

Sé node PDR (%) PDR (%) PDR (%) PDR (%)
AODV AODV~bj tan cong F”hr-:AODNV bi F_’hr-AOpV ACfli
khong bi tin cong 10 den tan cong 16 den | tien ?é tggncong
20 nodes 85.04 7.34 92.09 67.63
30 nodes 93.21 3.68 87.21 76.67
40 nodes 89.23 2.62 18.81 61.50
50 nodes 80.70 2.45 5.46 73.12
60 nodes 85.89 4.03 2.82 67.39
Bang 3. 6 T/ I¢ chuyén gdi tin thanh cong giao thirc phr-AODV
S6 node AODV (E2E-Delay) AODV | (E2E-Delay) (E2E-Delay)
Khéng bi tan cong ?rinst)én cong 1o den phr-AODV  bi | phr-AODV
t(erurr]1$)cong 16 den cai tién
20 nodes 85.04 7.34 390.89 299.94
30 nodes 93.21 3.68 400.89 362.60
40 nodes 89.23 2.62 540.56 226.72
50 nodes 80.70 2.45 569.73 263.86
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60 nodes 85.89 4.03 530.45 307.61
Bang 3. 7 B¢ tré trung binh giao thizc phr-AODV
PDR (%)
100
90

80
70
60
50
40
30
20
10

PDR (%)

—o—PDR (%) AODV

~#—PDR (%) AODV bi tan
cbng 16 den

—4—PDR (%) Phr-AODV bij
tan cong 16 den

20 30 40
nodes nodes nodes

Number Nodes

50
nodes

60
nodes

PDR (%) Phr-AODV cai
tien bi tan céng 16 den

Hinh 3. 3 T/ 1¢ chuyén géi tin thanh céng trieéc tan cong black hole giao thic phr-AODV
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D6 tré trung binh

600
500
400 === AODV Khong bi tan cong
- \/ cong 16 den (ms)
a
200 (E2E-Delay) phr-AODV bi
tan céng 16 den (ms)
100 ————-gp9——9 —>é=(E2E-Delay) phr-AODV cai
tién
O r T r 1 . 1 . T 4._|

20 nodes 30 nodes 40 nodes 50 nodes 60 nodes

Number nodes

Hinh 3. 4 D4 tré trung binh truéc tan cong black hole giao thirc phr-AODV

Két gua md phong kich ban 2:

Kich ban PDR (%) PDR (%) PDR (%)

(30 node tham giamo | AODV bj tincéng | Phr-AODV  bj | Phr-AODV  cai

phong, so6 lugng 16 den tan cong 16 den | tién bi tan cong
blackhole node thay 16 den

doi)
1 blackhole node 3.68 87.21 75.17
2 blackhole node 0.69 86.94 74.34
3 blackhole node 0.89 84.17 73.15
5 blackhole node 2.01 86.74 76.40
10 blackhole node 0.17 87.64 72.68
Bang 3. 8 Ti I¢ chuyén goi tin thanh cong giao thizc phr-AODV, phr-AOD V cdi tién va giao thirc

AODV truéc su tan cdng cua nhiéu node blackhole

Kich ban (E2E-Delay ms) (E2E-Delay ms) (E2E-Delay ms)
(30 node tham giamé | AODV bi tan cong | Phr-AODV  bi tin | Phr-AODV cii tién
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phong, s6 luong 16 den cong 16 den bi tan cong 16 den
blackhole node thay
doi)
1 blackhole node 117.65 400.89 370.12
2 blackhole node 548.04 402.72 390.23
3 blackhole node 227.2 405.14 363.51
5 blackhole node 50.76 414.28 447.64
10 blackhole node 247.48 369.62 426.16

Bang 3. 9 D¢ tré trung binh cua giao thizc phr-AODV, phr-AODV cdi tién , AODV trudéc sy tan cong ciia
nhieu node blackhole

PDR (%)
100
90 B — — u
80
70
< 60 L Lx
S =¢=—PDR (f/o) AODV bi tan
o >0 cong 16 den
a 40 .
—I—RDR (%) thr—AODV bi
30 tan cong 16 den
20 PDR (%) Phr-AODV i
10 tien bi tan céng 16 den
0 *‘ ' m
1 2 3 5 10
blackhole blackhole blackhole blackhole blackhole
node node node node node
Number blackholes

Hinh 3. 5 Ti |¢ chuyén géi tin thanh céng truréc tan cong nhiéu node black hole giao thizc phr-AODV
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Do tré trung binh
600

500 A
400 —AI-—/l"l\—.!:.V —4—(E2E-Delay ms) AODV

bi tAn cong 16 den

Delay(ms)

300
/ \ / == (E2E-Delay ms) Phr-
200

/ \ / AODV bi tan cong 16 den
100 v

(E2E-Delay ms) Phr-

0 . . . . . AODYV ci tién bi tan cong
1 2 3 5 10 10 den
blackhole blackhole blackhole blackhole blackhole
node node node node node

Number blackhole nodes

Hinh 3. 6 D¢ tré trung binh truréc tan cong nhiéu node black hole giao thizc phr-AODV

3.4. Tong két chwong 3

Tur céc két qua md phong cua giao thirc aodv, idsAODV, phr-aodv va AODV trudc tan cdng
blackhole c6 thé nhan thay rang:

- Nhin vao két qua hinh 3.1, 3.3, 3.5, giao thiic co ban AODV trudc tin cong blackhole cho két qua
ti 1& chuyén goi tin thanh cong rat thap. Do trong c4u hinh mang c6 1 hozc nhiéu node bi tan cong
blackhole da x6a bo goi tin dit liéu thay vi chuyén toi dich nén két qua ti Ié chuyén thanh cong toi
dich rat thap

- Nhin vao két qua hinh 3.1 giao thirc ids-AODV va cai tién ids-AODV cho két qua ti 1& gdi tin
chuyén thanh cong twong ddi on dinh mac du van giam khi sé node trong mang tang 1én. Béi vi
khi s6 node trong mang ting dong nghia véi s6 node trung gian c6 duong di toi dich ciing ting
theo, giao thirc ids-AODV can tinh toan dé loai bo RREP khéng hop 1& vi thé viéc luu trir tinh
toan dé lya chon cac goi tin RREP c6 thé gy timeout cho qué trinh kham phé tuyén dan tai ti 1é
chuyén thanh cong gai tin giam xudng

- Nhin vao két qua hinh 3.3, 3.5 giao thiic phr-aodv cho két qua ti I géi tin chuyén thanh céng cao
hon déng ké khi sé lugng node tham gia md phong nhé (20 - 30 node), tuy nhién khi sé node
trong mang tang 1én > 30 node ti 1& chuyén géi tin thanh cong téi dich giam xudng dang ké. Bai vi
khi s6 node tang 1én phr-AODV duy tri tdi da cac duong di c6 thé tir nguon toi dich dé gui dit liéu
do vay khi s6 duong di c6 thé qua nhiéu viéc tim, luu trir ciing nhu guri dir liéu qua nhiéu duong
nhu vay cd thé gy tic ngh&n mang do c6 qua nhiéu goi tin diéu khién duoc sinh ra dé thiét 1ap va
duy tri dudng do vdy lam PDR cua toan mang giam xuéng. Giao thuc cai tién phr-AODV duy tri
s6 luong dudng di co thé bang 2* s6 node doc hai + 1 nén sé duong di phu thudc vao s node doc
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hai, nhiéu node doc hai thi duy tri nhidu duong hon dé han ché duong di qua node doc hai 1am
mat goi tin

- Nhin vao hinh 3.4, 3.6 giao thtrc phr-aodv cho db tr& trung binh cao hon dang ké so véi giao thic
AODV truyén thong. Boi vi giao thirc phr- AODV duy tri tdi da s6 dudng di c6 thé t6i dich nén
d6 tré dau cudi ting do cac goi tin phai di qua nhicu duong dé co thé téi duoc dich. Cai tién giao
thirc phr-AODV cho két qua d tré dau cudi nho hon do duy tri duong di it hon.

- Nhin vao hinh 3.2 giao thtic ids-AODV va cai tién ids-AODV cho d6 tré dau cudi gan bang nhau
nhung cao hon dang ké so vai giao thirc AODV truyén thdng bai I khi cac node di chuyén khién
duong di duoc kham pha bi bé gay, lic nay giao thic ids-AODV va AODV déu tién hanh tha tuc
kham phé tuyén mai. Giao thirc ids-AODV kham phé tuyén mat nhiéu thoi gian dé tinh toan va
duy tri duon di hon do d6 1am d tré dau cudi ting lén

- Co thé noi, dé tang duoc ti 1& goi tin dugc giri téi dich thanh cong trudc sy tan céng blackhole
giao thirc ids-AODV va phr-AODV déu phai tra gia bang su tiéu tén tai nguyén hé théng. Vi ids-
AODV phii ¢6 bo dém RREP va véi phr-AODV duy tri nhidu dudng di toi dich din t6i sinh ra rit
nhiéu goi tin diéu khién dé thiét 1ap va duy tri duong dinh tuyén. Cai tién 1 giao thirc ids-AODV
mac du han ché duoc rai ro loai bo mat RREP hop Ié tuy nhién néu ké tan céng khong tan cong
Vvéi s6 sequence number khac max sequence number va sé hopcount khéc 1 kha nang nhan biét dé
loai bo RREP cua node doc hai 1a khdng kha thi. Cai tién phr-AODV mac duy tri sé duong di phu
thuoc vao sb lwong node blackhole tuy nhién néu cau hinh mang bao gom nhiéu node, cac node lai
di chuyén lién tuc viéc duy tri thém duong di t6i dich ciing gay tiéu ton tai nguyén hé théng mot
cach dang ké.

KET LUAN

1. Céc két qua caa luan vin

Lu4n vin di trinh bay cac danh gia vé anh huong cua tin cong 16 den trong giao thirc AODV dén hiéu
suit hoat dong trong MANET. Bong thoi, da trién khai mé phong dwgc qua trinh tin cong va giai phéap
phét hién lam giam anh huong tan céng trén bo md phong NS-2 ddi voi giao thiuc AODV. Tir d6, duara y
tuong nham cai tién kha nang phat hién node doc hai va duy tri nhiéu duong di t6i dich hon nham nang
cao ti 1& chuyén géi tin thanh cong

2. Hwéng phat trién ciaa dé tai

Lu4n vin méi chi nghién ciru md phong tan cdng va chéng tin cong blackhole ciing nhu d& xuét cai tién
giao thice AODV. Trong tuong lai s& nghién ciru cho cac giao thirc khac trong mang MANET nhu DSR,
TORA. Ngoai kiéu tan cong blackhole, con c6 nhiéu hinh thic tan cong khac nhu da trinh bay trong
chuong 2. Trong twong lai i t6i sé& tiép tuc nghién ctru va md phong cac hinh thirc tin cong nay
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