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MO PAU

Ngay nay, chit ky s6 duoc st dung trong rat nhiéu linh vuc, vi du: trong kinh té
v6i cac cude trao doi hop déng gitra cac ddi tac kinh doanh; trong xa hoi la cac cudce
b6 phiéu kin khi tién hanh bau cir tir xa; hay trong cac cudc thi ¢ pham vi rong 16n.

Mot vai chit ky sb dd duoc xay dung va phat trién 1a: RSA,ELGAMAL,DSS.
Mic du ban than ching van con ton tai nhiéu han ché nhu 1a vé kich thude chir ky, kha
ning chéng gia mao chua cao, tuy nhién, nhitng kha ning ma né dem lai cho chung ta
1a rat hiru ich.

Khi 4p dung chir ky s, van dé an ninh ludn dugc chiing ta quan tim hang dau.
Mot chit ky s6 chi thuc su duoc ap dung trong thuc té néu nhu n6 duge chtirng minh la
khong thé hodc rat kho gia mao. Muc tiéu cia nhiing ké tin céng cac so do chit ky
chinh 13 viéc gia mao chit ky, diéu nay c6 nghia 13 ké tdn cong s& sinh ra duoc chit ky
ctia nguoi ky 1én thong diép, ma chir ky nay s& duoc chip nhan boéi ngudi xac nhan.
Trong thuc té, cac hanh vi tin cong vao chir ky s6 hét stc da dang. Pay ciing chinh 1a
van dé duoc nghién ctru trong ludn vin nay.

Noi dung cua luan vin gdm cac chuong:

Chuong 1. Trinh bay mét s6 khai niém co ban

Chuong 2. Tim hiéu cac phuong phap tin cong chit ky sb

Chuong 3. X4y dung thu vién tinh toan sé 16n

Chuong 4. Thir nghiém chuong trinh tin coéng



Chwong 1. MQT SO KHAI NIEM CO BAN

1.1. Mot sb khai niém trong sé hoc
1.1.1. Uéc chung 16n nhit va bdi chung nhé nhat
1/. Khai niém [1]

Cho hai s6 nguyén a va b, b # 0. Néu c6 mét s6 nguyén q sao cho a = b*q, thi
ta n6i rang a chia hét cho b, ki hiéu b\a. Ta néi b 13 wéc cna a, va a 1 bgi cua b.

Vidu: Choa=6,b=2,tacod6=2%3, ky hiéu 2\6. O ddy 2 la uéc cta 6 va 6 1a boi cia
2.
2/. Uéc chung I&n nhat, bai chung nhé nhat [1]

S6 nguyén d duoc goi 1a wéc chung cua cac s6 nguyén ay,a,, ...,a, Néu né 1a wdc
cua tat ca cac s6 do.

S6 nguyén m duoc goi 1a bdi chung cua cac sd nguyén aj,a,, ...,a, Néu nd 1a b
cua tat ca cac s6 do.

Mot wéc chung d >0 cua cac sb nguyén a;,a,,....a, trong d6 moi udc chung cua
a1,8,,...,8, déu 1a ugc cua d,thi d goi 1a wéc chung lén nhdt (UCLN) cua ay,ay. .. ..a, Ky
hiéu d = gcd(ay,ay,...,a,) hay d = UCLN(ay,ay,...,a,).

M6t boi chung m >0 cta cac sb nguyén a;,a,,...,a,, trong d6 moi bdi chung cua
a1,8,,...,3, déu 1a boi ciia m, thi m goi 14 bgi chung nhd nhat (BCNN) cua ay,a,,..., an.
Ky hiéu m = Icm(ay,a,,...,a,) hay m = BCNN(ay,ay,...,a,).

Vi du: Cho a =12, b =15 thi: gcd(12,15) = 3 va Ilcm(12,15) = 60.
1.1.2. Quan hé dong duw
1/. Khai niém [1]
Cho céc sb nguyén a, b, m (m >0). Ta noi rang a va b “dong du’’ v6i nhau theo
modulo m, néu chia a va b cho m, ta nhan duoc cting mét 6 du.
Ky hi€u: a=b (mod m)
Vidu: 17 =5 (mod 3) vi chia 17 va 5 cho 3, dugc cung s6 du 1a 2.
Nhan xét:

Cac ménh dé sau day 1a twong duong:

a). a = b(mod m)

b). m\(a—b)

¢). Ton tgi s6 nguyén t sao cho a =b + mt
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2/. Cac tinh chit [1]
a). Quan h¢é “dong dw” la quan hé twong dwong trong Z:
Véi moi s6 nguyén duong m ta co:
a=a (mod m) Véi moi ac€ Z; (tinh chat phan Xa).
a=b (mod m) thi b=a (mod m); (tinh chdt déi ximg).
a=b (mod m) va b = ¢ (mod m) thi a = ¢ (mod m); (#ink chdt bdc cau).
b). Téng hay hiéu cdc “dong dur”:
(a+b) (mod n) = [(a mod n) + (b mod n)] (mod n)
(a- b) (mod n) = [(a mod n) - (b mod n)] (mod n)
¢). Tich cic “dong duw’”:
(@*b) (mod n) = [(a mod n) * (b mod n)] (mod n)
1.1.3. S6 nguyén tb
1/. Khai niém: S6 nguyén t6 1a s6 tu nhién 16n hon 1, chi chia hét cho 1 va chinh né.
Vidu: 2,3,5,7,11,17,..., 1299827,... 1a c4c s6 nguyén t6.
S6 2 1a s6 nguyén tb chin duy nhat va dong thoi 1a s6 nguyén té nho nhat.
Nguoi ta da chirg minh rang sé luong cac sd nguyén t6 1a v6 han. S6 nguyén té c6 vai
trd vo cung quan trong trong 1y thuyét mat ma. Cac nha khoa hoc dang ngdy dém tim
kiém cac sb6 nguyén t6 I6n dé tng dung vao trong mat ma.

Bang 10 s6 nguyén t 16n nhat duoc tim ra cho t6i thoi diém nay (thang 10/2016):

Bang 1.1 Bang 10 sé nguyén t6 16n nhat [13]

Rank

Prime

Digits

Who

When

Reference

74207281
2 -1

22338618

G14

2016

Mersenne 49?7

57885161
2 -1

17425170

G13

2013

Mersenne 48?7

43112609
2 -1

12978189

G10

2008

Mersenne 4777

42643801
2 -1

12837064

G12

2009

Mersenne 46?7

37156667
2 -1

11185272

Gl1

2008

Mersenne 45?7

32582657
2 -1

9808358

G9

2006

Mersenne 4477?

30402457
2 -1

9152052

G9

2005

Mersenne 43?7

25964951
2 -1

7816230

G8

2005

Mersenne 42?7

Ol N[O W[N] -

24036583
2 -1

7235733

G7

2004

Mersenne 41?7

[y
o

20996011
2 -1

6320430

G6

2003

Mersenne 40?7
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Bang 10 s6 nguyén t6 sinh doi 16n nhat duoc tim thay (thang 10/2016):
Bang 1.2 Bang 10 6 nguyén t6 sinh déi Ién nhat [13]

Rank Prime Digits || Who || When || Reference
1 2996863034895-212%°09%+1 388342 (L2035 |[2016 | Twin (p+2)
2 2996863034895-212%09%_1 (388342 ||L.2035 |[2016 | Twin (p)
3 3756801695685-2°°%%%9+1 (200700 ||L1921 |[2011 | Twin (p+2)
4 3756801695685-2°°°°%°_1 11200700 L1921 |2011 | Twin (p)
5 65516468355-2%3%3+1 11100355 ||[L923 (2009 | Twin (p+2)
6 65516468355-2%%%3.1 11100355 |[L923 2009 | Twin (p)
7 70965694293-27°°+1 160219 |[L95 2016 | Twin (p+2)
8 70965694293-27°°°%°.1 1160219 |[L95 2016 | Twin (p)
9 66444866235-2°°+1  |160218 ||L95 [2016 | Twin (p+2)
10  ||66444866235-22°%°%.1 60218 [L95 |[2016 |[Twin (p)

Trong mat ma, ngudi ta thudng sir dung cac sd nguyén t6 c¢6 vai tram chir s6 tro 1én.
Hai S6 m va n dwot goi la nguyén t6 cing nhau, néu wéc sé chung lén nhat cia
chiing bang 1. Ky hiéu: ged (m, n) = 1.
Vi du: 9 va 14 1a hai s6 nguyén t6 cung nhau. [6]
2/. Cac dinh 1y vé sé nguyén to
a). Dinh Iy vé s6 nguyén dwong >1
Moi s6 nguyén duong n >1 déu cé thé biéu dién duoc duy nhat dudi dang:
n :Pfl. SZPE“ , trong d6: k,n; (i =1,2,..,k) 1a cac sb tu nhién, P; 1a cac s6 nguyén t6,
tung doi mot khac nhau. [1]
b). Dinh ly Mersenne [1]
Cho p = 2%- 1, néu p 1a s nguyén t4, thi k phai 1a sb nguyén t6.
¢). Pinh Iy Fermat va sé nguyén té Fermat [6]
- Pinh Iy: Néu p 14 s6 nguyén t6, a 13 s6 nguyén thi a® =a (mod p).
Mgt cdch phat biéu khdc ciia dinh 1y nhwe sau: Néu p 1a s6 nguyén t6 va a 1a s6 nguyén
t cung nhau véi p thi: a®*= 1 (mod p).
Vidu: 4" = 4 (mod 7); 4" = 1 (mod 7).
- Sb nguyén t6 Fermat: 1a mot s6 nguyén duong cé dang: F, = 2% +1
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Rét nhiéu s6 Fermat 1a s6 nguyén t5, cho nén c6 mot thoi gian ngudi ta cho rang tat ca
cac s6 c6 dang d6 déu 1a s6 nguyén t6.

V1 n 1a s6 khong am, cac s6 Fermat dau tién bao gom:

Fo=2"+1=3 Fi1=2"+1=5
F,=2%+1=17 F;=2%+1=257
F,=2%+1=65537 Fs= 2% +1=4.294.967.297

Fe = 2% +1=18.446.744.073.709.551.617

F; = 2'%° + 1 = 340.282.366.920.938.463.463.374.607.431.768.211.457
d). Ham Euler [1]
Cho sé nguyén dwong n, S6 lwong cac s nguyén duong bé hon n va nguyén t6 cing
nhau véi n duoc ky hiéu @ (n) va goi 1a ham Euler.
Nhan xét: Néu p 1a s6 nguyén td, thi ¢ (p) = p-1.
Vidu: Tap cac sb nguyén khong am nho hon 7 1a Z; ={0, 1, 2, 3, 4, 5, 6}.
Do 7 14 S6 nguyén té, nén tap cac sbé nguyén duong nhod hon 7 va nguyén té ciing nhau
v6i 714 Z; ={1, 2,3, 4, 5, 6}. Khi d6 /Z/=¢ (p) = p-1= 7-1= 6.
Pinh Iy Néu n 1a tich cua hai s6 nguyén t6 n=p.q, thi @ (n) =¢ (p). 4 (q) = (p-1).(g-1).
1.2. M@t s6 khai niém trong dai s6
1.2.1. Céu tric nhém [1]
1/. Khai niém: Nhém la mot bo (G, *), trong d6 G # &, * 1a phép todn hai ngoi trén G
thoa mén ba tinh chét sau:
+ Phép toan co tinh két hop: (x*y)*z = x*(y*z) véi moi X, Y, Z €G.
+ C6 phan tir trung ldp eeG: x*e = e*x = X vdi moi x G.
+ Vi moi xeG, ¢6 phan tir nghich dao x’e G: x*x* =x’*X = e,
Cdp ciia nhém G duoc hiéu 1a s6 phan tir cia nhom, ky higu:|G|.
Cap cta nhom co thé 1a co néu G ¢ vo han phan ti.
Nhom Abel 1a nhom (G, *), trong d6 phép toan hai ngoéi * co tinh giao hoan.
Tinh chat:  Néu a*b =a*c thib=c.

Néu a*c = b*c thia=b.

Vi du: Tap hop cac s6 nguyén Z cung véi phép cong (+) thong thuong 1a nhoém giao

hoan, c6 phan tir don vi 1a s6 0. Goi 1a nhém cong cac sb nguyén.
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Tap Q  cac sb hitu ty khac 0 (hay tap R cac sb thue khac 0), cung véi phép
nhan (*) thong thuong 1a nhém giao hoan. Goi 1a nhém nhdn cac s hizu ty (s6 thuc)
khéc 0.

Tap cac vecto trong khong gian vdi phép toan cong vecto 1a nhom giao hoan.

2/. Nhom con cua nhém (G,*)

Nhém con cua G latip S < G, S # &, va théa man cac tinh chét sau:

+ Phan ta trung 1ap e cua G nam trong S.

+ S khép kin ddi v6i phép tinh (*) trong G, tic 1a X*y €S véi moi X,y €S.

+ S khép kin ddi vé6i phép 14y nghich dao trong G, tic X €S véi moi xeS.

1.2.2. Nhom Cyclic [1]

1/. Khai niém: Nhom (G,*) duoc goi 13 nhém Cyclic néu né duoc sinh ra bai mot
trong cac phan tir cia né. Tire 1a ¢6 phan tir geG ma véi mdi aeG, déu ton tai sé neN
dé g" = g*g*...*g = a. (g*g*... *g la g*g Véi n lan). Khi d6 g duoc goi 1a phan ti sinh
hay phan ti nguyén thuy cia nhom G.

2/. Cap cia nhém Cyclic: Cho (G,*) 1a nkém Cyclic vé6i phan tir sinh g va phan tu
trung lap e. Néu ton tai s6 tu nhién nhé nhat n ma g" = e, thi G s& chi gdm c6 n phan tir
khac nhau: e, g, ¢% ¢°,...,g"% Khi d6, G duoc goi 1a nhém Cyclic hitu han cdp n. Néu
khong t6n tai s6 tw nhién n dé g" = e, thi G c6 cdp oo.

Vidu: (Z%, +) gdm céc sb nguyén duong 1a Cyclic voi phan tr sinh g =1, e = 0. Bo 1a
nhém Cyclic v6 han, vi khong ton tai s6 ty nhién n dé g" = e.

3/. CAp cia mot phan tir trong Nhém Cyclic: Phan tir a.eG goi 1a ¢6 cdp d, néu d 1a
s6 nguyén duong nhé nhdt sao cho o = e, trong do6 e 1a phan ti trung lap cua G. Nhu
vay, phan tir a. c6 cap 1, néu a. = e.

1.2.3. Nhém Z,

1/. Tap thang dw thu gon theo modulo [1]

* Ki hiéu:

Z,=1{0,1,2,..,n-1} 1a tap cac sd nguyén khong 4m < n.

Z,, va phép cong (+) lap thanh nhém Cyclic c6 phan tir sinh 1a 1 va phan tu

trung lap lae = 0.

(Zn,+) goi 1a nhom cong, d6 1a nhém hitu han co cap n.

* Ki hiéu:
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Z, = {XeZ,, x 1a nguyén t& cting nhau vai n}. Tic 1a X phai = 0.
Z," duoc goi 1a tdp thang du thu gon theo mod n, ¢ sé phan tir 1a ¢(n).
Z, V&i phép nhdn mod n 1ap thanh mot nhém nhén, phan tir trung 1ap e = 1.
Tong quat (Z,~, phép nhdn mod n ) khong phai la nhém Cyclic.
Nhom nhan Z, 13 Cyclic chi khi n ¢6 dang: 2, 4, p*, hay 2p* v&i p 1a s6 nguyén t6 1&
va k> 1. Con néu n 1a sé nguyén t6 thi Z,  1a nhém Cyclic.
2/. Phan tir nghich diao ddi véi phép nhan [1]
a). Pinh nghia: Cho acZ,, néu ton tai beZ, sao cho a.b = 1(mod n), ta néi b 1a phan tir
nghich dao cua a trong Z, va ky hiéu a*. Mot phan tur c6 phan tir nghich dao, goi la
kha nghich.
b). Pinh Iy: UCLN(a, n) = 1 < Phan tir acZ, c6 phan tir nghich dao.
¢). Thudt todn Euclid tim phan tir nghich ddo
Input: aeZ,, n
Output: Phan tir nghich d4o cua a.
Procedure Nghich dao(a,n)

Begin
go:=N; g1:=a;
Uo:=1; uy:=0;
Vo.=0; vq:=1;
I:=1;
while (g; = 0) do
begin
y =01 div g;;
Oi+1:= Oiv1- Y.0i;

Uir1 := Ujs1 - Y. Uj;
Vit1 1= Visr - Y.Vj;
= 1+1;
end:;
t 1= Viyq; if (t > 0) then a™:=telse a™:= t+n;
End.
3/. Khai niém logarit roi rac [1]

Cho p 14 s6 nguyén td, g 1a phan tir nguyén thuy €Z , va g eZ,
14



“Logarit roi rgc” chinh 1a viéc giai phuong trinh x = Ioggﬁ (mod p) Véi an x.

Hay phai tim s6 x duy nhat sao cho: g* = £ (mod p).

4/. Thang dw bac hai [5]

a). Dinh nghia: Phan tir acZ", duoc goi 1a thing du bac 2 theo modulo n néudxeZ’,:

x> =amod n. Goi Qy la tap cac thing du bac 2 va Qy 1a tp céac thang du khong bac 2.

b). Pinh Iy (vé sb lugng thang du bac 2):
- Vi p 1a s6 nguyén td, o 1a phan tir sinh €Z”,, khi d6 a = &' mod p 14 thang du bac 2
khi va chi khi i chin. Sb lugng thang du bac 2 dugc tinh bang cong thuc:

QJ=5-lR,

- Vé6in =p.q trong d6 p,q 1a céc s6 nguyén t6. Khi d6, a € Qy khi va chi khia € Q,

vaa e Qq.

Vay s6 luong thing du bac 2 1a:

1
= Z(p—l)-(q -1

Q.
s6 lwong thiang du khong bac 2 1a:

Q,-3(k-na@-o.
1.3. D¢ phirc tap cia thuat toan
1.3.1. Khai niém d¢ phirc tap cia thuat toan [1]
1/. Chi phi ctia thuat toan
Chi phi phai tra cho mét qua trinh tinh toan goém chi phi vé thoi gian va chi phi vé
bo nhé. Goi A 1a mot thuat toan, e 1a dir liéu vao cua bai toan dd duogc mi hoa biang
cach ndo d6. Thudt toan A tinh trén dit liéu vao e phai tra mot gia nhat dinh.
Ta ky hiéu: ta (€) 1a gia thoi gian va 1a(e) 1a gia b nho.
2/. Do phirc tap vé bd nhé
La(n) = max{la (), v&i || < n}, n 1a “kich thudc” dau vao cua thuat toan.
3/. Po phiic tap vé thoi gian
Ta(n) = max{t A (e), voi |e| < n}
4/. P phirc tap tiém can
Do phuc tap PT(n) duoc goi 1a tiém can téi ham f{n), ky hiéu O(f(n)) néu 3(ne,c)
ma PT(n) < c.f(n), ¥n > n,.

5/. P§ phirc tap da thic
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Do phuc tap PT(n) duoc goi da thirc, néu né tiém can téi da thirc p(n).
6/. Thuat toan da thirc

Thuat toan duoc goi 14 da thirc, néu do phuic tap vé thoi gian (trong truong hop
xau nhat) cua no 1a da thirc.
Noi cach khac:

+ Thuat toan thoi gian da thirc 1 thuat toan c6 do phuc tap thoi gian O(n'), trong
d6t 1a hang sb.

+ Thuat toan thoi gian hdm mii 14 thuat toan c6 do phuc tap thoi gian O(t™), trong
d6 t 12 hang s6 va f(n) 1a da thac caa n.

Bdng 1.3 Thoi gian chay cia cdc lop thudt todan khac nhau

P phirc tap S6 phép tinh (n=10°) | Thoi gian(10° phép tinh/s)
O(1) 1 1 micro giay

o(n) 10° 1 giay

o(n%) 10" 11,6 ngay

on®) 10" 32 000 nim

0(2") 10%1%% 10°™%® tudi cua vii try

*Chu y

- C6 nguoi cho ring, ngay nay may tinh co tdc do rit cao cho nén khong can phai
quan tAm nhiéu t6i thuat toan nhanh, toi xin dan mét vi du da duoc kiém ching.

- Bai toan xtr Iy n ddi tugng, c6 ba thuit toan véi 3 mic phuc tap khac nhau sé chiu 3
hau qua nhu sau: Sau 1 gio:

Thuat toan A c¢6 do phuc tap O(n): xu 1y duoc 3,6 triéu dbi twong.

Thuat toan B ¢6 d6 phic tap O(n log n): xt Iy duoc 0,2 triéu ddi tuong.

Thuat toan C c6 d6 phic tap O(2"): xir 1y dugc 21 ddi tuong.

1.3.2. Phan l6p bai toan theo d¢ phire tap [1]

1/. Khai niém ""dan vé dwoc"

Bai toan B duoc goi 1 "ddn vé duroc” bai todan A mot cach da thirc, ky hiéu: B
oc A, néu co thuat toan don dinh da thirc dé giai bai toan A, thi ciing c6 thuit toan don
dinh da thirc dé giai bai toan B.

Nghia la: Bai todn A "khé hon" bai toan B, hay B "dé&” hon A, bai toan B duogc

dién dat bang ngon ngit clia bai toan A, hay c6 thé hiéu B 1a truong hop riéng ciia A.
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Vay néu giai dugc bai toan A thi ciing sé& giai duoc bai toan B. Quan hé oc ¢6 tinh chat
bac cau: Néu C o« B va B oc A thi C oc A.
2/. Khai niém ""kho twong dwong"
Bai toan A goi 1a “kho twong dwong” bai toan B, ky hiéu A ~ B, néu: A o« B va B o A.
3/. Lop bai toan P, NP
Ky higu:

P 1a 16p bai toan giai duoc bang thuat toan don dinh, da thic.

NP 1 16p bai toan giai duoc bang thuat toan khong don dinh, da thuc.
Theo dinh nghia ta c6 P = NP. Hién nay ngudi ta chua biét duoc P # NP ?
4/. Lép bai toan NP- Hard
Bai toan A duoc goi 1a NP - Hard (NP- k4d) néu VL € NP déula L oc A
Lép bai toan NP - Hard bao gdm tat ca nhitng bai toan NP - Hard.
Bai toan NP - Hard c6 thé nam trong hoic ngoai 16p NP.
5/. Lop bai toan NP - Complete
Bai toan A duoc goi 1a NP - Complete (NP- ddy dii) néu A 1a NP - Hard va Ae NP.
Bai toan NP - Complete 14 bai toan NP - Hard ndm trong Iép NP.
Lép bai toan NP - Complete bao gdm tat ca nhitng bai toan NP - Complete.
Lép NP - Complete 13 ¢ thyuc, vi Cook va Karp di chi ra bai toan dau tién thudc 16p
nay, do 1a bai toan “thoa dugc” (Satisfy ability).
1.3.3. Ham m{t phia va ham cira sip mot phia [1]
1/. Ham m¢t phia

Ham f(x) duoc goi 1a ham mét phia néu tinh “xuéi” y = f(x) thi “dé”, nhung tinh
“nguroc” x = £ (y) thi lai rit “kho”.
Vi du: Ham f(x) = g* (mod p), véi p 1a s6 nguyén to 16n, g 1a phan tir nguyén thuy mod
p 1a ham mdt phia.
2/. Ham cira sap Mot phia

Ham f(x) dugc goi 1a ham cira sap mét phia néu tinh “xuéi” y = f(x) thi “dé”,
nhung tinh “nguwoc” x = £ * (y) thi lai rit “kh6”. Tuy nhién, lai c6 cia sdp z sao cho
viéc tinh x = f *(y) 1a “dé”.
Vi du: Ham f(x) = x* (mod n) (véi n 1a tich ctia hai s6 nguyén t6 16n n = p*q) 1a ham
mot phia. Néu chi biét a va n thi viéc tinh x = £ *(y) 1a rit “kh6”, nhung néu biét cira

sap p va q, thi viéc tinh duoc f *(y) 1a kha “dé”.
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1.4. Cac bai toan quan trong trong miat ma

Trong phan ndy, ching ta s& tim hiéu ba bai toan c6 vai trd cuc ky quan trong
trong 1y thuyét mat ma, d6 13 cac bai toan: kiém tra tinh nguyén t6 cia mot s6 nguyén;
phan tich mot s6 nguyén thanh tich cia cac thira s6 nguyén t6; tinh logarit roi rac cua
mot s6 theo modulo nguyén t6. O day ta mic dinh rang cac sd nguyén la rat 1on,
1.4.1. Bai toan kiém tra s6 nguyén t6 16m

Cho n 12 s6 nguyén duong bat ky. Lam thé nao dé kiém tra dugc n c6 phai 1a sb
nguyén to hay khong ? Bai toan duoc dit ra tir nhitng budi dau cua sé hoc va trai qua
hon 2000 nim dén nay van 1a mot bai toan chua co dugc nhitng cach giai dé dang.
Nam 1975, Pratt da chirng minh n6 thudc 16p NP va thudc 16p co-NP MNP, day la bai
toan “kh6”. Bang nhitng phuong phap don gian nhu sang Eratosthenes, tir rat sém
ngudi ta di xay dung duoc bang cac sé nguyén té dau tién, roi tiép tuc bang nhiéu
phuong phap khac tim thém dugc nhiéu s6 nguyén té I6n hon.

Tuy nhién, chi dén giai doan hién nay cua 1y thuyét mat ma hién dai thi nhu cau
st dung cac s6 nguyén t6 va thir tinh nguyén tb cua cac sé mai tré thanh mot nhu cau
to I6n va phd bién, doi hoi nhiéu phuong phap méi cé hiéu qua hon. Trong muc nay
chung ta s& lugc qua vai tinh chat cua sé nguyén t6 va mot vai phuong phap thir tinh
nguyén té cia mot sb nguyén bat ky. [4]

1/. M@t sé ky hiéu toan hoc [3]

a). Ky hiéu Lagrang

Ky hiéu L(a,p) dugc dinh nghia véi a 1a mot s6 nguyén va p 1a mot s6 nguyén td 16n
hon 2. N6 nhan ba gid tr1 0, 1, -1:

L(a,p) = 0 néu a chia hét cho p

L(a,p) = 1 néu acQy (a 12 thang du bac 2 modulo p)

L(a,p) = -1 néu acQy (a khong 1a thing du bac 2 modulo p)

Mot phuong phap d& dang dé tinh toan ra L(a,p) 1a: L(a,p) = a®*2 mod p
b). Ky hiéu Jacobi
Ky hiéu Jacobi dugc viét 1a J(a,n), n6 1a sy khai quat hoa cua ky hiéu Lagrang, né dinh
nghia cho bat ky cap s6 nguyén a va n nao. Ky hiéu Jacobi 1a mot chirc nang trén tap
hop sb thing du thap cta udc s6 n va cé thé tinh toan theo cong thic sau:

e Néu n Ia s6 nguyén t6, thi J(a,n) = 1 néu a la thang du bac hai modulo n.

e Néu n la s6 nguyén t6, thi J(a,n) = -1 néu a khong 1a thang du bac hai modulo n.
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e Néu n khong phai 1a s6 nguyén t6 thi Jacobi (a,n) s& dugc tinh theo cong thic
sau: J(a,n) = J(h,p1) % J(h,p,) X...x J(h,pm) VOi Py Pa....Pm 14 cac thira s6 16n
nhat caa n.
Thuat toan nay tinh ra s6 Jacobi tudn hoan theo cong thirc sau:
(1) J1k =1
(2) J(axb,k) =J(a,k) x J(b,k)
(3) J(2,k) =1 néu (K* — 1)/8 1a chia hét va J(2,k) = -1 trong cac trudng hop khac.
(4) J(b,a) =J((b mod a), a)
(5) Néu gcd(a,b)=1:
J(a,b) x J(b,a) = 1 néu (a-1).(b-1)/4 1a chia hét.
J(a,b) x J(b,a) = -1 néu (a-1).(b-1)/4 1a con du.
Trén thuc té c6 thé tinh dwoc ky hiéu Jacobi mot cach thuan loi hon néu dira vao mot
trong cac tinh chét sau, gia sr m va n 1a cac sb nguyén 1é, a,b €Z:
v' J(@*b, n) = J(a,n) * J(b,n) do @6 J(a% n) = 1
v J(a, m*n) = J(a,m) * J(a,n)
v' Néu a=b (mod n) thi J(a,n) = J(b,n)
v J@an)=1
v' J(-1,n) = (-1)"V~2
V' J(m,n) = J(n,m) * (-1)mHDA
2/. M@t s6 thuat toan kiém tra tinh nguyén t6
a). Thudt toan Soloway-Strassen [3]
Thuat toan nay sur dung ham Jacobi.
Thudt todn kiém tra sé p la sé nguyén t6:
1. Chon ngau nhién mot s6 a nho hon p.
2. Néu ugc sé chung 16n nhat ged(a, p) # 1 thi p 1a hop sb.
3. Tinh j = a®" mod p.
4. Tinh s Jacobi J(a,p).
5. Néu j # J(a,p), thi p khong phai 14 s6 nguyén td.
6. Néu j = J(a,p) thi ta néi p c6 thé 1a s6 nguyén tb Vi chac chan 50%.
Lap lai cac budc nay n 1an, mdi lan véi mot gia tri ngau nhién khac nhau cia a. Phan
du ciia hop s6 v6i n phép thir 1a khong qua 2"
Do phirc tap cua thuat toan 1a O(log,").
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b). Thuat toan Miller-Rabin [6]
Thuat toan nay dugc phat trién boi Rabin, dya trén mot phﬁn y tudng cua Miller. Thuc
té nhitng phién ban cua thuat toan da duoc gidi thiéu tai NIST.
Input: S6 ty nhién 1é n
Output: Nguyén té hodc hop s6
1. Phéan tich n — 1 = 2°.m, trong d6 s > 1 va m 1a s ty nhién 1¢
2. Chon ngau nhién s6 tu nhién a € {2,...,n-1}
3. batb=a"modn
4. Néu b = 1 mod n thi day 1a sé nguyén t6. Két thuc.
5. Cho k chay tir 0 dén s-1:
5.1 Néu b = -1 mod n thi day 1a sé nguyén té. Két thac.
5.2 Thay b:= b? mod n
6. Két luan day 1a hop s6. Két thuc.

Xac sudt sai 1am cua thuat toan nay 1a < % . Do phuc tap cua thuat toan 1a O(log,").

C). Thudt todn Lehmann [3]
Mot phuong phap don gian hon kiém tra s6 nguyén té duoc phat trién doc 1ap boi
Lehmann.
Sau ddy la thudt todn véi s6 budc Idp la 100:
1. Chon ngiu nhién mot s6 n dé kiém tra.
2. Chéc chén rang n khong chia hét cho cac s6 nguyén t6 nho nhu 2,3,5,7, va 11
3. Chon ngau nhién 100 sb ay, 8, as,... 100 gitta 1 va n-1
4. Tinh a{""” (mod n) cho tit ca a = a;. . . a100. DUNg lai néu ban tim thay a; sao
cho phép kiém tra 12 sai.
5. Néu a2 = 1 (mod n) v&i moi i thi n ¢6 thé 1a hop s6.
Néu a2 £ 1 hogc -1 (mod n) véi i bat ky, thi n 1a hop s6.
Néu a2 = 1 hogc -1 (mod n) v&i moi i # 1, thi n 1a sé nguyén td.
d). Thugt toan AKS (Agrawal-Kayal-Saxene) [6]
Thang 8 nam 2002, ba tac gia Manindra Agrawal, Neeraj Kayal va Nitin Saxena (Vién
cong nghé Kanpur An P9) da cong bo thuat toan kiém tra tinh nguyén té véi do phiic
tap thoi gian da thuec.

Thuat toan xut phat tir ¥ tudng sau: mot sé nguyén n (n>2) 1a s6 nguyén t6 khi va chi
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khi: (x-a)" = (x"-a)(mod n) (*) dang voi moi sb nguyén a 1a sé nguyén t cung nhau
v6i n (hodc chi can ding vai sd gia tri cua a, ddc biét khia = 1).
V61 dinh 1y trén, thot gian tinh cta thuat toan s€ 1a mot ham mii. Tién hanh rat gon hai
vé cua déng thirc trén theo modulo X" - 1. Sau d6 lai rat gon cac hé s6 cua két qua thu
duoc theo modulo n. Ta dugc biéu thuc sau:
(x-a)" = (x"-a)(mod x"-1,n) (**)
Hay ta co:
(x-a)"- (x"-a) = nf + (x"-1)g (***)
Biéu thirc (**) c6 thé xdy ra trong mot sd truong hop p 13 hop sd, nhung ngudi ta da
chtng minh duogc rang khong hop sb p ndo thoa man (**) véi moi a ndm trong ving
1<a <+/r log p. Nhu vay viéc kiém tra (**) cho cac sd a nim trong ving ndy s& tuong
duong v6i viée kiém tra tinh nguyén td cta p va thuét toan co do phirc tap 1a da thirc.
Vi du:
- Voin=3,a=1taco:
(x-a)" mod n = (x-1)® mod 3 = (x* — 3x* + 3x — 1) mod 3
=(x*~1)mod 3= (x"—a) mod n
- Voin=3a=2:
(x-a)" mod n = (x-2)° mod 3 = (x* — 6x* + 12x — 8) mod 3
=(x*-~2)mod 3= (x"—a) mod n
Thuat toan:
Input: S6 tw nhién 1é n > 1
Output: Nguyén té hodc hop sb
if (N co dang a”; a,b eN, b >1) output n 1a hop s6. Két thuc.
r=2;
while (r<n) {
if (UCLN(n,r) >1) output n 1a hop sd. Két thic.
if (r1a sd nguyén t6) {

Tim s6 ¢ - 1a wéc nguyén t6 16n nhat cua r-1;

. r-1

if (q= 4\/F log,") va ('« # 1 (modr))) break;
¥

r:=r+1;if (r > n) output nla sb nguyén td. Két thic.
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}
it (n-1)<2T log," {
for a=(r+1) to (n-1)
if (UCLN(a,n) >1) output n 1a hop s6. Két thuc.
}

fora=1to 2\/FIog2”

if ((x-a)" = X" - a(mod x" — 1)) output n 1a hop s6. Két thuc.

output n 1a s6 nguyén to.

Thuat toan ndy da duoc mot sé nha toan hoc kiém nghiém, danh gia cao va xem
1a thuat toan tdt, c6 thé dung cho viéc kiém thir tinh nguyén t6 cua cac s nguyén.
Trong thyc tién xay dung cc giai phap mat ma, nhu ciu tim kiém cac sd nguyén tb rat
l6n. Bé tim duoc s6 nhu vy, ngudi ta chon ngiu nhién mot sé n rat 16n, dung mot
thuat toan xac suat, chang han nhu thuat toan Miller-Rabin. Néu thuat toan cho két qua
“n la s6 nguyén t6” vi Mot xac suat sai ndo do, thi dung tiép mot thuat toan tit dinh
(chang han thuat toan Agrawal-Kayal-Saxena) dé dam bao chic chidn 100% rang sb n
1a nguyén tb. Thuat toan Agrawal-Kayal-Saxena duoc chang minh 1a c¢6 d6 phutc tap
thoi gian da thae ¢ O((log n)*?) khi thtr trén sb n; va néu s nguyén té dugc thir 6
dang Sophie Germain, tirc dang 2p+1, thi & phirc tap thoi gian chi con O((log n)®). [4]
1.4.2. Bai toan phan tich thanh thira sé nguyén t6

Bai toan phén tich mot s6 nguyén thanh thura s6 nguyén tb ciing dugc xem 1a
bai toan “kh6”, thuong dugc sir dung trong 1y thuyét mat ma. Bong thoi, day ciing 1a
Mot bai toan quan trong trong viéc tan cong hé mat RSA. Nhu ching ta da biét thi do
an toan ctia hé mat RSA cha yéu phu thudce vao do “khd” cua bai toan phan tich sb
nguyén 16n modulo n thanh tich ctia hai s6 nguyén té p va q. Néu chung ta thuc hién
dugc cong viéc nay trong thoi gian “du nhanh” thi viéc pha dugc hé mat nay 1a hoan
toan c6 thé. Co nhiéu thuat toan dé 1am viéc nay, tuy nhién trong luan vin nay toi chi
trinh bay mot s6 thuat toan thudng dugc sir dung nhat.

1/. Thuat toan sang Eratosthenes [2]

Thuat toan phén tich s6 nguyén N duoc md ta nhu sau:
M p=1
(2) p=p+l

(3) Tinh r =N mod p
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Néu r > 0 thi quay vé buéc (2).

Nguoc lai, p 1a wéc cua N. Dirng chuong trinh.
Pay 1a thuat toan c6 tinh phd thong va mic du nhu ching ta da biét 1 thuat toan rat
“t6i” vi thoi gian tinh ctia n6 13 O(+/n ) nhung néu N ¢6 wdc nho thi viée ap dung thuat
toan nay lai rat hiéu qua.
2/. Thuit toan sang dong duw [2]
Thuat toan dugc mo ta nhu sau:

(1) LAy ngdu nhién haisé ava b, véiab e Z,
(2) Kiém tra gcd((a-b) mod n,n) > 1 hoic ged((a+b) mod n,n) > 1
- Néu dting thi ged((a-b) mod n,n) > 1 hoidc ged((a+b) mod n,n) > 1 14 udc cua
n. Dung chuong trinh.

- Nguoc lai thi quay vé (1)
Bay gi0, ching ta hdy tam ding dé phan tich thuat toan dudi goc do xac suat nhu sau:
Cho p 1a wéc nguyén té nho nhat caa n, thé thi “can cé tdi thiéu bao nhiéu cap a,b
dirge xét dén dé xdc sudt c6 it nhat mét cap trong sé dé théa man ((a + b) mod p)= 0 >
0.5 ? ”. Bai toan trén con duoc goi 1a bai toan “tring ngay sinh” va sb m tdi thiéu can
tim trong bai toan s& 1a m = c.p, véi ¢ 1a mét hang sé tinh dugc nao d6. Thuat toan cé
thé thanh cong voi xac suit > 0.5, sau khong qua m budc.
Bang cach duyét dan thi thoi gian cua thudt toan khong khac gi thoi gian cua phép
sang. Tac gia J.M.Pollard da str dung mot phuong phap con goi la “phuwong phap 6.
Chi can thong qua +m budc c6 thé duyét dugc m cip khac nhau nhu di néu trén trong
thuat toan.
3/. Thuat toan Pollard [2]
Thuat toan hi¢u qua trong viéc tim cac udc nho la thuat toan dya vao phuong phap o
va dugc goi 1a thuat toan Pollard. Thoi gian tinh cta thuat toan nay chi con la O( \/E ).
V6i p 1a wdc nguyén td nho nhit cua n. Trong truong hop toi nhat (p=+/n ) thi thoi gian
tinh cua thuat toan ciing chi la 4n .
Phuwong phap 6 cua Pollard:
Tim hai phan tir dong du modulo p (a = + b mod p) nhung khong déng du modulo n.
Luc nay p s€ la uéc cua ged(n, (a £ b) mod n).

Co thé mé ta thuat toan nhu sau:
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Chon diy gia ngau nhién { x; mod n, i= 1,2,...} duoc xac dinh nhu sau: Xjs; = (X + a)

mod n véi a0 va a # -2 con gia tri dau X, tiy ¥.

Thudt toan:
(1) 1=0
(2) =i+l

(3) Xét ged((x2i— %) mod n, n)>1
- Néu dung, ta c6 p = ged((Xzi — X;) mod n, n). Dimg chuong trinh.
- Nguoc lai, quay vé budc (2)
Chung ta di phan tich thoi gian cua thuat toan:
Xoi — X = (X2i-12 +a) — (Xi-12 +a) = (X2i—12 - Xi—12)
= (Xai1 — X)) (Xai1 + Xi1)
= (Xai1 + Xi1) (X2 + Xi2)... (X + Xo)(Xi — Xo)
Tai budc thtr i, ching ta xét dén i+1 cip khac nhau va ciing dé dang nhan ra ring cac
cip duoc xét trong moi budce 1a khong giébng nhau, do d6, hién nhién voi ﬁ budc
chung ta dd c6 p cdp khac nhau dugc xét dén va nhu da phan tich ¢ trén. Thuat toan
thanh cong v6i xac suat > 0.5 hay thuét toan cua Pollard duoc thuc hién trong O(ﬁ )

budc.
4/. Thuat toan p-1 [2]
Thuat toan p-1 cua Pollard 13 thuat toan phén tich sé nguyén n dya vao phan tich cua
p-1 véi p 1a mot udc nguyén té cua n. Day 1a thuit toan cé tac dung néu ta biét dugc
cac wdc nguyén t6 ciia mot thira s p cua n ndi chung va dic biét néu n c6 mot thira s6
nguyén t p ma p-1 chi gdm nhimg uéc nguyén t nho nhit thi thudt toan c6 hiéu qua.
Thuat toan nay chi c6 hai dau vao 1a s6 nguyén 1¢ n can dugc phén tich va mot sé b.
* Thudt todn
Input: n,can b
Output: tra loi:
- Thanh cong va dua ra thira s6 cian
- Khéng tim dugc thira s6 cua n
Method:
Bugc 1: a:=2
Bu6c 2:  For j:=2to b do a:=a mod n

Budc 3:  d:= UCLN(a-1,n)
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Budc 4:  If (1 <d <n)then
Write (‘Thanh cong, cac thua sb cuan la:’,d,n/d);
else Write (‘Khong tim dugc thira $6 cia n’);
End.
* Vidu: Gia st n= 15770708441 va b = 180.
Ap dung thuat toan trén, ta thiy rang: a = 11620221425 & bude 3, con d = 135979 va
n/d = 115979.
Thuc té, phan tich n thanh cac thira s6 nguyén t6 1a: 15770708441 = 135979 x 115979
Phép phan tich thanh cong do (p-1) = (135979 - 1) = 135978 chi gom cac thira s6
nguyén t6 nho: 135978 =2 x 3 x 131 x 173

Trong thuat toan c6 (b-1) Iy thira theo modulo, mdi lily thira can nhiéu nhat 1a
2 log,” phép nhan modulo dung thuat toan binh phuong va nhan. Viée tim uéc chung
I6n nhét c6 thé dugc thuc hién trong khoang thoi gian O((log,")*) bang thuat toan
Euclid. B&i vy, do phic tap cua thuat toan 1a: O(blog,®(log,")? + (log,™)?).

Néu b 1a O((log,")) véi mot sé nguyén i xac dinh nao d6 thi thuat toan thuc su
1a thuat toan thoi gian da thire, tuy nhién, v6i phép chon b nhu vay thi xac sudt thanh
cong s& rat nho. Mit khac, néu ting kich thudc cua b 1én that I6n, chdng han téi n*/? thi
thuat toan s€ thanh cong, nhung khi d6 n6 sé khong nhanh hon phép chia th.

Diém bét loi caa thuat toan ndy 13 né yéu cau n phai co udc nguyén t6 p sao cho
p-1 chi c6 cac thira s6 nguyén t6 bé. Ta co thé xdy dung dugc hé mat RSA véi modulo
n = p.q han ché duoc viéc phan tich theo phuong phap nay. Trudc tién, tim mot sd
nguyén t6 16n p; sao0 cho p = 2p; + 1 ciing 1a mot s6 nguyén tb va mot s nguyén t6 16n
g: sa0 cho q = 2q; + 1 cling 1a mét s6 nguyén t6. Khi d6, modulo ctia RSA la n =p.q
s& chong dugc cach phan tich theo phuong phap p-1.

5/. Thuat toan p £ 1 [2]

Thuat toan nay cua Williams ciing dwa vao két qua phan tich ctia p£1 véi p 1a mot wdc
nguyén t6 cua n. Dé tién nghién ciru phuong phép p + 1, truéc hét ta diém lai mot s6
két qua lién quan dén diy Lucas.

* Dinh nghia day Lucas:

Cho a, b 14 hai nghiém cta phuong trinh: x> —px+q=0 (1)

Ky hiéu: Uy = & -b vaivp=a"+b" (2
a-b
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Cac day {un}, {vm} v6i m=0,1,2,... duoc goi la day Lucas cua phuong trinh (1).
Nguoc lai, phuong trinh (1) dugc goi 1a phuong trinh dac trung cia day (2).

* Cdc tinh chat:

- Néu i 1a uéc cua j thi u; s& 1a wéc cia u;.

-Tacd:ug=0,u1=1,Vo=2,Vv; =pva Vm> 1 thi cdc phan tir Uy, Vi, Cha ddy Lucas

duogc tinh theo cong thirc sau:

{um v] P [ul vl}

Um Vm 1 O uO VO

* Dinh Iy: {um} 12 ddy Lucas ctia phuong trinh (1) v6i p> — 4q = d’A ¢6 A khong co
udc chinh phuong (hay con goi 1a binh phuong tu do).

. A .| A .
Néu p khong 1a uéc cua Ag thip - {p}g 0 mod p (voi LJ la ky hiéu Lagrang).

Néu nhu co s& cua phuong phap p-1 1a dua vao két qua cua dinh 1y Fermat thi v6i két
qua cua Lucas chung ta ciing phat trién thanh mot phuong phap phén tich sé nguyén
mét cach twong tu nhung dua vao két qua phan tich cua p + 1 voi p 1a wdc nguyén td
cua N.

* Thudt toan:

(1) Q08" g%, i=1,j=0
(2) LAy A khéng c6 u6e chinh phuong ngu nhién trong Z",. Tim R, S nguyén sao
cho: R* - 4S = Ad® véi d # 0 nao do.
Xét gcd(AQ,n) >1
- Néu dang, ta c6 udc cua n 1a ged(AQ, n). Dimg chuong trinh.
- Nguoc lai, tinh b =ug mod n (phan tir thir Q trong diy Lucas ciia phuong trinh
x> —Rx + S =0)
(3) Xét dang thirc b = 0
- Néu ding, chuyén sang budc (4)
- Nguoc lai, chuyén sang budc (6)
(4) Xét j<logg"
- Néu duang thi: j = j + 1, Q = Q/g. Quay vé budc (3)
- Nguoc lai, chuyén sang budc (5)
(5) Xéti<k
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- Néu dung thi: i =i+1,j=0

- Néu b # 1thi: Q = Q*q;. Quay V& budc (4)

- Nguoc lai, quay vé budc (1)

(6) Xét ged(b,n) > 1

- Néu dang thi u6c cua n 1a: ged(b,n). Ding chuong trinh.

- Nguoc lai, quay vé budc (4).

Trudc hét, ta thay rang, cac bude va viée 1am trong mdi budc cua thuat toan gan nhu
gidng hét véi thuat toan cua Pollard nham dé vét hét cac kha niang p+1 (trong truong
hop {ﬂ: -1) va p-1 (trong truong hop {ﬂ: 1) 1a wéc cua Q. Viée xét dang thuc b=0
trong mdi budc, néu sai nham dam bao cho ta b khong 13 boi cua n va néu p+1 hoic p-
1 14 wdc caa Q thi theo cac két qua & tinh chit va dinh 1y trén cho ta b 13 boi cta p va
nhu vay ged(b,n) 1a wdc thuc su caa n.

Tom lai, thuat toan trén rd rang hi¢u qua trong ca hai truong hop p+1 hoac p-1
chi gém cac wdc nguyén t6 nho. Tuy nhién, cin cir vao cong thirc tinh cac gia tri cua
day Lucas ta thiy rang hé sé nhan cua thuat toan nay 1 16n hon nhiéu so vai thuat toan
cta Pollard trong trudng hop cung phan tich dugc n véi uéc p cua nd co p-1 chi gom
cac udc nho bai vi thay cho viéc tinh mdt Ity thira thong thuong thi thuat toan cua
Lucas phai tinh mot 1ty thira cia mot ma tran.

Tur thuat toan trén, ta c6 thé két luan:

- p phai 1a mot s6 16n.

- Cac udce phai co kich thudce xap xi nhau.

- Cac u6c khong duoc xap xi nhau vé gia tri.

- Udc nguyén t6 p cia modulo n khong duoc ¢ p+1 hoic p-1 phan tich hoan
toan ra cac thira 6 nguyén to nho.

- Khong ¢6 s6 Lucas uj = 0 mod p véi i bé ddi voi cac phuong trinh dic trung
c6 biéu thic A nhé.

- p phai ¢6 khoang cach lity thtra 2 du 16n.

6/. Tim nhan tir I6n nhat thir nhat <N [7]

DPinh 1y Fermat: Gid sit n la mét $6 nguyén dwong 1é c¢6 dang n = p.q trong dé p<q va
p, q la cac sé nguyén t6. Khi dé, biéu thirc n ¢é thé duoc viét dudi dang: n = t°— s
(trong do t, s la cdc s6 nguyén dong). Cdc s6 nguyén t, s, p va q c6 moi quan hé:
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t=P*d vds=—q;p

N

Phuong phap nay duoc xay dung dua trén dinh 1y Fermat, cu thé:
(1) Pat: x = 2.|VN | + 1,y = 1; r:\_\/ﬁf- n
(2) Ifr <0 goto (4)
@) r=r-yy=y+2
goto (2)
(4) If (r =0) then Két thuic thuat toan.

Khi d6 chung ta s€ co:

n= {X;y}{“;"z} {Day chinh 12 hai nhan t&r p va q cta n}

va X; Y 1a phan sb c6 gia tri 16n nhat <N

(B)r=r+x
X =X+2
goto (3)
Trong do: | x| la $6 nguyén bé nhat > x.
1.4.3. Bai toan tinh logarit roi rac theo modulo
Day ciing 12 mot bai toan khd quan trong trong hé mat khoa cong khai. Ta biét
ring, do an toan ctia hé mat ma Elgamal phan 16n phu thudc vao bai toan nay. Néu co
mét thuat toan dé giai duoc bai toan nay trong thdi gian “du nhanh” thi kha ning pha
dugc hé mat nay 13 hoan toan co thé.
Bdi todn ndy dwoc phdt biéu nhu sau:
Cho: I = (p, a, f) trong d6 p 1a s6 nguyén td, a 13 phan tir nguyén thity eZp* vap eZp*
Muc tiéu: Hay tim mot s6 nguyén duy nhat a (1 < a < p-1) sao cho: a® = (mod p).
Ta s& xac dinh s nguyén a = log,” (mod p).
Thuat toan tam thuong dé giai bai toan nay d6 1a duyét toan bo cac s6 a tir 1 dén p-1,
cho dén khi tim duoc gia tri a thoa man biéu thiac: «® = f (mod p). Tuy nhién, néu p 1a
mot s6 rat 16n thi thudt toan nay s& kém hiéu qua. Mot bién dang cua thuat toan nay
V6i it nhiéu hiéu qua hon d6 1a thuét toan Shanks. [4]
1/. Thuat toan Shanks [14]

Pay la thuat toan tinh logarit trén truong hitu han do Danied Shanks dé xuét.
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a). Y twong nhw sau:
(1) Patm = L p—lJ

(2) Tinh o™ mod p v6i 0 <j <m-1
(3) Sap xép m cap vai the tu (j, o™ mod p), ¢6 luu ¥ t6i cac toa do thur hai cua cac
Cap nay, ta s€ thu dugc danh sach L;
(4) Tinh Bo* mod p v&i 0 <i <m-1
(5) Sap xép m cap vai the tu (i, po’ mod p), ¢6 luu ¥ t6i cac toa dd thur hai cua cac
cap nay, ta s€ thu dugc danh sach L,
(6) Tim mot cap (j, y) €Ly va médt cap (i, y) €L, ( tie 1a mot cap co toa do thir hai
bang nhau).
(7) Xac dinh log,p = mj + i mod (p-1)
b). Nhan xét:
- Néu can, cac budc (1) va (2) co thé tinh toan trude, diéu nay khong 1am anh huong
tai thoi gian chay tiém can.
- Tiép theo, 1 rang néu (j, y) €Ly va (i, y) €L, thi: a™ =y = Ba’, bai vay: o™ =B
nhu mong mudn. Nguoc lai, dbi voi B bat ki ta co thé viét: log,B = mj+i trong do
0 <j,i <m-1. Vi thé phép tim kiém & buéc (5) chic chin thanh cong.
Nhu vay, thuat toan nay co6 thé tim duoc logarit roi rac véi thoi gian tinh ¢& O(m) va
khong gian nhé ¢ O(m). Cha ¥ 1a budc (5) ¢ thé thuc hién mot cach dong thoi qua
tung danh sach L; va L,.
c). Vidu
Cho p = 809 va ta phai tim logs>®°.
Taco:a=3,f=525vam= L\/ﬁj: 29.

Khi d6: o®® mod 809 = 99

Trude tién, ta tinh cac cap (j, 99 mod 809) véi 0 < j < 28.

Ta nhan duoc danh sach Ly: (0,1); (1,99); (2,93); (3,308); (4,559); (5,329); (6,211);
(7,664); (8,207); (9,268); (10,644); (11,654); (12,26); (13,147); (14,800); (15,727);
(16,781); (17,464); (18,314); (19,275); (20,582); (21,496); (22,564); (23,15); (24,676);
(25,586); (26,575); (27,295); (28,81).

Danh sach L, chira cac cap (i, 525x(3")™* mod 809) véi 0 < i < 28.
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Danh sach nay gém:

(0,525); (1,175); (2,328); (3,379); (4,396); (5,132); (6,44); (7,554); (8,724); (9,511),
(10,440); (11,686); (12,768); (13,256); (14,355); (15,388); (16,399), (17,133),
(18,314); (19,644); (20,754); (21,496); (22,564); (23,15); (24,676); (25,356); (26,658);
(27,489); (28,163).

Bay gio, néu xir Iy hét ca hai danh sach thi ta s& tim dugc cap (10,644) trong L,
va (19,644) trong L,. Bay gid, ta co thé tinh: logs®* = 29x10+19 = 309. Kiém tra lai ta
thay rang qua thuc: 3**° = 525 (mod 809).

2/. Thuat toan Pohlig - Hellman [14]
Thuat toan tht hai t6i mudn dé cap dén 1a thuét toan Pohlig - Hellman. Co s¢ todn hoc
cua thuat toan nay 1a dinh 1y phan du Trung Hoa sau day. [1]
- Pinh Iy phan dw Trung Hoa: Cho tap sé nguyén té cung nhau timg d6i mot: my, m,. ..
m;. V&i mdi bo s6 nguyén bat ky: ay, ay,..., & thi hé phuwong trinh déng du:
X =a; (mod m;) vai (i =1,2,...,r)

ludn c¢6 nghiém duy nhdt theo modulo m véi (m = my.m,....m, ).
Nghiém nay c6 thé tinh duoc theo cong thirc sau:
X = a;myms...mb; + miamz...mb, + mym,asms...m/bs + ...+ mim,...m,1a, b, (mod m;.
M,...M,), trong d6 by = (My.M,...miMis1...m) ™" (mod my), véi (i = 1,2,....r).
- Nhdn xét: Binh 1y trén cho phép ching ta tinh dugc dong du theo modulo cua mot s6
l6m (tich cua nhiéu s6 nguyén té cung nhau), thong qua tinh toan dong du theo modulo
cac sb6 nho (ting thira s6).
- Vi dy: Tim nghiém cua hé phuong trinh:

x =3118(mod 5353)

X =139(mod 391)

x =239(mod 247)
Vi cac sb 5353, 391, 247 nguyén td cung nhau, nén theo dinh 1y trén hé phuong trinh
s& c¢6 nghiém duy nhat theo modulo m = 5353*391*247 = 516976681.
Dé tim x mod m ta tinh:
m; = m/5353 = 96577 — y; = 96577 mod 5353 = 5329
m,=m/391 = 1322191 — y, = 1322191 mod 391= 16
ms = m/247 = 2093023 — y; = 2093023 mod 247 = 238
X = 31188.96577.5329 + 139.1322191.16 + 239.2093023.238 (mod m)
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X = 13824 (mod m)

. . K .
Tu dinh 1y trén, néu p - 1 ¢6 dang phan tich chinh tac la: p—1=T] pic‘ (pilaso
i=1

nguyén t6 dic biét) thi dé tinh duoc gié tri a = log,’ (mod p-1) ta tim céc s a; sao cho
a; =amod p;° voi I <i <k. Sau khi tim duoc céc sb a; thi hé phuong trinh: x = a; mod
pi® (I <i<k) duoc giai theo dinh 1y phan du Trung Hoa sé& cho 1i giai x = a (mod p-1)
can tim. Véan dé 1a x4c dinh cac s6 a mod pi® (I <i < k). Bé thuc hién diéu nay, ta gia
sur rang q 1a s6 nguyén t6.

p-1=0(modq°

p- 10 (mod g™*)
Ta s& chi ra cach tinh gia tri: x = a mod g° véi (0 < x < g°-1). Ta c6 thé biéu dién x theo

co sO q nhu sau:

trong d6 0 < a; < -1 v6i 0 < i < c-1. Ciing 6 thé biéu dién nhu sau: a = X + s.9° Vdi s
12 mot s6 nguyén nao do.
Budc ddu tién cua thuat toan tinh ao. Két qua chinh & day 1a:
B(p-l)/q = P-Dao (mod p)
Dé thiy rd diéu d6 can chb y rang:
B(p—l)/q = (P D(x+a’s)/a (mod p)
Diéu nay du dé cho thiy:
a (PO —  (p-Dag/g (mod p)

Két qua nay dung khi va chi khi:

(p—l)((;(+ch) = (p_ql)ao (mod p—l)

Tuy nhién: (p—l)((;(-l—qCS)_(p—ql)ao — (pq_l) (X+q°s—a0) =%(Cz_laiqi +qcs_aoj

=_(pq‘1) (ilaiqi +q°s] - (p—l)(iaiq“l+q°‘18j =0 (mod p-1)

Do 1a diéu can ching minh. Do do, ta s& bét ddu bing viéc tinh: B mod p. Néu

B(p'l)/q = 1 (mod p) thi ag= 0. Nguoc lai, chung ta s€ tinh lién tiép cac gid tri:y = o PLa
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mod p, ¥’ mod p,... cho t&i y' = BP" (mod p) voi mot gia tri | nao d6. Khi didu nay
Xay ra ta co ag =i.

Bay gid, néu ¢ = 1 thi ta da thyc hién xong. Nguoc lai, néu ¢ > 1 thi phai tiép tuc xac
dinh a;. Bé 1am diéu d6 ta phai xac dinh: B; = Bor® va ki hiéu: X, = log,f; mod g°.

D& thay rang:

c—

1
X = a(

i=1

Vi thé dan dén:
ﬁl( p—l)/q2 _ a( p_1)a1/q (mod p)

Nhu vay, ta s& tinh B,®% (mod p) rdi tim i sao cho:

7 =p"'" (mod p)
Khi d6 a; = i.
Néu ¢ = 2 thi cong viéc két thiic; néu khong, phai lap lai cong viée nay ¢ - 2 1an nira dé
tim ay,...,ac.1.
- Thudt todn Pohlig - Hellman dé tinh log . (mod q°)
(1) Tinhy = o® (mod p) véi (0 <i <qg-1)
(2) Patj=0vap;=p
(3) While (j<c-1) do
(3.1) Tinh & = B;"*! (mod p)
(3.2) Tim i sao cho & =;

(33) a =i
(3.4) Bju = PBja™¥ (mod p)
(35) j=j+1

Trong thuat toan nay, o 13 phan tir nguyén thuy theo modulo p con q 1a s6 nguyén to.
p-1=0 (mod q°)
va
p-1#0(mod g™
Thuét toan tinh cac gia tri ag,...,ac1 trong do: log,” (mod q°).
log,Amodq° = CZ_llaiq‘
i—0
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- Vi dy: Gia str p = 29; khi d6 n = p-1 = 28 = 22.7*
Gia sir o =2 va p = 18. Ta phai x4c dinh a = log,"®.
Trudc tién, tinh a mod 4 roi tinh a mod 7.
Ta s& bat dau bang viéc datq=2,c=2.
Trudc hétyo = 1 va y; = a®®? mod 29 = 2'* mod 29 = 28
Tiép theo: & = B2 mod 29 = 18" mod 29 = 28
Vi ag = 1. Tiép theo ta tinh: By = oo™ mod 29 = 9 va $,%** mod 29 = 9" mod 29 = 28
Vi: y; =28 mod 29
Ta c6 a; = 1. Boi vay a= 3 (mod 4).
Tiép theo dat q=7 vac =1, ta c6 P mod 29 = 18* mod 29 = 25
vay; = a®" mod 29 = 2* mod 29 = 16.
Sau do tinh: y, =24; y3=7;v,=25
Boivayap=4vaa=4(mod?7)
Cubi cung giai hé phuong trinh:
a=3(mod 4)

{ a=4(mod7)
bang dinh 1y phan du Trung Hoa, ta nhan duoc a = 11(mod 28). Diéu nay c6 nghia 1a
ta da tinh duoc log,™® trong Zyg 12 11.

Thuat toan Pohlig - Hellman cho ta cach tinh logarit roi rac kha hiéu qua, nhung
chi khi p-1 chi c6 cac thira s6 nguyén t6 bé. Néu p-1 ma c6 it nhat mot thira s6 nguyén
t6 16n thi thuat toan nay ciing kém hiéu qua, trong truong hop do6 thi bai toan tinh
logarit roi rac theo modulo p van 1a bai toan kho.

Mot 16p cac s6 nguyén td p ma p-1 ¢o it nhat mot thira s6 nguyén té 16n va 16p
cac s6 nguyén té dang p = 2.q+1, trong d6 q 1a s6 nguyén t6. D6 duoc goi 1a sé nguyén
t6 dang Sophie Germain, c6 vai trd quan trong trong viéc xdy dung cac hé mat ma
khoa cong khai.

Nguoi ta da nghién ciru phat trién kha nhiéu thuat toan khac nhau, ca thuat toan
tat dinh, ca thuat toan xac suét dé tinh logarit roi rac, nhung chua cé thuat toan nao

duoc chung to 1a c6 do phuc tap thoi gian da thuec.
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Két luan chwong 1
Trong chuong nay, luan vin da trinh bay mot s6 van dé vé sé nguyén td, do phuc tap
cua thuat toan, khai niém ham mot phia va ham ctra sap moét phia, cac bai toan quan

trong trong mat ma.
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Chwong 2. CAC PHUONG PHAP TAN CONG CHU KY SO

2.1. Toéng quan vé chir ky s6
2.1.1. Khai niém chir ky sb
1/. Gigi thi¢u [1]

Dé chting thuc ngudn goc hay hiéu luc cia mot tai liéu (vi du: don xin hoc, gidy
bao nhap hoc), lau nay nguoi ta thuong st dung chir ky “tay”, ghi vao phia dudi cua
mdi tai liu. Nhu vay nguoi ky phai truc tiép “ky tay* vao tai lidu.

Ngay nay cac tai lidu duoc sé hoa, ngudi ta ciing ¢ nhu cau ching thuc ngudn
gdc hay hiéu luc cua céc tai liéu nay. RS rang khong thé “ky tay* vao tai liéu, vi ching
khong duoc in 4n trén gidy. Tai liéu “s&” (hay tai liéu “dién tir’) 1a mot chudi cac bit (0
hodc 1), xau bit c¢6 thé rat dai (néu in trén gidy co thé hang nghin trang). “Chir ky” dé
chuing thuc mot xau bit tai liéu cling khong thé 1a mot xau bit nho dat phia dudi xau bit
tai liéu. Mot “chit ky” nhu vay chic chan s& bi ké gian sao chép dé dit dudi mot tai
licu khac bat hop phép.

Nhitng nim 80 cua thé ky 20, cac nha khoa hoc di phat minh ra “cha ky so” dé
chung thuc mot “rai liéu s6”. D6 chinh 13 “ban ma” ctia x4u bit tai liéu.

Ngudi ta tao ra “chir ky s6” (chit ky dién tu) trén “tdi lidu s6” gidng nhu tao ra
“ban mA” clia tai liéu véi “khoa 1ap ma”. Nhu vay “ky s6” trén “tai liéu s6” 1a “ky” trén
ting bit tai liéu. Ké gian kho c6 thé gia mao “chit ky s6” néu nhu khong biét “khéa 1ap
ma”.

Dé kiém tra mot “chir ky s6” thudc vé mot “tdi liéu s6”, ngudi ta phai giai ma
“chit ky s6” bang “khoa giai ma”, va so sanh véi tai liéu gbc. Ngoai ¥ nghia dé chung
thuc ngudn gdc hay hiéu luc cua cac tai liéu sb hoa,“chi ky s6” con dung dé kiém tra
tinh toan ven cua tai liéu géc.

Mat manh cua “chiz ky s6” hon “chi ky tay” con 1a & chd nguoi ta c6 thé “ky”
vao tai lidu tir rat xa (trén mang cong khai). Hon thé nira, c6 thé “ky” bang cac thiét bi
cam tay (dién thoai di dong) tai khap moi noi, mién 1a két ni duoc vao mang. D& tén
bao thoi gian, stac luc, chi phi.

“Ky s6” thuc hién trén timg bit tai liéu, nén do dai cta “chi ky s6” it nhat ciing
bang do dai cia tai liéu. Do d6 thay vi ky trén tai liéu dai, nguoi ta thudng dung “ham

bam” dé tao “dai dién” cho tai lidu, sau d6 moi “ky s6” 1én “dai dién” nay.

35



2/. So' @6 chir ky s6 [1]
So do chit ky 1a b nam (P, A, K, S, V), trong dé:
P 1a tap hitu han cac van ban c6 thé.
A 13 tap hitu han cac chit ky c6 thé.
K 1a tap hitu han cac khoa co thé.
S latap cac thuat toan ky.
V 13 tap cac thuat toan kiém thi.
Véi mbi khoa keK, c6 thuat toan ky Sig y €S, Sig «: P— A, c6 thuat toan kiém tra chir

ky Ver , eV, Ver : P x A— {dung, sai}, thoa man diéu kién sau véi moi xeP, yeA:

—— Pung, néu 'y = Sigy ()
Ver (X, y) =

—— Sai, néu y = Sig  (X)

* Chu y:
Nguoi ta thuong dung hé ma hoa khoa cong khai dé lap “so db chir ky s6”.

O day khoa bi mat a dung 1am khéa “k)”, khoa cong khai b dung 1am khoéa kiém
tra “cha k. Nguoc lai voi viéc ma hoa, dung khoa cong khai b dé 1ap ma, dung khoa
bi mat a dé giai ma.

Diéu nay 13 hoan toan ti nhién, vi “4)” thi can giit bi mat cho nén phai dung
khoa bi mat a dé “ky?”. Con “chit ky” 1a cong khai cho moi ngudi biét, nén ho dung
khoa cong khai b dé kiém tra.

2.1.2. Phan loai “chir ky s6”

C6 nhiéu loai chi ky tuy theo cach phan loai, sau day xin gidi thiéu mot sb cach. [1]
1/. Phan loai chir ky theo kha ning khdi phuc thong diép goc

a). Chir ky c6 thé khéi phuc théng diép goc: La loai chit ky, trong d6 nguoi nhan ¢é
thé khoi phuc lai duoc thong diép gbc, da duoc “ky” bai “chir &y nay.

Vi dy: Chir ky RSA.

b). Chit ky khéng thé khéi phuc théng diép goc: La loai chit ky, trong d6 nguoi nhan
khéng thé khoi phuc lai duge thong diép gdc, da duoc “ky” boi “chir ky” nay.

Vi dy: Chit ky Elgamal.

2/. Phan loai chir ky theo mirc an toan

a). Chit ky “khéng thé phii nh@n”: Bé tranh viéc chdi bo chit ky hay nhan ban chir ky
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dé sir dung nhiéu lan, nguoi giri chit ky cling tham gia truc tiép vao viéc kiém thir chix
ky. Piéu d6 dwoc thuc hién bang mot giao thic kiém thir, dudi dang mét giao thic
moi hoi va tra loi.

b). Chi ky “mét lan”: Bé bao dam an toan, “khéa ky” chi ding mot Ian trén mot tai
liéu.

Vi du: Chir ky mot lan Lamport.

3/. Phan loai chir ky theo wng dung dac trung

Chir ky “mu” (Blind Signature).
Chir ky “nhém” (Group Signature).
Chir ky “boi” (Multy Signature).

Chir ky “mu nhom” (Blind Group Signature).

Chit ky “mu boi”  (Blind Multy Signature).

2.2. Chir ky RSA

2.2.1. So @b chir ky [1]

1/. So' dd

a). Tao cap khoa (bi mdt, cong khai) (a, b)

Chon bi mét s6 nguyén té 16n p, q tinh n = p*q, cong khain, dit P = A=2Z,

Tinh bi mat ¢(n) = (p-1).(q-1)

Chon khéa cong khai b < ¢(n), nguyén té cung nhau vai ¢(n).

Khoa bi mat a 1 phan tir nghich dao cua b theo mod ¢(n): a*b = 1 (mod ¢(n))

Tap cap khoa (bi mat, cong khai) K = {(a, b)/ a,b € Z,, a*b = 1(mod ¢(n))}

b). Ky s6: Chit ky trén xeP 1a y = Sige(x) = x* (mod n), yeA. (R1)

c). Kiém tra chiz ky: Very (x, y) = diing < x = y° (mod n). (R2)

* Chii y: So sanh giita so d6 chir ky va so d6 ma hoa RSA ta thdy c6 sy twong (ng:
- Viéc ky chang qua la ma hod, viéc kiém thir lai chinh 1a viéc gidi ma.

- Viéc “ky s6” vao X tuong ang Vai Viéc “md hod” tai liéu X.

- Kiém thir chit ky chinh 1a viéc giai ma “ché k), dé Kiém tra xem tai liéu da giai ma
c6 ding 14 tai lidu trudc khi ky khong. Thuét toan va khoa kiém thir “chir &y 1a cong
khai, ai ciing c6 thé kiém thu chit ky duoc.

2/. Vidu

Chit ky trén x = 2

* Tao cap khoa (bi mat,cong khai)(a, b):
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Chon bi mat s6 nguyén té p=3, g=5, tinh n = p*q = 3 * 5 = 15, cong khai n.
bat P=A=Z,=Z,. Tinh bi mat ¢(n) = (p-1).(g-1) =2 * 4 = 8.
Chon khoéa cong khai b = 3 < ¢(n), nguyén t6 cling nhau vai ¢(n) = 8.
Khoa bi mat a = 3, 1a phan tir nghich dao cua b theo mod ¢(n): a*b = 1 (mod ¢(n)).
* Ky 56
Chir ky trén x = 2P 1a: y = Sig «(X) = x* (mod n)= 2° (mod 15) = 8, yeA.
* Kiém tra chir ky:
Ver, (x, y)=dung < x =y (mod n)

< 2=8(mod 15)
2.2.2. Tan cong dang 1: Tim cach xac dinh khoa bi mat
1/. Bi 10 mot trong cac gia tri: p, g, ¢(n)
Néu trong qua trinh 1ap khoa ma ngudi sir dung vo tinh dé 16 nhan tir p, q hodc ¢(n) ra
ngoai thi ké tin cong s& dé dang tinh duoc khoa bi mat a theo cong thirc:

a*b =1 (mod ¢(n))

Biét duoc khoa bi mat, ké tin cong s& gia mao chit ky cta nguoi dung.
—> Gidi phdp phong tranh: Qua trinh tao lap khoa phai duoc tién hanh & mot noi kin
d4o, bi mat. Sau khi thuc hién xong thi phai giir can than khoa bi mat a, dong thoi huy
hét cac gia tri trung gian: p, g, (n).
2/. T4n cong dua theo khéa cong khai n va b cia nguoi ky [8]
Luc nay, ké tin cong s& tim cach phén tich gia tri n ra hai thira s6 nguyén t6 p va q. Tur
d6, s& tinh duoc ¢(n)=(p-1).(g-1); cudi cung tinh duge khoa bi mat a.
—> Gidi phdp phong tranh: Nén chon s nguyén t6 p va q du I6n dé viéc phan tich n
thanh tich cua hai thira s6 nguyén t6 1a khé c6 thé thuc hién duoc trong thoi gian thuc.
Trong thuc té, nguoi ta thuong sinh ra cac s 1on (it nhat 100 chit s6), sau d6 kiém tra
tinh nguyén té caa né.
3/. Khi nhiéu nguoi cung sit dung chung “modulo n” [8]
Khi ¢6 k ngudi cung dang ky st dung chir ky RSA, trung tim phan phoi khoa CA s&
sinh ra 2 s6 nguyén td p va q, roi tinh s6 modulo n = p*q. Sau d6, sinh ra cac cip khoa
ma hoa/giai ma {e;,d}. Trung tdm sé& cap cho nguoi dang ky thir i khoa bi mat d; tuong
ung, cung voi cac thong tin nhu: n, danh sach khoa cong khai {ej} (i=1...k).

Luc nay, bat ky ai c6 thong tin cong khai nhur trén déu c6 thé:
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- Ma héa vin ban M d@é guri cho nguwoi dang ky thir i, bang cach sir dung thudt todn ma

hoa RSA voi khoa ma hoa e;:.

Y =M% modn
- Nguwoi dang ky thir i c6 thé ky van ban M bang cdch tinh chir ky:
S, =M% modn

Bat Cit ai ciing c6 thé xdc thuc rang M dwoc ky boi nguwoi ding ky thir | bang cdch tinh
S." mod n va so sanh véi M.
* Vigc siz dung chung “modulo n” ddn dén:
a). Truong hop 1: Mot thanh vién c6 thé sir dung khoa cong khai va khoa bi mat cua
minh dé tinh ra khoa bi mat cta ngudi khac. Ttc 13 can cir vao khoa cong khai ey,
ngudi gitt cap khoa ma héa/gidi ma (e,,d) c6 thé tim dugc s6 nguyén d ; sao cho e; d ;
=1 mod ¢(n) ma khong can phai biét ¢(n).
Dé tim duoc gia tri d; ndy, can phai tim mot sé nguyén t, nguyén t cing nhau véi e,
va 12 boi cua ¢(n). Didu nay thuc hién dugc boi vi (e, d(n)) = 1.
Khi @6, do t va e; nguyén td cung nhau nén ton tai r va s sao cho r.t + s.e; = 1.
Vi t 12 boi cia ¢(n) nén s.e; = 1 mod ¢(n), va khi d6 d; =s.

* Thui tuc tim s6 dw d 'y nhie sau: (trong dé, chi can dén cdc gid tri €1,5,0y)

(1) batt=e,d, -1

(2) Sir dung thuat toan Euclid mé rong dé tim wdc chung 16n nhat f cua e va t.

Ddng thoi ciing phai tim dwoc hai sé r va s théa man r.t +s.e; = f

(3) Néu f=1thiditd, =s va két thuc

(4) Néu f# 1 thi dat t:= t/f, quay lai budc (2)
Hién nhién, t nguyén t6 cung nhau véi e;. Theo cac dinh nghia trén, ta biét rang e,
nguyén to cung nhau vai ¢(n). Thit tuc trén dua ra khoa giai ma e;. Vi o phuc tap tinh
toan cua thu tuc nay 1a O((log n)?), nén d6 1a mot kha ning de doa dén hé théng. Mot
lan nira, nhimg thong tin ¢6 san cho ngudi ding hop phap trong hé théng thira sic bé
duogc hé théng mat ma. Tat nhién, nguoi dung nay khong thuc hién nguyén xi theo yéu
Cau ciia nha thiét ké giao thirc danh cho nguoi dung, nhung nhiing thong tin can thiét
van c6 thé ly duge ma nguoi dung khong vi pham quy dinh cua giao thic.
b). Trwrong hop 2: Viéc sir dung s6 modulo n chung ciing 1am cho giao thiic RSA dé bi
tan cong, trong d6 mot nguoi ding ky cé thé bé dugc hé mat.
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Hé mat bi sap, tat nhién kénh bi mat bi 16 va nguoi dang ky nay c6 thé giai ma cac van
ban ctia ngudi dung khac, kénh chit ky ciing hong vi anh ta ¢ thé gia mao chir ky cua
ngudi dung khic ma khong hé bi phat hién. D6 1a sir dung phuong phép xac suat dé
phan tich thira s6 modulo n thanh nhan tir hoic sir dung thuét toan tat dinh dé tinh toan
ra s6 mii giai ma ma khong can sé modulo n. Y tudng co ban cua kiéu tan cong nay 13
phan tich s6 modulo n bang cach tim cdn bdc hai khéng tam thwong cua 1 mod n.
Nghia 13, tim mot 6 b thoa man:
b®=1mod n
b#+modn
1<b<n-1
Néu tim duoc sé b nhu thé, thi sé modulo n ¢o thé duoc phan tich theo cach sau:
Vi: b?=1mod n nén b*—1=0 mod n
(b+1).(b-1)=0 (mod n). Hay (b+1).(b-1)=s.n = s.p.q Véi s 1a s6 nguyén tiy ¥.
Nghia 1a (b+1).(b-1) chia hét cho ca p va q.
Tuy nhién, 1<b<n-1 vi vay 0< b-1< b+1<n =p.q
Ta thay, néu b-1 chia hét cho p thi khong chia hét cho q. Tuong tu V&i b+1.
Vi thé, udc chung 16n nhat cia b+1 va n phai 1a p hoic q.
Ap dung thuit toan Euclid s& phan tich ra thira s6 caa n. Vi vy, cach tin cong ndy tap
trung vao viéc tim cdn bdc hai khéng tam thwong cua 1 mod n.
Dit e, va d; 1a khoa md héa va gidi ma cia ngudi dung hé théng. Theo dinh nghia,
erd; = 1 mod d(n). Vi vay, e, d;— 1 phai la s6 nguyén nao do, 13 boi cia d(n), va co thé
tim duoc cac sb nguyén khong Am ¢ va k ma e; d; = ¢.p(n)=2" o, v&i ¢ 1a sb 1&.
* Thut tuc tim cdn béc hai khéng tam thwong cia 1 mod n
(1) Chon sé nguyén a sao cho (a,n) = 1 va 1<a< n-1
(2) Tim s6 nguyén duong j nho nhat théa man: a’? =1 mod n
(Vi 2% ¢ 12 boi cua ¢(n), nén chic chin ton tai s nay)
(3) Pat:b=a?"*modn
(4) Néub # -1 mod n thi nd 1 cin bac hai khong tam thuong cua 1
(5) Néu b =-1 mod n thi quay lai buéc (1)
De Laurentis da chizng minh rang:

Vi a ngau nhién (1<a<n-1)
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Prob ((@° = 1 mod n)V(3j <k)(a*?=-1 mod n)) < 1/2
Hay: Prob (3j(1<j<k)(a® ?# +1mod n Aa”? =1 mod n))>1/2
Do d6, néu ta xay dung thuat todn xac suat, thir 1an luot voi m gid tri ngiu nhién a theo
tinh chat: (3j(1 <j<k)(a® ™ % +1 mod nAa”? =1 mod n))
Thuat toan dirng néu tinh chat d6 duoc nghiém dung & mot lac nao dé va cho két qua
b=a”"?modn. Nguoc lai, thuat toan ciing dimg nhung khong cho két qua.

Nhu vay, thuat toan khi ding m gi4 tri ngiu nhién a (1<a<n-1) s& cho két qua
s A, o1 A 1 1 4z . A \ ,
V&1 xac suat thanh cong > 1—2—m. Va khi d6, ta tim dugc phan tich p va q cua modulo

n. Vi vay, mot ngudi trong cudc cé thé bé mat ma trong giao thirc ndy véi xac suat rat
cao biang cach sir dung nhimg thong tin ma minh c6. Cach tan cong vira dé cap t4i rat
quan trong vi n6 chi ra rang nhimg thong tin vé cap khoéa ma héa/gidi ma c6 thé cho
phép tim ra thira s6 cua modulo n.
—> Gidi phdp phong tranh: sit dung gia tri modulo n khac nhau cho mdi ngudi tham
gia.
4/. St dung gia tri “modulo n” nhé
Nhu ta da biét, trong so d6 chit ky RSA thi cong thirc dé tinh gid tri chit ky y trén ban
10 X nhu sau: y = x* (mod n) véi (y €A, x eP, P=A=Z,)
Luc nay, ké tan cong co thé tinh duoc khoa bi mat a theo cong thuc sau:

a = log,” (mod n)
do cac gia tri: X, y, n 1a cong khai. Pay chinh l1a viéc giai bai toan logarit roi rac trén
vanh Z,. B4i vy, néu nhu gia tri modulo n ma nho thi bang cach ap dung cac thuat
toan d3 trinh bay & trén ké tan cong co thé tim ra dugc khoa bi mat a.
—> Gidi phdp phong tranh: Nén chon cac s6 nguyén to p va q du Ion dé viéc giai bai
toan logarit roi rac trén vanh Z, 1a khé c6 thé thyc hién duoc trong thoi gian thuc.
5/. Sir dung cac tham sé (p-1) hoic (g-1) ¢6 cac wée nguyén té nhé [8]
Néu ta bat can trong viéc chon cac tham sé p va q dé cho (p-1) hoic (g-1) c6 cac udc
nguyén té nho thi so d6 chir ky sé& tré nén mat an toan. Bai vi, khi (p-1) hoic (9-1) c6
cac wdc nguyén té nho thi ta ¢ thé ding thudr todn (p-1) cia Pollar dé phan tich gia tri
modulo n thanh thira s6 mot cach dé dang.
—> Gidi phdp phong tranh: Chon céc tham sb p va q sao cho (p-1) va (g-1) phai co

cac udc nguyén to lon.
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2.2.3. Tan cong dang 2: Gia mao chir ky (khong tinh truec tiép khéa bi mat) [1]
1/. Ngwoi giri G giri tai liéu x cung chir ky y dén ngudi nhan N, sé ¢6 2 cach xir Iy:
a). Ky truoc, ma hoa sau
Nguoi gui G ky trude vao x bang chit ky y = Sigg (X), sau d6 ma hoa X va y nhan dugc
z = eg (X, y) rdi giri z cho N.
Nhan duoc z, N giai ma z dé duoc X, y. Tiép theo, kiém tra chit ky Very (X, y) = true ?
b). Md hoa trudc, ky sau
Nguoi giri G ma hod X trudc bang u = eg (X), sau d6 ky vao u bang chit ky v = Sigg(u)
roi gui (u, v) cho N.
Nhan duoc (u, v), N giai ma u nhan dugc x. Tiép theo, kiém tra chit ky Very (u, v) =
true ?
2/. Gia sir, H iy trém dwoc thong tin trén dwong truyén tir G dén N
+ Trong trudng hop a, H lay duoc z. Trong trudng hop b, H iy duoc (u,v).
+ Pé tAn cong vao X, trong ca hai tredng hop, H déu phai giai ma thong tin 1y duoc.
+ Pé tin cong vao chir ky, thay bang chit ky gia mao, thi xay ra hai truong hop:

- Trudng hop a, dé tan cong chit ky y, H phai giai ma z, méi nhan dugc y.

- Trudng hop b, dé tin cong chit ky v, H d3 c6 san v’, lic nay H chi viéc thay v

bang v’.
H thay chir ky v trén u, bing chit ky cua H 1a v’= Sigy(u) rdi gii (u, v’) d&én N.
Khi nhan dugc v’, N kiém thir thiy sai, giri phan hoi lai cho G.
G c6 thé ching minh d6 1a chit ky gia mao.
G guri chit ky ding v cho N, nhung qua trinh truyén tin s& bi cham lai.
Nhu vay, trong trudng hop b, H c6 thé gia mao chit ky ma khéng can phai giai ma.
= Gidi phap phong tranh: Hay ky trudc, sau d6 ma hoa ca chir ky.
2.3. Chir ky Elgamal [1]
2.3.1. So d6 chir ky
1/. So do
a). Tao cap khoa (bi mdt,cong khai)(a, h)
Chon s6 nguyén t6 p sao cho bai toan logarit roi rac trong Z, 1a “kho” giai.
Chon phan tir nguyén thuy g €Z . DatP =2, A=Z,x Z, .
Chon khéa bi mat 1a a €Z’,. Tinh khéa cong khai h = g* mod p.
Dinh nghia tap khéa: K={(p, g, a, h): h=g* mod p}
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Cac gia tri (p, g, h) dugc cong khai, con gia tri a dugc gitr bi mat.
b). Ky s6
Dung 2 khoéa ky: khoa a va khéa ngiu nhién bi matr eZ,;"
(Vir eZp_l*, nén nguyén t6 cung nhau véi p-1, do d6 ton tai r* mod (p-1))
Chit ky trén xeP 1a y= Sig, (X, r) = (y, 9), yeA (E1)
Trong 6 y €Z,*, 8 €Zp4

y=g modpvad=(x—a*y)*rimod (p-1)
¢). Kiém tra chir ky
Ver (X, v, 8) = ding < h" * y° = g* mod p. (E2)
* Chu y:
Néu chir ky duoc tinh dung, kiém thir s& thanh cong vi:
h'*y°=g¢*" *g™modp=g®"* " modp=g modp
Do & = (x - a*y)* r mod (p-1) nén (a*y + r*3) = x mod (p-1)
2/. Vi du
Chit ky Elgamal trén dir liéu x = 112.
- Tao cap khoa (bi mdt, cong khai)(a, h)
Chon sb nguyén t6 p = 463. Dat P = Z,*, A= Z,* x Z,4
Chon phan tir nguyén thuy g = 2 eZy*
Chon khoa bi mat la a = 211 eZ,*
Tinh khéa cong khai h = g* mod p = 2%*! mod 463 = 249
Dinh nghia tap khoa: K= {(p, g, a, h): h= ¢ mod p}
Cac gia tri (p, g, h) duoc cong khai, con gia tri a dugc gitr bi mat.
- Ky 56
Chon ngau nhién bi mat r =235 €Z,,
Khoa ky 1a (a, r).
Vir eZp_l*, nén nguyén t6 cing nhau véi p-1, do d6 ton tai r * mod (p-1).
Cu thé: UCLN(r, p-1) = UCLN(235,462) = 1, nén r'* mod (p-1)= 235™ mod 462 = 289.
Chir ky trén dir ligu x = 112 1a (y, )= (16,108), trong do6:

v = g" mod p=2°** mod 463 = 16
& = (x —a*y )*r *mod (p-1) = (112 - 211*16) * 289 mod 462 = 108
- Kiém tra chir ky
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Ver (X, v, 8) = dung < h"* y°= g* mod p
h' *y° = 249'° *16'% mod 463 = 132
g* mod p = 2*2 mod 463 = 132
Hai gia tri d6 bang nhau, nhu vay chir ky 1a dng.
3/. Py an toan
Bai toan cin ban dé bao dam do an toan cho so d6 chit ky Elgamal chinh 13 bai toan
tinh logarit roi rac. Biét khoa cong khai h = g* mod p. Nén c6 thé xac dinh khoa bi mat
a bang cach tinh logy h.
2.3.2. Téan cong dang 1: Tim cach xac dinh khoa bi mat
Khod bi mdt a cé thé bi phat hién, néu khéa ngdu nhién r bi 16, hodc ding r cho hai
lan ky khdc nhau.
1/. S6 ngAu nhién r bi 16
Néu r bj 16, ké tham ma s& tinh dugc khoa mat a = (x - r 8) y* mod (p-1).
—>  Gidi phdp phong trdnh: Can than trong trong viéc st dung sd ngau nhién k,
khong duoc dé 16 s6 k duogc dung.
2/. Dung r cho hai 1an ky khac nhau
Gia sir dung r cho 2 lan ky trén X; va X,. Khi do, (y, 8,) 1a chit ky trén X, con (y, 8,) 1a
chir ky trén Xo.
Khi @6, ké tham ma c6 thé tinh dugc gia tri a nhu sau:
B *y®™ =a™ (mod p)
B *y®™ =a’ (mod p)
8-6,

Do dotacd o™ =y (mod p)

baty = Otr, taco ™ = ]/k*((sl_JZ) (mod p) <= Xi-Xo =71 (61-62)m0d(p-1) (1)

bat d=(5,-62,p-1). Khi d6 d | (p-1), d | (31- 82) = d | (X1-Xz).

' Xi— X,
X d

F_ 070,
o d

. p-1
P d

Khi d6 dong du thtc (1) tré thanh: X' =r * §' (mod p')
Vi (3, p') = 1 nén tinh € = (3') — 1 mod p' va tinh r = x"*¢ mod p'

= r = X" e+i*p' mod(p-1), vai 1 1a gia tri nao do, 0< 1 <d-1.
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Thr v6i gia tri nao dé, ta tim duogc r (diéu kién thir dé xac dinh r 1a: y = o mod p)
Tiép theo sé tinh duoc gia tri a nhu truong hop 1.
—> Gidi phdp phong tranh: mdi lan ky sir dung mot s6 k khac nhau.
3/. Khoa bi mat a qua nho
Néu khoa bi mat a qua nho thi bang phuong phap do tim don gian, ngudi ta c6 thé tinh
duoc nd.
—> Gidi phdp phong tranh: chon khoa bi mat a 13 nhitng s nguyén 16n, c6 kich
thudc gan bang sé modulo n.
4/. S6 ngiu nhién r qua nhé
Tuong tu nhu ddi véi khoa bi mat a, sé ngiu nhién r cling phai bi mat. Trong
truong hop cac tham sb ndy qua nho thi bang phuong phap do tim don gian ngudi ta
cling ¢6 thé tim duoc chung. Khi d6, so dd chir ky s& bi mit an toan. Néu r bj 19, ké
tham ma s& tinh dugc khoa bi mata = (x - r 8) y* mod (p-1).
—> Gidi phdp phong trdnh: chon sb ngau nhién r 14 nhimng sé nguyén 16n, c6 kich
thudc gan bang sé modulo n.
2.3.3. Tén cong dang 2: Gia mao chir ky (khdng tinh truc tiép khoa bi mat)
1/. Gia mao chir ky khong cung véi tai liéu dwoc ky
+ Tin tic H ¢b ging gia mao chit ky trén x ma khong hé biét khoa bi mat a. Nhu vay,
yéu cau H phai tinh duoc y va 8.
* Néu chon trude v, thi H phai tinh § qua dang thac h"*y°*=g*mod p  (E2)
Tirc 1a y°=g*h” mod p hay 6= log, g*h” mod p
* Néu chon truge 8, thi H phai tinh y qua phuong trinh: h'* y° = g* mod p
Hién nay, chira cé cdch hitu hiéu ndo d@é tinh ca 2 trong hop trén, nhung phong dodn
la kho hon bai toan logarit roi rac.
C6 thé c6 cdch tinh y, 8 dong thoi Véi (1, &) la chir ky ? Cdu trd \oi la: chwa ré |
* Néu chon trudc v,8 sau d6 tinh X, thi tin tic H s& phai d6i dau vai bai toan logarit roi
rac.
Taco: h'*y’=g*modp (E2)
Nhu vay: x = logy g* = logg h' * y°
2/. Gia mao chir ky cung voi tai liéu duoc ky

+ Tin tac H c6 thé ky trén tai liéu ngau nhién bang cach chon trude dong thoi x,y,8.
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a). Cach 1
* Chon X, v, & thoa man diéu kién kiém thir nhu sau:
Chon céc s6 nguyén i, j (0 <i, j <p-2) va (j, p-1) = 1 va tinh:
y=g¢ h modp
8 =-yj* mod (p-1)
X =-yij*mod (p-1)
Trong do, j* duoc tinh theo mod (p-1) (¢d nghia la j nguyén té Véi p-1).
* Chung minh (y, 8) 1a chir ky trén X, bang cach kiém tra diéu kién kiém thur:
hy*=h"(g'W)" " mod p=h'g """ h” mod p = g mod p
Vi du:
* Chon céc tham s6 cua so do chir ky Elgamal:
S6 nguyén t6 p = 463, phan tir sinh g = 2, khéa bi mat a = 135.
Khoéa cong khai h = g* mod p = 2'*° mod 463 = 272.
* Chon X,y,0 thoa man diéu kién kiém thir nhu sau:
Chon i= 89, j =125, 0 <i, j <p-2, (j, p-1)=1. Tinh j* mod (p-1) = 377.
y=¢ *h mod p = 2 * 272'® mod 463 = 218
& =-y*j* mod (p-1) = -218 * 377 mod 462 = 50
X =-y*i*jt mod (p-1) = -218*89*377 mod 462 = 292
* (v, 8) = (218, 50) 1a chit ky trén x = 292, vi théa man diéu kién kiém thu:
hY * 4% = 272%8 % 218 = 322(mod 463)
g*= 2% = 322(mod 467)
b). Cich 2
* Néu (y, 8) 1a chit ky trén tai lidu X c6 tir trudc, thi cé thé gia mao chix ky trén tai liéu
x’ khac.
+ Chon sé nguyén K, i, j théa man 0 < k,i,j <p-2, (K y-j &, p-1) =1 va tinh:
A =v*g"h mod p
w =381 (ky - j8)" mod (p-1)
x* = A (kx + i8)(k y - j8)™ mod (p-1)
* (\,p) 1a chit ky trén x°, vi thoa mén diéu kién kiém thi: h* "= g* mod p.
* Chii y: Ca hai cach gia mao noi trén déu cho chir ky dung trén tai liéu twong ung,

nhung d6 khong phai 1a tai liéu duoc chon theo ¥ cia nguoi gia mao. Tai liéu d6 déu
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dugc tinh sau khi tinh chir ky, vi vay gia mao loai nay trong thuc té ciing khong c6 y
nghia nhiéu.

2.4. Chit ky DSS [1]

2.4.1. So dd chir ky

1/. Giéi thigu

Chuan chit ky sé (DSS: Digital Signature Standard) dugc dé xuat nam 1991, 1a
dang cai bién cua so do chir ky Elgamal, va dugc chap nhan 13 chuin vao nim 1994 dé
duing trong mot sb linh vuc giao dich & USA.

Thong thuong, tai liéu s6 duge ma hoa va giai ma 1 1an. Nhung chir ky lai lién
quan dén phap luat, chit ky co thé phai kiém tht sau nhiéu nim di ky. Do d6 chir ky
phai duoc bao vé can than.

S6 nguyén té p phai du 16n(chang han dai ¢& 512 bit) dé bao dam an toan, nhiéu
ngudi dé nghi n6 phai dai 1024 bit. Tuy nhién, d dai chir ky theo so d6 Elgamal 1a
gap d6i sd bit cua p, do d6 néu p dai 512 bit thi do dai chit ky 1a 1024 bit.

Trong ung dung dung thé thong minh lai mong muén c6 chit ky ngén, nén giai
phap stra d6i 1a mot mat dung p v6i do dai tir 512 bit dén 1024 bit (boi cua 64), mat
khac trong chit ky (y, 8), cac sb v, & co do dai biéu dién ngan, vi du 160 bit. Khi d6 chit
ky 1a 320 bit. Diéu nay duoc thuc hién bing cach diung nhom con Cyclic Zy* cua Z,*
thay cho Z,*, do d6 moi tinh toan dugc thyc hi¢n trong Z,*, nhung thanh phan chit ky
lai thugc Z*.

+ Trong so dd ky Elgamal, cong thire tinh & duoc swra thanh: & = (x + a*y)r * mod q
+ Piéu kién kiém thir b v° = g* mod p duoc sta thanh: a*° * 87 = y(mod p)
Chii y: Néu UCLN(x+g*y, p-1) = 1 thi 8" mod p ton tai.
2/. So' dd
* Tao cap khoa(bi mat, cong khai) (a, h)
+ Chon sé nguyén t6 p sao cho bai toan logarit roi rac trong Z, 1a “kho” gial.
Chon g 1a wdc nguyén t6 cia p-1. Tac 1a p-1= t*q hay p=t*q+1.
(S6 nguyén to p ¢& 512 bit, q c& 160 bit).
+ Chon geZ,* 1a can bac ¢ cua 1 mod p, (g 1a phan ti sinh cua Z,%).
Tinh o = g, chon khoa bi mat a €Z,*, tinh khoa cong khai h = o* mod p.

+PatP=Z>* A=Z>*xZ*, K={(p, q, o, a, h)la €Z,*, h=o*mod p}.

47



+ V&i mdi khoa (p, g, a, &, h), k’=a bi mat va k” = (p, q, o, h) cong khai.
* Ky 56
Duing 2 khoéa ky: khoa a va khéa ngiu nhién bi matr eZ,, .
Chir ky trén X eZ,* 1a Sigy- (X,r) = (y, ), trong do:
v = (o' mod p) mod q
& = ((x + a*y)*r*mod q
(Chuy r eZ,, dé bao dam ton tai r* mod q)
* Kiém tra chir ky
Véie; = x*8" mod g, e, = y*6™ mod q.
Ver - (X, v, 8) = dung <> (o™ * h® mod p) mod q =y
3/. Vidu
* Tao0 cap khoa (bi mdt, cong khai) (a, h):
Chon p = 7649, q = 239 1a u6c nguyén t6 cua p-1, t = 32.
Ttrc 1a p-1=t*q hay p = t*g+1 = 32*q + 1 = 32*239 + 1 = 7649.
Chon g = 3 €Z649 12 phan tir sinh.
a =g 'mod p = 3* mod 7649 = 7098.
Chon khoa bi mét a = 85, khoa cong khai h = o mod p = 7098%° mod 7649 = 5387.
* K3 s6: Dung 2 khoa ky: a va khéa ngiu nhién r =58 € Z Qe r Y mod q = 136.
+ Chit ky trén X = 1246 1a Sig - (X, ) = (y, 8) = (115, 87), trong do
v = (o mod p) mod g = (7098 mod 7649) mod 239 =593 mod 239 = 115.
& = (x +a*y )*r * mod q = (1246 + 85*115)*136 mod 239 = 87.
* Kiém tra chir ky: (v, 8) = (115, 87) 1a chit ky dung trén x = 12486.
e,;= x*8 mod q = 1246 * 11 mod q = 83
e, =y * 8 mod g =115*11 mod q = 70
Piéu kién kiém thir dung ? (o * h® mod p) mod q = v, voi 8= 11.
(7098 *53877° mod 7649) mod 239 = 593 mod 239 =115 = y.
2.4.2. Chay
1/. Lién quan téi cac tinh toan cu thé trong so' do
+ Chu y rang phai c6 & # 0 (mod q) dé bao dam c6 8 mod q trong diéu kién kiém thu
(tuong dwong UCLN(S, p-1) = 1). Vi vay néu chon r ma khong dugc diéu kién trén, thi

phai chon r khac dé c¢6 & # 0 (mod q). Tuy nhién kha ning & = 0 (mod q) 1a 2%, diéu
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d6 hau nhu khong xay ra.

+ Mot cha y 1a 13 thay vi tinh p trudc rdi méi tinh g, ta s& tinh q trudc réi tim p.

2/. Lién quan chung téi DSS (1991)

+ Do dai cb dinh cua p 13 512 bit. Nhiéu nguoi muén p co thé thay ddi 16n hon. Vi thé
NIST stra doi 12 p c6 do dai thay ddi, 12 boi cua 64: tir 512 dén 1024 bit.

+ Néu dung chit ky RSA véi thanh phan kiém thir chi ky 1a nho, thi viéc kiém thu
nhanh hon viéc ky. Di véi chir ky DSS thi nguoc lai, viée ky nhanh hon kiém thur.
Piéu nay dan dén vin dé:

Mot tai liéu chi duoc ky mot lan, nhung né lai duwoc kiém thtr nhiéu lan, nén
ngudi ta mudn thuat toan kiém thir nhanh hon.

May tinh ky va kiém thir nhu thé nao ? Nhiéu ung dung dung thé théng minh
v6i kha ning c6 han, két ndi voi mot may tinh manh hon, vi vdy nén xdy dung so dd
chir ky it lién quan dén thé.

Nhung tinh hubng dit ra 1a mot thé thong minh c6 thé sinh ra chit ky va ciing co
thé kiém tht chit ky, do vay rat kho két luan ?

NIST tra 1oi rang thoi gian kiém thir va sinh chit ky, cai nao nhanh hon khong
quan trong, mién 1a du nhanh.

Chir ky DSS thudc loai chit ky di kém thong diép. Pay 1a dang cai tién caa chir
ky Elgamal. Bdi vay, cac dang tin cong vao DSS twong tu nhu véi chit ky Elgamal.
2.5. Ung dung chir ky s6 tai Viét Nam

Hién tai, cong nghé chir ky s6 tai Viét Nam c6 thé st dung trong cac giao dich dé
mua ban hang truc tuyén, dau tu ching khoan truc tuyén. Ngoai ra, Bo Tai chinh ciing
da ap dung chit ky sé vao ké khai, nop thué truc tuyén qua mang Internet va cac thu
tuc hai quan dién tir nhu khai bao hai quan va thong quan truc tuyén ma khong phai in
cac to khai, dong dau do cua cong ty va chay dén co quan thué xép hang va ngdi doi
dé nop to khai nay. Trong tuong lai, chir ky s6 co thé st dung voi cac tng dung chinh
phu dién tir bi co quan nha nudc. Sap téi, s& lam viéc v6i nguoi dan hoan toan thong
qua cac dich vu cong truc tuyén va mot ctra dién tir. Khi can 1am thu tuc hanh chinh
hay mot su xac nhan cta co quan nha nudc, ngudi dan chi can ngdi ¢ nha khai vao

mau don va ky so dé gui 1a xong.
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Két luin chwong 2
Trong chuong ndy, luan vin di trinh bay vé chit ky sé RSA,ELGAMAL,DSS. Cac van
dé vé tan cong chir ky s6 dé tir d6 dua ra cac giai phap phong tranh thich hop.
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Chwong 3. XAY DUNG THU VIEN TiNH TOAN SO LON

3.1. Biéu dién s6 16n [7]
C6 nhiéu cach dé biéu dién va luu trir s6 16n. Cach thudng ding nhét 1a biéu dién bang
xau ky tu. Cho mot s6 16n ¢ n chir s6 thap phan dugc biéu dién trong hé co sb b, c6
dang a = (8-18n-2...a0)s ta S& str dung Mot xdu ky tu s ¢ do dai 1a n ky ty dé biéu dién
gia tri a theo céch:

Chir s6 a9 duoc luu vao phan ti s[0]

Chir 6 a; duoc luu vao phan tir s[1]

Chir 6 a,.1 duoc luu vao phan tir s[n-1]
Dau cua s I6n duoc dit trong bién trang thai “dau”:

- Néu dau = 1 thi a 1a s6 duong

- Néu dau = -1 thi a 1a s6 am
Ta quy udc, khi néi dén s6 16n a thi a 1a xau ky tw, cac phan tir cia xau chinh 13 cac
phan tir cta s6 16n duge biéu dién ¢ hé co sb b mdt cach tuwong tmg. Gia sir, ta dang
biéu dién s6 16n & hé co sb ¢ ndo d6 va ta mudn chuyén sé 16n sang biéu dién & hé co
sO b thi s& thong qua thudt toan sau:
Input: s6 nguyén duong a, s6 nguyén duong b (2< b <256)
Output: biéu dién & hé co sb b cia a = (an18n-2...30)p, N> 0; 8% 0

Thuat toan:
(D) i=0;x=A;q= m;ai:X—Q-b;

(2) while (q > 0)

i=i+1x=09= m;ai:X—p-q;
(3) return (a;...aq)
3.2. Ciac phép toan trong s 16m [7]
Ta quy udc, sé 16n duoc biéu dién trong hé co sé b = 10.
3.2.1. So sanh hai s6 16n
Input: Hai $6 16n: X = (Xp-1...X0) VA Y = (Ym-1...Yo) ¢6 d0 dai lan luot lan va m
Output: - Néu x >y thi return 1

- Néu x <y thi return -1
51



- Néu x =y thi return 0
Method:
(1) If (x duong, y am) return 1;
(2) If (x am, y duong) return -1;
(3) If (n>m) && (x am) return -1; // X <y
(4) If (n<m) && (y am) return 1; // X >y
(5) If (n>m) && (x duong) return 1; // X >y
(6) If (n <m) && (y duong) return -1; // X <y
(7) If (n==m)
(7.1) If (x duong)
For(i=n-1;i>0;i-)
If (x[i] > y[i]) return 1; // x>y
Else return 0;
(7.2) If (x 4m)
For(i=n-1;i>0;i--)
If (x[i] > y[i]) return -1; // x <y
Else If (x[i] <y[i]) return 1;// x>y
(8) return 0;
End.
3.2.2. Cong hai sé dwong 16m
Cho x va y 14 hai s6 16n, ¢6 d6 dai lan luot 1a n va m. Cong tirng phan tir cta hai xau x
va y lai, sau d6 luu vao ting phan tir trong xau z.
Input: Hai $6 16N X = (Xn1...X0), ¥ = (Yme1...Yo) cO d0 dai la n va m
Output: z=x+Yy
Method:
(1) temp =0, nho = 0; // nho: bién luu gia tri Nhé cta phép cong
(2) If (n <m) temp = n; else temp = m;
(3) For (i=0;i<temp; it++)
z[i] = x[i] + y[i] + nho;
if (z[1] > 9) { z[i] = z[i] - 10; nho =1 } else nho = 0;
End.
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3.2.3. Trir hai s6 dwong lémn
Cho x, y 13 hai s 16n, ¢6 d6 dai lan luot 1a n va m. Trir tirng phan tir cia hai xdu x va y
roi lwu vao tirng phan tir trong xu z.
Input: Hai $6 16N X = (Xp1...X0), Y = (Ym-1...Yo) ¢6 d6 dai 1a n va m
Output: z=x-Yy
Method:
(1) nho = 0; // nho: bién lwu gié tri nhd cta phép trir
(2) for (i=0;i<n;i++)
(3) if (n >m) y[i] = 0; // chén 0 vao phan tr y néu x c6 do dai 1én hon'y
(4) if (x[i] <y[i] + nho)
z[i] = x[i] + 10 - y[i] - nho;

nho = 1;
else z[i] = x[i] - y[i] - 10;
(5) nho =0;

(6) xét ddu cho z;
End.
3.2.4. Nhan hai s6 16n
1/. Nhén s6 16n véi mot sé nguyén
Input: S6 16N X = (Xn1...Xo) va sb nguyén k
Output: z = x*k, trong dé: z c6 do dai tdi thiéu bang n
Method:
(1) nho =0; temp =0;
(2) for (i=0;i<n;i++)
(3) temp = x[i]*k + nho;
(4) z[i] = temp % 10;
(5) nho = (temp - z[i])/10;
(6) do daicuazlan;
(7) if (nho !'=0)
(8) while (nho !=0)
(9) n=n+l; // Tang d6 dai cua z
(10) Zz[i] = nho % 10;
(11) nho = (nho - z[i])/10;
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(12) i++;
(13) return z;
End.
2/. Nhan hai s6 160 véi nhau
Cho hai 6 16n: X = (Xp.1...X0) VA Y = (Ym-1...Yo). Can tinh z = x.y c¢6 d6 dai 1a (n+m).
Dé nhan hai s 16n ta tién hanh nhu sau:

- Ly phan tir cta sb hang thar hai nhan véi tit ca cac phan tir cua s6 hang thi
nhat hay néi cach khac 1dy tirng phan tir ctia y nhan véi toan bd X cong thém mot phan
tr nhg, duoc két qua, dem chia cho hé co s6, 1ay s6 du 1am két qua cua hang tuong
mg, thuong sb 1a s6 nhé cua sé moi.

- Dich trai mot s6 bude phu hop.

- Cong tat ca cac két qua nhan lai.

Cu thé thuat toan nhan hai s6 16n nhu sau:

Input: Hai $6 16N X = (Xp1...X0) V& Y = (Ym-1...Yo) ¢6 d6 dai 1a n va m.
Output: z=x*y

Method:

(1) i=0, temp =0, nho =0;

(2) BigNumber b;

(3) for (i =0; i <m; i++)

(4) temp = y[i];

(5) b =x * temp; // Nhan mét s6 16n véi mot sé nguyén

(6) dichtrai (b,i); // dich trai gia tri b di i vi tri;

(7)z=z+Db;

(8) return z;

End.

3.2.5. Phép chia hai s 16n dwong

Cho hai $6 16n X = (Xp1...X0) VA Y = (Ym-1...Yo) cO d0 dai 1a n va m, ta xét hai truong hop
sau:

1/. Phép chia hai s6 16n ¢6 thwong < 9

Input: Hai $6 16n X = (Xp1...X0) V& Y = (Ym-1...Yo) ¢6 d6 dai 1an va m

Output: z = X trong d6 zco dg dailak=n - m;
y
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Method:
(1) Fori=0to 10do
(2) BigNumber c;
(3) ¢ =b *i;//Nhan mot s6 16n v&i mot s6 nguyén
(4) If (Sosanh(c,a)==1) returni-1;//c>a
Else If (Sosanh(c,a)==0) returni;//c=a
End.
2/. Chia hai s6 lén
Thuat toan chia hai s6 16n dya trén y tuong ciia phép chia thong thuong.

Input: Hai s6 I6n x, y c6 d6 dain, m

Output: z = X
y

Method:
(1) BigNumber b, c, z;
(2) If ((y[0]==0) && (m = 1))
printf “ Loi chia cho 07;
return b;
(3) If (x<vy)
z=0;
bodaicuablal;
dau =I; // b duong
return z;
(4) t=0,i=0;
(5) forj=(n-1)downtoj > 0// dao nguoc
b[0] = x[J];
iIf j ==n-1)thenc =c + b; else Dich(c,1); // Dich ¢ sang trai 1 vi tri
c=c+b;
Chuan(c); // loai bo cac s6 0 (dang 00012 thanh 12)
iIf (Sosanh(c,y) '=-1) {
t = Chia(c,y); // chia hai s6 16n c¢6 thuong 9 > t
b=y*t;
z[i] =t
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i++;
c=c-b;
Chuan(c); }
if (i 1=0) then
z[i]=0;
i++;
(6) Do daicuazlai;
(7) Gia tri ddu cua z = (gia tri dau cua X) * (gia tri diu cua y)
(8) z = Dao(z); // dao nguoc lai s6 z;
(9) return z;
End.
3.2.6. Liiy thira
Input: a, ke Z,
Output: a“ (mod n)
Method:
(1) Duak védang: k=>" k 2' day la dang biéu di&n trong hé co s6 2 cua k.

(2) Xétb=1vanéuk=0thiblakétqua
(3) XétA=a
(4) Néuko=1thib=a
(5) For (i=1;i<Kk;i++)
(5.1) A=A.A(mod n)
(5.2) Néuk=1 thib=A.b (mod n)
(6) return b;
End.
3.2.7. Uéc chung 16n nhat
Str dung thuat toan Euclid mé rong tim uéc chung Ién nhét cua 2 so.
Input: Hai s6 16na, bvsia>b
Output: d = UCLN(a,b) va hai s6 nguyén x, y thoa man a.x + b.y =d
Method:
(1) if (b==0)then {d=a;x=1;y=0;return(d, x,y); }
(2) aa=1,a,=0;a3=a;b; =0; b, =1; b3 =b;
(3) q=azdiv bg;
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(4) While (b3!=0)
(4.1) c1=ay; C = &; C3 = ag;
(4.2) a; = by; @ = by; a3 = bg;
(4.3) by=c1-Q.by; by = - q.by; b3 =C5- q.bs;
(5) if(a,<0)thena,=ar+ a;
(6) d=ay; x=as;y = as;
(7) return (d, X, Y);
End.
3.2.8. Phép nhéan theo modulo p

2 2 ~ k .
D¢ tinh a.b (mod p), ta biéu dién b dudi dang nhi phan b =" 2'b; trong d6 b;= 0 hoac
=0

bj =1.
k

Ap dung thuat toan Horner: a.b (mod p) = > (2'b; mod p)mod p
=0

Thuat toan tinh a.b (mod p) nhu sau:

Input: Ba sé Ion: a, b, p

Output: z = a.b (mod p)

Method:
1) b= Y 2',
(2) z=2g;
(3) For(i=k-1;i>0;i-)

z = 7" mod p;
if (bj=1)thenz=z+g;
(4) return z;

End.
3.2.9. Tim phin tir nghich diao theo modulo p
Pé tinh gia tri nghich dao, chung ta s& st dung thuat toan Euclid mé rong.
Input: ae Z, vai UCLN(a,n) =1
Output: a™* (mod n)
Method:

(1) Str dung thuat toan Euclid mo rong tim x, y thoa man diéu kién: ax + by =d
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va d = UCLN(a,n).
(2) Néud > 1 thia™ (mod n) khong tn tai, nguoc lai thi x 1a gia trji cAn tim.
End.
3.2.10. Phép cdng c6 diu
Phép cong hai s6 c6 dau duogc thuc hién dya trén phép so sanh, phép cong va phép trir
hai s6 khong am da trinh bay. Dau cua sé I6n duoc Iuu tai bit cao nhat cua so lon.
Input: Hai s6 16n X, y
Output: z=x+Yy
Method:
(1) if (x, y cing dau)
zZ=X+Y,
Dit z cing dau Véi X;
Return z;
(2) if (x duong) // vay am
(2.1) if ((s = Sosanh(x,y)) !=-1)
Z=X-Y;
Dit z cing dau Véi X;
Return z;
(2.2) if (s==(-1))
Z=y-X;
Dit z cing du Véi y;
Return z;
(3) if (x am) // va y duong
(3.1) if ((s = Sosanh (x,y))=="-1)
Z=y-X;
Dit z cing dau Véi y;
Return z;
(3.2) if (s !1=(-1))
Z=X-Y,
Dit z ciing dau Véi X;
Return z;
End.
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3.2.11. Phép trir c6 dau
Phép trir hai s6 ¢6 dau dugc thuc hién dya trén phép cong hai s6 do.
Input: Hai s6 16n x, y
Output: z=x -y
Method:
(1) Ddi dau cuay;
(2) Congcoddauz=x+y;
(3) Return z;
End.
3.2.12. Phép nhan cé diu
Phép nhan hai s6 c6 dau duoc thuc hién dya trén phép nhan hai sb khéng 4m da duoc
trinh bay ¢ trén.
Input: Hai s6 Ion x, y
Output: z=x*y
Method:
(1) if (x, y cung du) Return z = x.y;
(2) if (x, y khac dau)
Z=X.Y;
Déi dau z;
Return z;
End.
Két luin chuong 3
Trong chuong nay, luin vin di trinh bay cac van dé vé tinh toan véi s 1on. Biéu dién
va cai dit cac phép toan quan trong trén s6 nguyén 16n phuc vu cho viéc xay dung céac

giai phéap tan cong chit ky s6.
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Chwong 4. THU NGHIEM CHUONG TRINH TAN CONG

Trong chuong nay, luan vin trinh bay vé thyc nghiém chuong trinh tin cong. Giai
phap duoc lya chon & day 1a tin cong chit ky sé RSA ¢ dang xac dinh khoa bi mat dua
vao khoa cong khai n va e, st dung phuong phap nhan tir hoa gia tri modulo n.

4.1 Chuong trinh thuc nghiém

Bang 4.1 Théng tin vé chirong trinh thuc nghiém

Moi truong thuc nghiém | - Processor: Intel® Core™ i7-6950X Extreme Edition
(25M Cache, 3.50 GHz)

- Memory (Ram): 32GB — DDR4

- SSD: 500 GB - Sata Ill

- Operating System : Windows 10 Pro

- System type: 64— bit Operating System, x64 — base

processor

Ngoén ngir st dung Ngon ngit lap trinh C

Thu vién tinh toan Thu vién BigNumber trong chuong 3

B e T T— x|
sHEB LB sMD|oc|ihll2x BEISI(EEENE 2| @ ) BBV i

= Femat CPP 23| [ P-1.cPP 23] 2 Potard PP 3] [ Wikams CPP 13 BAnackProglam.CPFE]IBEJJLM.-: cpeed|

1

//This is Attack Program on RSA Digital Signature
3 //Version 2016
4 //Copyright (C) Mr TuanAnh

6 #include <stdio.h>
#include <conio.h>
#include <dos.h>

#include <stdlib.h>
#include <string.h>

O U WO W o

1

1

1 #define Max 300

1 #define M 65535

1 #define N 16

15 #define Low _byte(i) ((i)a&M)

16 #define High byte (i) ((i)>>N)
typedef unsigned short WORD;
typedef unsigned long LONG;

typedef WORD BigNumber[Max];

O NN
S W ~

struct time current_time,current date;

24 WORD inverse,phil[2*Max];

26 BigNumber x,y;
: BigNumber public_key,private_key, factor,exponent,modulo;

29 char sobit,nho;
30 long n,e,d,p,q;
int choice;

2 void BigNumber ADD (BigNumber a, BigNumber b, BigNumber result)
34 B¢

35 | int i,dem=0;

SE | for (i=0;i<Max;i++)

BEE | resultfil = (afil + brlil): ] } =
« i »
C source file length:100935 lines: 20373 Ln:20373 Col:2 Sel:0]0 Windows (CRLF)  ANSI INS

Hinh 4.1 Chuong trinh thuc nghiém
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Chuong trinh thuc nghiém dugc viét bang ngdn ngir lap trinh C dudi dang giao
dién dong 1€nh, cai dat cho 4 thuat toan: Pollard, P-1, Williams va thuat toan tim nhan
tir 16n nhat thir nhat sir dung dinh 1y Fermat. Chirc nang chinh cta chuong trinh 1a doc
dir liéu tr hai khoa cong khai 1a: modulo n va exponent e, sau do chay cac thuat toan
dé nhan tir hoa gia tri modulo n thanh 2 phan tir nguyén t6 p va q. Tiép theo, tinh toan
gia tri ¢(n) = (p-1).(g-1). Cubi cung chay thuat toan Euclid dé xac dinh phan ti nghich
dao cua exponent e trong khong gian modulo ¢(n) vira tim dwge. Gia tri tim duoc cudi
cung chinh 1a khoéa bi mat.

4.2 Dir liéu thuc nghiém

Tap dit liéu thuc nghiém 1a cac khoa cong khai duoc cung cip bai phan mém tao chir
ky sb “Digital Signature Software” va phan mém “Des & RSA Encryption” bao gom
nhiéu kich thudc khoa 16n, nhé khac nhau.

-
|/ Digital Signature Software L= XS

File Tools Help

DIGITAL SIGNATURE SOFTWARE E
. § Pt
E Private Key Public Key Certificate &

4 Sender ~Receiver

Input File ‘}esktop\chucng 11 - Ham bam.doc Input File |sktop\Chuong 11 - Ham bam.doc |

SUSo S 1101300V SHA-1 Hash Bytes SHA-1Hash Bytes

408051969774024467675 = . =

064145008763603842384 SUT12100sA1ET3E 3 1608615735 A

005839463784327828134 [

009654593056977
Digital Signature Decrypt digital signature
PSSR [ o | 8 [p1254164811307192160
5333856339982815488414(,

o 0 6424396623358522545830! T

827094675099222404345 — 9671971185502132399990! 2ot i

17888771 8470687207327163795697
3498582312752745160219
075515156991432737605
71162812685698071727793005Z55090 <

52597744246853899938249538366733
523120488678366678205234681430355
142432003582400133300043678283427
45727586940961412570347708361161
07180868924544996250902875272822

77478769 ~

m

1

s

e IS

Hinh 4.2 Phan mém tqo chit ky s6 RSA
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|£] DES & RSA ENCRYPTION o/ B %

DES & RSA ENCRYPTION

Hinh 4.3 Phan mém md héa dir liéu

Bo dix liéu thuc nghiém duoc mo ta trong bang sau:
Bdng 4.2 Bdang mo ta tap dir ligu thuc nghiém
Key size (bit) | 32 40 48 56 | 64 | 72 | 80 | 88 | 96 | 104

S6 lwong mau | 320 | 340 | 336 | 450 | 390 | 429 | 370 | 360 | 450 | 350

Key size 112 | 120 | 128 | 136 | 144 | 152 | 160 | 168 | 176 | 184

S6 lwong mau | 210 | 320 | 320 | 150 | 145 | 217 | 180 | 280 | 160 | 254

Key size 192 | 200 | 208 | 216 | 224 | 232 | 240 | 248 | 256 | 264

S6 lwongmau | 210 | 200 | 170 | 190 | 190 | 149 | 170 | 160 | 155 | 140

Key size 272 | 280 | 288 | 296 | 304 | 312 | 320 | 328 | 336 | 344

S6 lwong mau | 110 | 120 | 130 | 150 | 140 | 137 | 100 | 180 | 160 | 154

Key size 352 | 360 | 368 | 376 | 384 | 392 | 400 | 408 | 416 | 424

S6 lwong mau | 110 | 120 | 129 | 150 | 190 | 146 | 170 | 160 | 150 | 150

Key size 432 | 440 | 448 | 456 | 464 | 472 | 480 | 488 | 496 | 512

S6 lwong mau | 130 | 120 | 137 | 150 | 140 | 147 | 145 | 124 | 129 | 110
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). » KeyRSA » v | 43 Wl Search key RSA 2

Organize ¥ Include in library v Share with v Burn  New folder =5~ A ®
Key 32 bit Key 40 bit Key 48 bit Key 56 bit Key 64 bit Key 72 bit Key 80 bit Key 88 bit Key 96 bit Key 104 bit
- ;S s 'S S 't | ' 't ' 'S
Key 112 bit Key 120 bit Key 128 bit Key 136 bit Key 144 bit Key 152 bit Key 160 bit Key 168 bit Key 176 bit Key 184 bit
L )= 3 L - L - L - 8 R - & S L=
Key 192 bit Key 200 bit Key 208 bit Key 216 bit Key 224 bit Key 232 bit Key 240 bit Key 248 bit Key 256 bit Key 264 bit =
Key 272 bit Key 280 bit Key 288 bit Key 296 bit Key 304 bit Key 312 bit Key 320 bit Key 328 bit Key 336 bit Key 344 bit
L ! L) ! L s 'S L s L L s L
Key 352 bit Key 360 bit Key 368 bit Key 376 bit Key 384 bit Key 392 bit Key 400 bit Key 408 bit Key 416 bit Key 424 bit
' b ;N N L )L L e L '
Key 432 bit Key 440 bit Key 448 bit Key 456 bit Key 464 bit Key 472 bit Key 480 bit Key 488 bit Key 496 bit Key 504 bit
N = ~

, 61 items

Hinh 4.4 Thu muc chura khoa cong khai

|, » KeyRSA » Key384bit v | 43 M Search key 32451 £
Organize v Include in library Share with v Burn  New folder By l @
wrrrsa wopsa ©vrsa wurrsa "
6-KeyN.rsa 7-KeyEursa 7-KeyN.rsa 8-KeyEursa 8-KeyN.rsa 9-KeyE.rsa 9-KeyN.rsa 10-KeyErsa  10-KeyNursa 11-KeyErsa  11-KeyN.rsa 12-KeyErsa  12-KeyN.rsa
13KeyErsa  13-KeyNursa 14-KeyErsa  14-KeyN.rsa 15-KeyE.rsa 15-KeyN.rsa 16-KeyErsa  16-KeyNursa 17-KeyErsa  17-KeyNsa  18-KeyNosa  19-KeyNsa  20-KeyNursa
21-KeyNursa 22-KeyErsa  22-KeyN.rsa 23KeyErsa  23-KeyNursa 24-KeyErsa  24-KeyN.rsa 25-KeyErsa  25-KeyN.rsa 26-KeyErsa  26-KeyNursa 27-KeyErsa  27-KeyNursa

28-KeyErsa  28-KeyNursa 29-KeyErsa  29-KeyNsa  30-KeyN.rsa 31-KeyErsa  31-KeyNirsa 32-KeyErsa  32-KeyN.rsa 33-KeyEursa 34-KeyErsa 35-KeyE.rsa 36-KeyE.rsa

37-KeyEursa 38-KeyEursa 39-KeyE.rsa 40-KeyE.rsa 41-KeyErsa 42KeyErsa  42-KeyNursa 43-KeyErsa 44-KeyE.rsa 45-KeyEursa 46-KeyE.rsa 47-KeyE.rsa 52-KeyEursa

n

52-KeyN.rsa 62-KeyE.rsa 72-KeyE.rsa 82-KeyE.rsa 92-KeyErsa  102-KeyErsa  112-KeyErsa  132-KeyErsa  157-KeyErsa  172-KeyErsa  176-KeyErsa  177-KeyErsa  178-KeyNursa

179-KeyNrsa  180-KeyNrsa  181-KeyNrsa  182-KeyErsa  182-KeyNrsa  183-KeyErsa  183-KeyNrsa  184-KeyErsa  184-KeyNrsa  185-KeyErsa  185-KeyNsa  186-KeyErsa  186-KeyN.rsa

187-KeyE.rsa  187-KeyNusa  188-KeyE.rsa  188-KeyN.sa  189-KeyE.rsa  189-KeyN.sa  190-KeyErsa  190-KeyN.rsa -
’ 190 items

Hinh 4.5 Tép dir ligu khoa cong khai
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4.3 Tan cong thir nghi¢m

RSA DIGITAL SIGNATURE ATTACK’S (v2016)

This is a program RSA digital signature attacks. The system used four of
algorithms: Pollard, P-1, Williams and Fermat to factorization value modulo n
become two prime numbers p and g. Thereby, private-key (d) is calculated via
public-key (n, exponent).

»* Choose methods:

Attack by Pollard
Attack by P-1
Attack by Williams
Attack by Fermat
Exit

— Enter choice: _

Copyright (C) Mr Tuanfinh

Hinh 4.6 Giao dién cia chuong trinh tin cong
Véi tap dit liéu duoc mo ta nhu trong bang 4.2, t61 da tién hanh tin cong thuc nghiém.
Sau ddy la mot vai hinh anh tiéu biéu v& cudc tan cong nay:
- Kich thude khoa: 256 bit
- Stir dung thuat toan: Pollard

RSA DIGITAL SIGNATURE ATTACK’S (v2016)
—CURRENT TIME—
[161:[391:[461]
Enter the path to your public-key (modulo n): c:\1-KeyN.rsa

Enter the path to your public-key (exponent e): c:\1-KeyE.rsa

Attacking by Pollard....

Copyright (C) Mr Tuanfinh

Hinh 4.7 Tén céng bang thudt todn Pollard
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RSA DIGITAL SIGNATURE ATTACK’S (v2016)

[ Public—-key lseex

odulo N: 6595826572475559869676352772945798063930495524909452945571748717524463

P: 337090380812822393621958463358721287897
¢ 195669379724544928011695295983074270687

[ Private-key JIsoex

: 30304666810319230807043627288165652050596989305702033789188982557944199195537

Do you want to save data (Y/N) 7 ¥
Where [C,D,E1 7 C
Your data saved !

Copyright (C) Mr Tuanfinh

Hinh 4.8 Két qud tdn cong bang thudt todn Pollard

- Kich thude khoa: 320 bit
- Stir dung thuat toan: P-1
RSA DIGITAL SIGNATURE ATTACK’S (v2016)
—CURRENT TIME—
[161:[561:[181
Enter the path to your public-key (modulo n): c:\2-KeyN.rsa

Enter the path to your public-key (exponent e): c:\2-KeyE.rsa

Attacking by P-1....

76 7

[ Calculating the #(n) 1]
]

Copyright (C) Mr Tuanfinh

Hinh 4.9 Tdn céng bang thudt todn P-1
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RSA DIGITAL SIGNATURE ATTACK’S (v2016)

[ Public—-key lseex

odulo N: 1258976475804830844662676208429831899091587806121473170933458216429646
P81770664221017996772920177
Exponent E: 933481889995313321817312777643404309445048881409
[ Factors JIsee<

P: 927222538044978431340455969191813556413368464353
1 1357793220233133974502120634698579045031046597009

[ Private-key JIsoex

¢ 18054446044910241239410567293596530314921555036600539641683679226940453663025
4847056777576812801

Do you want to save data (Y/N) 7 ¥
Where [C,D,E1 7 C
Your data saved !

Copyright (C) Mr Tuanfinh

Hinh 4.10 Két qud tan céng bang thudt todn P-1

- Kich thudc khoa: 352 bit

- Stir dung thuat toan: Williams

RSA DIGITAL SIGNATURE ATTACK’S (v2016)
——CURRENT TIME—
[171:[ 61:0331
Enter the path to your public-key (modulo n): c:\3-KeyN.rsa

Enter the path to your public-key (exponent e): c:\3-KeyE.rsa

Attacking by Williams....

94 ~

[ Finding the inverse 1]
r 1]

Copyright (C) Mr Tuanfinh

Hinh 4.11 Tdn c¢éng bang thudt todn Williams
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RSA DIGITAL SIGNATURE ATTACK’S (v2016)

[ Public—-key lseex

odulo N: 3596367942537889828094742275470799295438429673241863288772893249259806
333101656715920330024494370002759129
Exponent E: 52760111020779373882841158348302550258171861289316853

[ Factors JIsee<

P: 56573662861941573808482369117130853656709969820000419
¢ 63569649914912096975110999264292539337208658082059091

[ Private-key JIsoex

¢ 36265401127142927631137281721215739220613981034999599931272409804280521760570
331156385494358446535038637

Do you want to save data (Y/N) 7 ¥
Where [C,D,E1 7 C
Your data saved !

Copyright (C) Mr Tuanfinh

Hinh 4.12 Két qud tan céng bang thudt todn Williams

- Kich thudc khoa: 384 bit

- Stir dung thuat toan: Fermat

RSA DIGITAL SIGNATURE ATTACK’S (v2016)
——CURRENT TIME—
[171:0121:[561
Enter the path to your public-key (modulo n): c:\4-KeyN.rsa

Enter the path to your public-key (exponent e): c:\4-KeyE.rsa

Attacking by Fermat....

68 #

[ Factorizati modulo 1
. 1]

Copyright (C) Mr Tuanfinh

Hinh 4.13 Tan c¢éng bang thudt todn Fermat

67



RSA DIGITAL SIGNATURE ATTACK’S (v2016)

[ Public—-key lseex

odulo N: 1752576989713879391955597952025484011352041512837658362221220790729674
4180647714962217091403014743580930949893439089
Exponent E: 35413946162217797025361103067809398767279105218089524719557

[ Factors lseex

P: 4122660166761037437865132833689581255949988695991250902731
1 4251082841714768863038259892939946765939646835343784711219

[ Private-key Iseses

¢ 33435109683964897992125208211772738985367448838180194946542011767247697080577
38872501615288126080068554757881800653

Do you want to save data (Y/N) 7 ¥
Where [C,D,E1 7 C
Your data saved !

Copyright (C) Mr Tuanfinh

Hinh 4.14 Két qud tan céng bang thudt todn Fermat

Chu thich:
- Kich thuoc khoa: kich ¢& cua gia tri modulo n. Pon vi: bit.
- KeyN.rsa: File chira gia tri khoa cong khai modulo n.
- KeyE.rsa: File chira s6 mii cong khai e.
- P va Q: Hai thira sé nguyén t6 cuia modulo n d3 duoc nhan tir hoa boi cac thuit toan
(Pollard, P-1, Williams, Fermat).
- D: Gia tr1 khoa bi mat tinh duoc.
4.4 Nhan xét va thao luan

Chuong trinh d3 duoc thtr nghiém vai nhiéu bo dit liéu co kich thude khac nhau
va cho két qua chinh xac. Pay 1a mot minh chung thuc té cho nhiing gi ma 1y thuyét da
trinh bay vé kha ning tin cong vao cic so do chir ky sd. Cang ngay, téc do xu 1y cua
may tinh ngdy cang cao, chinh diéu nay da de doa dén su an toan cuiia hé thong chit ky
s6, dong thoi, ciing voi sy ra doi cia may tinh lwong tir trong tuwong lai thi kha ning
pha hity hé mat RSA 1a diéu hoan toan co thé xay ra.
Két luin chwong 4
Trong chuong nay, luan vin da trinh bay vé chuong trinh thuc nghiém, cac két qua dat

duoc, dua ra nhan xét va thao luan vé chuong trinh.
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KET LUAN

Ngay nay, nganh cong nghé thong tin dang la mot trong nhitng linh vuc dem lai
nhiéu loi ich cho xi hoi va sé& tré thanh yéu té khong thé thiéu trong nén kinh té hoi
nhap va toan cau hoa cta xa hoi loai ngudi.

Chinh vi vay, an toan thong tin s& 1a mot trong nhitng yéu té quan trong, gitp
dam bao an toan cho viéc tng dung vao trong thuc tién, cho cac giao dich dién tir. Mot
trong nhitng nhiém vu cua dam bao an toan thong tin 1a bao vé chi ky, vi vay, dé tai
da nghién ciru vé chir ky s6. Cu thé 1a nghién ctru cac kha ning tin cong chit ky, tir d6
dua ra cac giai phap phong tranh thich hop.

% Cac két qua chinh dat duoc cua luan vian:

a. Vé ly thuyét:

- Trinh bay co s& 1y thuyét cia mat ma hoc: sé nguyén td, do phuc tap cua
thuat toan, cac bai toan quan trong trong mat ma.

- Trinh bay vé chit ky s, cac phuong phap tan cong, dua ra cac giai phap
phong tranh thich hop.

b. V& thuc nghiém:

- Xay dung thu vién tinh toan sé nguyén 16n.
- Cai dit chuong trinh tin cong thir nghiém. Tién hanh thuc nghiém va danh
gia két qua.
< Hudng nghién ctu tiép theo:
- Tim hiéu cac phuong phéap tdn cong méi. Cai tién chwong trinh thuc nghiém

va thut toan tao chir ky sb dé ting thém mirc do bao mat.

69



TAI LIEU THAM KHAO

Tiéng Viét

[1] PGS.TS Trinh Nhat Tién (2008), “Gido trinh An toan di liéu”, Nha xuét ban Dai
hoc Qudc Gia Ha Noi.

[2] Nguyén Vin Tao, Ha Thi Thanh, Nguyén Lan Oanh (2009), “Bai gidng An toan va
bdo mdt thong tin”’, Trudng Pai hoc Cong nghé thong tin va Truyén thong.

[3] Nguyén Hiru Tuan (2008), “Gido trinh An toan va bdo mdt thong tin”’, Trudng
Dai hoc Hang hai.

[4] GS. Phan Pinh Diéu (2002), “Ly thuyét mdt md va an toan théng tin”’, Nha xuat
ban Dai hoc Qubc Gia Ha Noi.

[5] Luong Van Quyén (2013), “Nghién ciru Kha nang ung dung cua hé mat trén bai
todn logarit roi rac trong chiz ky s6 7, luan van thac si, Hoc vién Cong nghé buu
chinh vién thong.

[6] Tran Xuan Phuong (2015), “Xdc thuc dién tir va 1img dung trong giao dich hanh
chinh”, luan van thac si, Truong Pai hoc Cong nghé - PHQGHN.

[7] Bui Tudn Anh (2009), “Cdc phirong phdp tin cong RSA”, khoa luan tt nghiép
Truong Pai hoc Cong nghé - PHQGHN.

[8] Lé Thi Thu Trang (2009), “Nghién ciru mét sé logi tdn cong chir ky sé”, khoa luan
t6t nghiép Truong Pai hoc dan 1ap Hai Phong.

Tiéng Anh

[9] Douglas R. Stinson (2006), Cryptography theory and practice 3".

[10] Abderrahmane Nitaj (2008), A new attack on RSA and CRT-RSA.

[11] L.Hernandez Encinas, J. Munoz Masqué, A. Queiruga Dios (2000), An algorithm

to ontain an RSA modulus with a large private key.

[12] Seema Verma, Deepak Garg (2014), An improved RSA Variant.

Internet

[13] https://primes.utm.edu/largest.html

[14] http://fit.mta.edu.vn/files/FileMonHoc/Chuong%205%20-%20C%C3%A1c¢%20h

%E1%BB%87%20m%E1%BA%ADt%20kh%C3%B3a%20c%C3%B4ng%20
khai.doc

70



