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MO PAU

Ngay nay, chit ky sé dugc st dung trong rat nhiéu linh vuc, vi du:
trong kinh té v&i cac cude trao d6i hop ddng giira cac ddi tac kinh doanh;
trong xa hoi 1a cac cude bo phiéu kin khi tién hanh bau cir tir xa; hay trong
cac cudc thi c6 pham vi rong 16n.

Mot vai chi ky s6 da dugc phat trién 1a: RSA,ELGAMAL,DSS. Mic
du ban than chung van con ton tai nhiéu han ché nhu 1a vé kich thudc chix
ky, kha ning chéng gia mao chua cao, tuy nhién, nhitng kha ning ma n6
dem lai cho chiing ta 13 rat hitu ich.

Khi ap dung chir ky sd, van dé an ninh ludn dwoc ching ta quan
tam hang dau. Mot chit ky sb chi thuc su duoc ap dung trong thuc té néu
nhu n6 dugc chirng minh la khong thé hodc rat kho gia mao. Muc tiéu cia
nhitng ké tdn cong cac so dd chit ky chinh 1a viéc gia mao chir ky, diéu nay
c6 nghia 13 ké tdn cong s& sinh ra dwgc chit ky cua ngudi ky 1én thong diép,
ma chir ky nay sé duogc chép nhan bdi nguoi xac nhan. Trong thuc té, cac
hanh vi tin cong vao chir ky s6 hét sirc da dang. DAy ciing chinh 1a van dé
dugc nghién ctru trong ludn van nay.

Noi dung cua ludn vin gdm cac chuong:

Chuong 1. Trinh bay mét s khai niém co ban

Chuong 2. Tim hiéu cac phuong phap tin cong chir ky s6

Chuong 3. Xay dung thu vién tinh toan s6 16n

Chuong 4. Thir nghiém chwong trinh tan cong



Chwong 1. MQT SO KHAI NIEM CO BAN
1.1. Mot s6 khai ni¢m trong s6 hoc
1.1.1. Uéc chung 1é6n nhit va bdi chung nhé nhit
1/. Khai niém [1]
Cho hai s6 nguyén a va b, b # 0. Néu c6 mét s6 nguyén q sao cho a = b*q,
thi ta n6i rang a chia hét cho b, ki hiéu b\a. Ta noi b 13 wéc cua a, va a la
boi cua b.
2/. U'éc chung I6n nhat, bdi chung nhé nhét [1]
S6 nguyén d duoc goi 1a wéc chung cua cc sé nguyén ay,a,, ..., an, Néu nod 1a
u6C cua tt ca cac sb do.
S6 nguyén m duoc goi 1a bgi chung cia cac sé nguyén ay,a,,...,a, Néunod 1a
béi cua tht ca cac s6 do.
1.1.2. Quan hé dong dw
1/. Khai niém [1]
Cho cac s nguyén a, b, m (m >0). Ta ndi rang a va b “dong di’” véi nhau
theo modulo m, néu chia a va b cho m, ta nhan duoc cung mét sb du.
2/. Cac tinh chat [1]
1.1.3.  S6 nguyén tb
1/. Khai niém: S6 nguyén 4 1a s6 tu nhién 16n hon 1, chi chia hét cho 1 va
chinh né.
2/. Cac dinh ly vé s6 nguyén to
a). Pinh ly vé s6 nguyén dwong >1
Moi s6 nguyén duong n >1 déu cé thé biéu dién duoc duy nhat dudi dang:
n=P{LPJ..Py«, trong do: k,n; (i =1,2,..,k) 1a cac sO tw nhién, P; 1a céc s

nguyén to, timg d6i mot khac nhau. [1]

b). Pinh Iy Mersenne [1]

Cho p = 2%- 1, néu p 1a s6 nguyén té, thi k phai la sé nguyén td.

¢). Binh Iy Fermat va sé nguyén to Fermat [6]

- Pinh Iy: Néu p 1a s6 nguyén t6, a 1a sé nguyén thi a® =a (mod p).

- S6 nguyén t6 Fermat: 1a mot s6 nguyén dwong c6 dang: F, = 27 +1
d). Ham Euler [1]



Cho sé nguyén duong n, 6 lirong cac s6 nguyén duong bé hon n va nguyén
t6 cing nhau véi n dugc ky hiéu @ (n) va goi 1a ham Euler.
1.2. M@t s6 khai niém trong dai sb
1.2.1. CAu tric nhém [1]
1/. Khai niém:
2/. Nhém con cia nhom (G,*)
1.2.2. Nhém Cyclic [1]
1/. Khai niém: Nhom (G,*) dwoc goi 1a nkém Cyclic néu né duogc sinh ra
bdi mot trong cac phan tir cia no.
2/. Cép ciia nhém Cyclic
3/. C4p cia mét phan tir trong Nhém Cyclic: Phan tir aeG goi 1a c6 cap
d, néu d 1a s6 nguyén duong nhé nhdt sao cho o = e, trong d6 e 1a phan tir
trung lap cua G. Nhu vy, phan tir o co cap 1, néu o = e.
1.2.3. Nhém Z,
1/. Tap thang du thu gon theo modulo [1]
2/. Phén tir nghich ddo ddi véi phép nhén [1]
a). Dinh nghia: Cho aeZ,, néu ton tai beZ, sao cho a.b = 1(mod n), ta néi
b 14 phan ti nghich dao cua a trong Z,, va ky hiéu a*. M6t phan tir co phan
tr nghich dao, goi la kha nghich.
3/. Khai niém logarit roi rac [1]
Cho p 14 s6 nguyén t6, g 1a phan tir nguyén thuy €Z", va feZ’,,
“Logarit roi rac” chinh la viéc giai phuong trinh x = Ioggﬁ (mod p) Véi an
x. Hay phai tim s6 x duy nhat sao cho: g* =  (mod p).
4/. Thang dw bac hai [5]
1.3. D¢ phirc tap cia thuit toan
1.3.1. Khai niém d§ phirc tap cia thuit toan [1]
1/. Chi phi cua thuit toan
Chi phi phai tra cho mét qué trinh tinh toan gém chi phi vé thoi gian va chi
phi v& b nhd. Goi A 1a mot thuat toan, e 1a dit liéu vao cua bai toan da
duge mad hoa bang cach nao d6. Thuat toan A tinh trén dit liéu vao e phai
tra mot gia nhét dinh.
Ta ky hi¢u: ta (e) 1a gia thoi gian va Ia(e) la gia b nho.
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2/. P phirc tap vé bd nhé
La(n) = max{la (€), voi || < n}, n 1a “kich thudc” dau vao cua thuat toan.
3/. P phirc tap vé thoi gian
Ta(n) = max{ta(e), voi |e| < n}
4/. Do phirc tap tiém can
Do phuc tap PT(n) dwoc goi 14 tiém cdn téi ham f{n), ky hidu O(f(n)) néu
3(ne,c) ma PT(n) < c.f(n), ¥n > ny.
5/. Py phuc tap da thirc
Do phuc tap PT(n) duoc goi da thirc, néu né tiém cdn tdi da thirc p(n).
6/. Thuat toan da thuc
Thuat toan duoc goi 13 da thirc, néu do phic tap vé thoi gian (trong trudng
hop xau nhat) caa né 1a da thi.
1.3.2. Phan lép bai toan theo d§ phirc tap [1]
1/. Khai niém "din vé dwoc"
Bai toan B duoc goi 1a "ddn Vé duwoC” bai toan A mot cach da thirc, ky hiéu:
B o A, néu co thuit toan don dinh da thirc dé giai bai toan A, thi ciing c6
thuat toan don dinh da thirc dé giai bai toan B.
2/. Khai niém "kho twong duwong"
Bai toan A goi la “kho twong dwong” bai toan B, ky hiéu A ~ B, néu: A «
BvaB oA
3/. Lép bai toan P, NP
Ky hiéu: P 1a 16p bai toan giai duoc bang thuat toan don dinh, da thirc.
NP 14 16p bai toan giai dwoc bang thuat toan khong don dinh, da
thuc.
4/. Lép bai toan NP- Hard
Bai toan A duoc goi 1a NP - Hard (NP- kkd) néu VL € NP déula L oc A.
5/. Lop bai toan NP - Complete
Bai toan A duoc goi 1a NP - Complete (NP- ddy dii) néu A 1a NP - Hard va
Ae NP.
1.3.3. Ham mdt phia va ham cira sip mgt phia [1]
1/. Ham mét phia



Ham f(x) dwoc goi 1 ham mét phia néu tinh “xuéi” y = f(x) thi “dé”, nhung
tinh “nguroc” x = £ (y) thi lai rat “kho”.
2/. Ham cira sap mét phia
Ham f(x) dwoc goi 13 ham cira sdp mét phia néu tinh “xuéi” y = f(x) thi
“dé”, nhung tinh “ngwoc” x = f ™ (y) thi lai rat “kh6”. Tuy nhién, lai c6 cira
sdp z sao cho viéc tinh x = f *(y) 1a “dé”.
1.4. Cac bai toan quan trong trong miat ma
1.4.1. Bai toan kiém tra so6 nguyén t6 16n
1/. Mot sb ky hiéu toan hoc [3]
a). Ky hiéu Lagrang
b). Ky hiéu Jacobi
2/. Mt sb thuat toan kiém tra tinh nguyén t6
a). Thudt toan Soloway-Strassen [3]
Thuét toan nay stir dung ham Jacobi.
Thudt todn kiém tra sé p la s6 nguyén to:
1. Chon ngau nhién mét s6 a nhé hon p.
2. Néu woc sé chung 16n nhat ged(a, p) # 1 thi p 13 hop so.
3. Tinh j = a®V"? mod p.
4. Tinh sb Jacobi J(a,p).
5. Néu j # J(a,p), thi p khong phai 1a sé nguyén to.
6. Néu j = J(a,p) thi ta noi p co thé 1a sé nguyén té véi chiac chan 50%.
b). Thudt todn Miller-Rabin [6]
Input: S6 ty nhién 1é n
Output: Nguyén t6 hoic hop sb
1. Phan tichn— 1 = 2°m, trong d6 s > 1 va m 14 s6 ty nhién 1¢
2. Chon ngau nhién sd ty nhién a e {2,...,n-1}
3. batb=a" mod n
4. Néu b = 1 mod n thi day Ia s6 nguyén t6. Két thuc.
5. Cho k chay tir 0 dén s-1:
5.1 Néu b = -1 mod n thi ddy 1a s6 nguyén té. Két thuc.
5.2 Thay b:= b® mod n
6. Két luan day 1a hop s6. Két thuc.
c). Thudr toan Lehmann [3]



d). Thudt toan AKS (Agrawal-Kayal-Saxene) [6]
1.4.2. Bai toan phin tich thanh thira sé nguyén té
1/. Thuat toan sang Eratosthenes [2]
2/. Thuit toin sang dong du [2]
Thuéat todn duge mo ta nhu sau:
(1) LAy ngiu nhién haisbavab, véiab e Z,"
(2) Kiém tra gcd((a-b) mod n,n) > 1 hoic ged((a+b) mod n,n) > 1
- Néu dung thi ged((a-b) mod n,n) > 1 hoic ged((a+b) mod n,n) > 1
la wéc cua n. Dung chuong trinh.
- Nguoc lai thi quay vé (1)
3/. Thuat toan Pollard [2]

Thudt todn:
@)i=0
(2) i:=i+1

(3) Xét ged((x2i — Xj) mod n, n) >1
- Néu ding, ta c6 p = ged((Xzi — Xi) mod n, n). Ding chwong trinh.
- Nguoc lai, quay vé budc (2)
4/. Thuat toan p-1 [2]
* Thudt toan
Input: n, can b
Output: tra loi:
- Thanh c6ng va dua ra thira s6 cia n
- Khéng tim duoc thira s6 ciia n
Method:
Buéc 1: a:=2
Budc 2:  For j:=2tob doa:=a modn
Budc 3:  d:= UCLN(a-1,n)
Budc 4:  If (1 <d<n)then
Write (‘Thanh cong, cac thura sb cuan la:’,d,n/d);
else Write (‘Khong tim duoc thira sé ciia n’);
End.
5/. Thuat toan p + 1 [2]
6/. Tim nhan tir |6n nhét thir nhit <+/N [7]
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1.4.3. Bai toan tinh logarit roi rac theo modulo

1/. Thuat toan Shanks [14]

Day la thuat toan tinh logarit trén truong hitu han do Danied Shanks dé
XUAt.

a). Y twong nhw sau:

(1) Patm= L p—lJ

(2) Tinh o™ mod p v6i 0 <j <m-1
(3) Sép xép m cap véi thi ty (j, o™ mod p), ¢6 luu ¥ t&i cac toa do thu
hai cua cac cédp nay, ta s€ thu duoc danh sach L;
(4) Tinh po* mod p véi 0 <i <m-1
(5) Sép xép m cap véi thi ty (i, po mod p), ¢6 luu ¥ t6i cac toa do thu
hai cua cac cdp nay, ta s€ thu duoc danh sach L,
(6) Tim mot cap (j, y) €Li va mét cap (i, y) €L, (tuc 1la mét cap co toa
d6 tha hai bang nhau).
(7) Xac dinh log.f = mj +imod (p-1)
2/. Thuat toan Pohlig - Hellman [14]
- Thudt todn Pohlig - Hellman dé tinh log,3 (mod o)
(1) Tinhy = o (mod p) véi (0 <i <g-1)
(2) Patj=0vap;=p
(3) While (j<c-1) do
(3.1) Tinh & = B*Y*! (mod p)
(3.2) Timisaochod =y

(33) a=i
(3.4) B = Bja¥¥ (mod p)
(35) j=j+1

Két luin chwong 1

Trong chuong ndy, ludn vin da trinh bay mét s6 van dé vé sé nguyén t6, do
phitrc tap cua thuat toan, khai niém ham mot phia va ham ctra sap mot phia,
cac bai toan quan trong trong mat ma.



Chwong 2. CAC PHUONG PHAP TAN CONG CHU KY SO
2.1. Tong quan vé chir ky sb
2.1.1. Khai niém chir ky sb
1/. Giéi thigu [1]
2/. So db chir ky s6 [1]
So d chit ky 1a bo nam (P, A, K, S, V), trong do:
P 14 tap hitu han cac vin ban c6 thé.
A 1a tap hitu han céc chit ky c6 thé.
K 1a tap hitu han cac khoa c6 thé.
S latdp cac thuat toan ky.
V 1a tap cac thuat toan kiém thir.
2.1.2. Phan loai “chir ky s6”
1/. Phan loai chir ky theo kha ning khdi phuc thdng diép goc
a). Chir ky cé thé khéi phuc thong diép goc
b). Chif ky khong thé khéi phuc théng diép goc
2/. Phan loai chir ky theo mirc an toan
a). Chir ky “khong thé phi nhdn”
b). Chif ky “mét lan”
3/. Phan loai chir ky theo &rng dung dic trung
2.2. Chir ky RSA
2.2.1. So d6 chir ky [1]
1/. So o
2/. Vidu
2.2.2. Tan cong dang 1: Tim cach xac dinh khéa bi mat
1/. Bi 1o mot trong cac gia tri: p, q, ¢(n)

Néu trong qua trinh lap khoa ma nguoi sir dung vo tinh dé 16 nhén tir p, q
hodc ¢(n) ra ngoai thi ké tn cong s& d& dang tinh dugc khoa bi mat a theo

cong thuc: a*b =1 (mod ¢(n))
Biét dugc khoa bi mat, ké tan cong s& gia mao chit ky cia nguoi ding.

—p Gidi phdp phong tranh: Qua trinh tao lap khoa phai duoc tién hanh ¢
mot noi kin dao, bi mat. Sau khi thuc hién xong thi phai giir can than khoa

bi mat a, déng thoi huy hét cac gia tri trung gian: p, g, ¢(n).
2/. Tan cong dwa theo khéa cong khai n va b ciia nguoi ky [8]
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Luc nay, ké tan cong s& tim cach phan tich gia tri n ra hai thira s6 nguyén té
p va q. Ttr d6, s& tinh dugc ¢(n)=(p-1).(g-1); cudi cung tinh duoc khoa bi
mat a.
—p Gidi phdp phong tranh: Nén chon s6 nguyén t6 p va q du 16n dé viéc
phan tich n thanh tich cua hai thira s6 nguyén t6 1a kho c6 thé thuc hién
dugc trong thoi gian thuc. Trong thuc té, nguoi ta thudng sinh ra cac s6 16n
(it nhat 100 chir $6), sau d6 kiém tra tinh nguyén t ctia no.
3/. Khi nhiéu nguoi ciing sir dung chung “modulo n” [8]
4/. Str dung gia tri “modulo n” nhé
Nhu ta da biét, trong so do chir ky RSA thi cong thire dé tinh gia tri chit ky
y trén ban rd X nhu sau: y = x* (mod n) vai (y €A, x P, P=A=Z,)
Luc nay, ké tan cong c6 thé tinh dwoc khoa bi mét a theo cong thuc sau:
a =log, (mod n)

do cac gia tri: X, y, n l1a cong khai. Pay chinh la viéc giai bai toan logarit roi
rac trén vanh Z,. Boi vay, néu nhu gia tri modulo n ma nhé thi bang cach ap
dung cac thudt toan da trinh bay & trén ké tn cong c6 thé tim ra dugc khoa
bi mat a.
—>Gidi phdp phong tranh: Nén chon cac sb6 nguyén té p va q du I6n dé
viéc giai bai toan logarit roi rac trén vanh Z, 1a kho c6 thé thuc hién duoc
trong thoi gian thuec.
5/. Sir dung cac tham sé (p-1) hoic (g-1) ¢é cac wée nguyén té nho [8]
Néu ta bat can trong viéc chon cac tham sb p va q dé cho (p-1) hoac (g-1)
¢6 cac udc nguyén té nho thi so do chir ky s& tré nén mat an toan. Boi vi,
khi (p-1) hoic (g-1) c¢6 cac wdc nguyén tb nho thi ta co thé dung thudt todn
(p-1) caa Pollar dé phén tich gia tri modulo n thanh thira s6 mot cach dé
dang.
—pGidi phdp phong tranh: Chon cac tham sb p va q sao cho (p-1) va (g-
1) phai ¢6 cac wéc nguyén tb lon.
2.2.3. Tén cong dang 2: Gia mao chir ky (khong tinh trye tiép khéa bi

mit) [1]
1/. Ngwoi giri G giri tai li¢u X cuing chir ky y dén ngwoi nhan N, sé ¢6 2
cach xir ly:
a). Ky trudc, ma hoa sau



b). Ma hoa trude, ky sau
2/. Gia sir, H lay trom dwgc thong tin trén dwong truyén tir G dén N
+ Trong truong hop a, H liy dwoc z. Trong trudng hop b, H liy duoc (u,v).
+ Dé tAn cong vao X, trong ca hai truong hop, H déu phai giai mi thong tin
lay duoc.
+ Dé tin cong vao chir ky, thay bang chir ky gia mao, thi xay ra hai truong
hop:
- Trudng hop a, dé tan cong chit ky y, H phai giai ma z, méi nhan duoc y.
- Trudng hop b, dé tin cong chir ky v, H dé c6 sdn v’, lic nay H chi viéc
thay v bang v’.
= Gidi phdap phong tranh: Hay ky trudce, sau d6 ma héa ca chir ky.
2.3.  Chir ky Elgamal [1]
2.3.1. So do chir ky
1/. So db
2/. Vidu
3/. P an toan
2.3.2. Tén cong dang 1: Tim cach xac dinh khéa bi mat
Khod bi mdt a cé thé bi phat hién, néu khéa ngdu nhién r bi 16, hodc ding r
cho hai lan ky khdc nhau.
1/. S6 ngAu nhién r bi 19
Néu r bi 16, ké tham ma sé& tinh dugc khoa mat a= (x - r 8) y" mod (p-1).
—p Gidi phdp phong tranh: Can than trong trong viéc sir dung s ngiu
nhién k, khong dugc dé 16 sé k duoc dung.
2/. Dung r cho hai lan ky khac nhau
Gia sir ding r cho 2 lan ky trén X; va X,. Khi @0, (y, 8y) 1a chit ky trén X,
con (y, 0y) 1a chit ky trén X,.
Khi d6, ké thAm ma c6 thé tinh dugc gié tri a nhu sau:
p7 *y® =’ (mod p)
p7 *y® =a™ (mod p)
—>Gidi phdp phong tranh: mdi lan ky str dung mot s6 k khac nhau.
3/. Khoa bi mit a qua nhé
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Néu khoa bi mat a qua nho thi bang phuong phap do tim don gian, nguoi ta

c6 thé tinh duge no.

=P Gidi phdp phong trdnh: chon khoa bi mat a 1a nhitng sé nguyén 16n,

c6 kich thude gan bang sé modulo n.

4/. S6 ngiu nhién r qua nhé

Tuong tu nhu d6i v6i khoa bi mat a, 6 ngau nhién r ciing phai bi mat.

Trong truong hop cac tham sb nay qua nho thi bang phuong phap do tim

don gian ngudi ta cling ¢ thé tim duoc chung. Khi do, so d6 chit ky s& bi

mat an toan. Néu r bi 19, ké tham ma s& tinh dwoc khoa bi mata = (x - r 3)

v mod (p-1).

—p Gidi phdp phong tranh: chon sé ngau nhién r 13 nhirng s6 nguyén 16n,

c6 kich thude gin bang s6 modulo n.

2.3.3. Tén cong dang 2: Gid mao chir ky (khdng tinh truc tiép khéa bi
mat)

1/. Gia mao chir ky khong cung véi tai liéu duwoc ky

2/. Gia mao chir ky cung vai tai liéu duwoc ky

2.4. Chir ky DSS [1]

2.4.1. So d6 chir ky

1/. Giei thiéu

+ Trong so d0 ky Elgamal, cong thirc tinh § dwoc sira thanh:

&= (x+a*)r*modq

+ Didu kién kiém thir h” ’ =g mod p dugc sta thanh:

a7 = y(mod p)

2/. So dd

3/. Vidu

2.4.2. Chuy

1/. Lién quan t6i cac tinh toan cu thé trong so' dd

2/. Lién quan chung téi DSS (1991)

Chir ky DSS thudc loai chir ky di kém thong diép. Pay 1a dang cai tién cua

chir ky Elgamal. Boi vy, cac dang tan cong vao DSS tuong tu nhu véi chir

ky Elgamal.
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2.5.  Ung dung chir ky sb tai Viét Nam

Két luan chwrong 2

Trong chuong nay, luan vin di trinh bay vé chit ky s6 RSA,ELGAMAL,
DSS. Céc van dé Vé tin cong chit ky sé dé tir d6 dua ra cac giai phap phong
tranh thich hop.
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Chwong 3. XAY DUNG THU VIEN TINH TOAN SO LON

3.1. Biéu dién s6 16n [7]
C6 nhiéu cach dé biéu dién va luu trir s6 I6n. Cach thudong ding nhat 1a
biéu dién bang xau ky tw. Cho méot s6 16n c6 n chit s thap phan duoc biéu
di&n trong hé co s6 b, c6 dang a = (an-18n-2...a0)s ta S& S dung Mot xau ky tur
s ¢6 d6 dai 1a n ky tw dé biéu dién gi4 tri a theo cach:

Chir 6 ao dugc Iuu vao phan tir s[0]

Chir s6 a; duoc Iuu vao phan tir s[1]

Chir s6 a,.1 dugc lru vao phan tir s[n-1]
DAu cua s6 16n duoc dat trong bién trang thai “dau’:

- Néu dau = 1 thi a 1a s6 dwong

- Néu dau = -1 thi a 1a s6 &m
Ta quy udc, khi néi dén sé 16n a thi a 1a xau ky tw, cac phan tir cia xau
chinh la cac phr:in ttr ctia s6 16n duoc biéu dién & hé co s6 b mot cach tuong
tmg. Gia s, ta dang biu dién sé 16n & hé co sb ¢ nao d6 va ta mudn
chuyén sb 16n sang biéu didn & hé co sb b thi s& thong qua thuat toan sau:
Input: s6 nguyén duong a, sé nguyén duong b (2< b < 256)
Output: biéu didn & hé co s b cua a = (ap1an-z...a0)y, N> 0; a,# 0
Thuat toan:

. X
Q) i=0;x=A;q= LEJ;aizxq.b;
(2) while (q>0)
.. X
I=i+1;x=0;9= [EJiai:X—p-q;
(3) return (a;...ag)
3.2.  Cic phép toan trong sb I6m [7]
3.2.1. So sanh hai s6 16m
3.2.2. Cong hai s6 dwong lé6m
3.2.3. Trir hai s6 dwong lém

3.2.4. Nhan hai s6 16n
1/. Nhan sb 16m véi mot s6 nguyén
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2/. Nhan hai s6 l6n véi nhau

3.2.5. Phép chia hai s6 16n dwong

Cho hai 6 16N X = (Xp.1...X0) VA y = (Ym-1...Yo) ¢6 d0 dai 1a n va m, ta xét hai
truong hop sau:

1/. Phép chia hai s6 lén c6 thwong <9

2/. Chia hai s6 I6n

3.2.6. Liy thira

Input: a, ke Z,

Output: a (mod n)

Method:

(1) Puakvédang: k= Z::O k,2' day la dang biéu dién trong hé

co sd 2 cua k.
(2) Xétb=1vanéuk=0 thiblakét qua
(3) XétA=a
(4) Néuko=1thib=a
(5) For(i=1;i<Kk;i++)
(5.1) A=AA (mod n)
(5.2) Néuk=1thib=A.b (mod n)
(6) return b;
End.
3.2.7. Uéc chung 16m nhat
Str dung thuat toan Euclid mo rong tim wéc chung Ién nhat cua 2 sb.
Input: Hai s6 16na, b véia>b
Output: d = UCLN(a,b) va hai s6 nguyén x, y théa min a.x + b.y =d
Method:
(1) if (b==0)then{d=a;x=1;y=0;return(d, X, y); }
(2) a;=1;a,=0;a3=a;b; =0; b, =1; by = b;
(3) g=asdiv bs;
(4) While (b3!=0)
(4.1) ci=ay; ¢ = ay; C3 = a3
(4.2) a1 = by; a2 = by; a3 = bs;
(4.3) by=cy-q.by; by =y - q.by; bs=c3- q.bg;
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(5) if(az<0)thena, =a,+ a&;
(6) d=ay; x=ay y=as
(7) return (d, X, y);
End.
3.2.8. Phép nhan theo modulo p
3.2.9. Tim phén tir nghich dio theo modulo p
3.2.10. Phép cdng c6 diu
3.2.11. Phép trir c6 ddu
Phép trir hai 6 c6 ddu duoc thyc hién dua trén phép cong hai sé do.
Input: Hai sé 16n x, y
Output: z=x-y
Method:
(1) Doidaucuay;
(2) Congcodiuz=x+y;
(3) Returnz;
End.
3.2.12. Phép nhén c6 diu
Phép nhén hai sé c¢6 ddu dugc thuc hién dua trén phép nhan hai s6 khong
am da dugc trinh bay & trén.
Input: Hai sb 16n x, y
Output: z=x*y
Method:
(1) if (x, y cung dau) Return z = x.y;
(2) if (x, y khac dau)
Z=XY,
boéi diu z;
Return z;
End.
Két luan chwong 3
Trong chuong ndy, luan vin da trinh bay cc van dé vé tinh toan véi 6 lon.
Biéu dién va cai dat cac phép toan quan trong trén sd nguyén 16n phuc vu
cho viéc xay dung cac giai phap tan cong chir ky sb.
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Chwong 4. THU NGHIEM CHUONG TRINH TAN CONG
Trong chuong nay, luan van trinh bay vé thuc nghiém chuong trinh tan
cong. Giai phap duoc lya chon ¢ day 1a tin cong chit ky s6 RSA & dang xéc
dinh khoa bi mat dua vao khoa cong khai n va e, st dung phuong phap
nhan tir héa gia tri modulo n.

4.1 Chuong trinh thuc nghiém
Bang 4.1 Théng tin vé chwong trinh thuc nghiém

Mai truong thuc - Processor: Intel® Core™ i7-6950X Extreme

nghiém Edition
(25M Cache, 3.50 GHz)

- Memory (Ram): 32GB — DDR4

- SSD: 500 GB — Sata Il

- Operating System : Windows 10 Pro

- System type: 64— bit Operating System, x64 — base
processor

Ngon ngir stir dung | Ngbn ngtt lap trinh C

Thu vién tinh toan | Thu vién BigNumber trong chuong 3

File Edit Search View €ncoding Langusge Settings Macro Run Pluging  Window 7

VE B e e R D> e|mmi| vl = ['Fl (N | e
i Pl €PP 3 [ P1 P23 i Polard CPP 3] Wik CPP 3 0 Atock Progrom CPP £3 | Biatimbai CPP 1|
//This is Attack Program on RSA Digital Signature
/ /Ver 2016
//Copyright (C) Mr TuanAnh

tdio.h>
r

w"w) (1) &M)
1_byte (1) ((1)>>N)

typedef unsic e d n rt WORD;
typedef uns =d ng LONG ;
typedef WORD mqwumhm Max] ;

struct time current_time,current_date;
WORD inverse,phi[2*Max] ;

BigNumber x,y;
BigNumber public_key,private_key,factor,exponent,modulo;

char sobit,nho;
long n,e,d,p,q;
int choice;

void BigNumber ADD (BigNumber a, BigNumber b, BigNumber result)
et
int i,dem=0;
for (i=0;i<Max;i++)
resultfil = (afil + bril):

length : 100935 lines : 20,373 Ln:20373 Coli2 501:0|0 Windows (CRLF) ANt NS

Hinh 4.1 Chwong trinh thuc nghiém
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Chuong trinh thyc nghiém dugc viét bang ngén ngir lap trinh C
dudi dang giao dién dong 1énh, cai dat cho 4 thuat toan: Pollard, P-1,
Williams va thuat toan tim nhan tir I6n nhat th nhat s dung dinh 1y
Fermat. Chirc nang chinh ctia chuong trinh la doc dir liéu tir hai khoa cong
khai 1a: modulo n va exponent e, sau d6 chay cac thuat toan dé nhan tir hoa
gia tri modulo n thanh 2 phan tir nguyén t6 p va q. Tiép theo, tinh toan gia
tri (n) = (p-1).(g-1). Cudi cung chay thuat toan Euclid dé xac dinh phan tir
nghich dao cta exponent e trong khong gian modulo ¢(n) vira tim duoc.
Gi4 tri tim duoc cudi ciing chinh 13 khoa bi mat.
4.2 Dir liéu thuc nghiém
Tap dir liéu thyc nghiém 1a cac khoa cong khai dwoc cung cp boi phan
mém tao chit ky sé “Digital Signature Software” va phan mém “Des &
RSA Encryption” bao gdm nhiéu kich thuéc khoa 16n, nho khac nhau.

.....................

== DIGITAL SIGNATURE SOFTWARE = |
=S -
e
e Private Key  Public Key _ Cartincete

Focoiver

Receiver

Status

Hinh 4.2 Phdn mém tao chit ky s6 RSA

|/ DES & RSA ENCRYPTION =

DES & RSA ENCRYPTION

Hinh 4.3 Phan mém md héa dir liéu
17



B6 dir liéu thyc nghiém dugc mo ta trong bang sau:

Bdng 4.2 Bdng mé ta tap dir liéu thyc nghiém

Key size (bit)

32

40

48

56

64

72

80

88

96

104

S6 lwong mau

320

340

336

450

390

429

370

360

450

350

Key size

112

120

128

136

144

152

160

168

176

184

S6 lwong mau

210

320

320

150

145

217

180

280

160

254

Key size

192

200

208

216

224

232

240

248

256

264

So lwong mau

210

200

170

190

190

149

170

160

155

140

Key size

272

280

288

296

304

312

320

328

336

344

S6 lwong mau

110

120

130

150

140

137

100

180

160

154

Key size

352

360

368

376

384

392

400

408

416

424

S6 lwong mau

110

120

129

150

190

146

170

160

150

150

Key size

432

440

448

456

464

472

480

488

496

512

S6 lwong mau

130

120

137

150

140

147

145

124

129

110

nnnnnnnnn

yyyyyyyyyyyyyyyy

sssssssss

Hinh 4.4 Thu muc chiza khoa cong khai

bit
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xxxxxx

Key 424

bit

bit




I3Kess  13KeNns  l4KeEss  1eKeNns  15Ketss  15KeNsa  16KeEns  16KeNse  17KeEns  17KeNss  18-KeNas  19-KeNss

KeyEva  187-Keyhava  188-KeyErs  188-Keybins  180-Kefna  189-Kepns  190-KeyEne

Hinh 4.5 Tép dit liéu khéa cong khai
4.3 Tin cong thir nghi¢m

RSA DIGITAL SIGNATURE ATTACK’S (v2016)

This is a program RSA digital signature attacks. The system used four of
algorithms: Pollard, P-1, Williams and Fermat to factorization value modulo n
become two prime numbers p and g. Thereby, private-key (d) is calculated via
public-key (n, exponent).

» Choose methods:

Attack by Pollard
Attack by P-1
Attack by Williams
Attack by Fermat
Exit

— Enter choice: _

Copyright (C) Mr Tuanfinh

Hinh 4.6 Giao dién ciia chirong trinh tan céng
Vi tap dir liéu duoc mod ta nhu trong bang 4.2, toi da tién hanh tin cong
thuc nghiém. Sau day 1a mot vai hinh anh tiéu biéu vé cudc tin cong nay:
- Kich thudc khoa: 256 bit

- St dung thuat toan: Pollard
19



RSA DIGITAL SIGNATURE ATTACK’S (u2016)
——CURRENT TIME—
[161:[391:[461

Enter the path to your public-key (modulo n): c:\1-KeyN.rsa

Enter the path to your public-key (exponent e): c:\1-KeyE.rsa

Attacking by Pollard....

40

Copyright (C) Mr TuanAnh

Hinh 4.7 Tdn céng bang thudt todn Pollard

RSA DIGITAL SIGNATURE ATTACK’S (uL2016)

[ Public—key JIseee

odulo N: 6595826572475559869676352772945798063930495524909452945571748717524463

4975239
xponent E: 1999663725757305986144835027988715160001

[ Factors Isoex

337090380812822393621958463358721287897
195669379724544928011695295983074270687
[ Private—-key Isooe

30304666810319230807043627288165652050596989305702033789188982557944199195537

Do you want to save data (Y/N) 7 Y
Where [C,D,E1 7 C
Your data saved ?

Copyright (C) Mr Tuanfinh

Hinh 4.8 Két qua tan cong bang thudt todn Pollard
- Kich thudc khoa: 320 bit
- Str dung thuét toan: P-1

RSA DIGITAL SIGNATURE ATTACK’S (uL2016)
—CURRENT TIME—
[161:[561:[181

Enter the path to your public—key (modulo n): c:\2-KeyN.rsa

Enter the path to your public—-key (exponent e): c:\Z2-KeyE.rsa

Attacking by P-1....
76

Copyright (C) Mr Tuanfnh

Hinh 4.9 Tan céng bang thudt todn P-1
20



RSA DIGITAL SIGNATURE ATTACK’S (uv2016)

[ Public—key Iseec

: 1258976475804830844662676208429831899091587806121473170933458216429646
1770664221017996772920177
[Exponent E: 933481889995313321817312777643404309445048881409

[ Factors Iseee

927222538044978431340455969191813556413368464353
1357793220233133974502120634698579045031046597009

[ Private—key Iseeoc

18054446044910241239410567293596530314921555036600539641683679226940453663025
4847056777576812801

Do you want to save data (Y/N) 7 Y
Where [C,D,E1 7 C
Your data saved ?

Copyright (C) Mr TuanAnh

Hinh 4.10 Két qud tan cong bang thudt todn P-1
- Kich thudce khoa: 352 bit
- Str dung thuat toan: Williams

RSA DIGITAL SIGNATURE ATTACK’S (uL2016)
—CURRENT TIME—
[171:L 61:[331
Enter the path to your public—-key (modulo wn): c:\3-KeyN.rsa

Enter the path to your public—key (exponent e): :\3—KeyE.rsa

Attacking by Williams....
94

Copyright (C) Mr TuanfAinh

Hinh 4.11 Tan céng bang thudt todn Williams

RSA DIGITAL SIGNATURE ATTACK’S (u2016)
[ Public-key Iseex
odulo N: 3596367942537889828094742275470799295438429673241863288772893249259806
333101656715920330024494370002759129
[Exponent E: 52760111020779373882841158348302550258171861289316853

[ Factors Iseee

56573662861941573808482369117130853656709969820000419
63569649914912096975110999264292539337208658082059091

[ Private—key Iseeoe

ID: 36265401127142927631137281721215739220613981034999599931272409804280521760570
[331156385494358446535038637

Do you want to save data (Y/N) ? Y
Where [C,D,E1 ? C
Your data saved ?

Copyright (C) Mr Tuanfinh

Hinh 4.12 Két qud tan céng bang thudt todn Williams
21



- Kich thudce khoa: 384 bit
- Str dung thuat toan: Fermat

RSA DIGITAL SIGNATURE ATTACK’S (u2016)
—CURRENT TIME—
[171:0121:[561

Enter the path to your public—key (modulo n): c:\4-KeyN.rsa

Enter the path to your public—key (exponent e): c:\4-KeyE.rsa

Attacking by Fermat....
68 -

Copyright (C) Mr Tuanfinh

Hinh 4.13 Tan cong bang thudt todn Fermat

RSA DIGITAL SIGNATURE ATTACK’S (L2016)

[ Public—key Isooe

odulo N: 1752576989713879391955597952025484011352041512837658362221220730729674
4180647714962217091403014743580930949893439089
[Exponent E: 3541394616221779702536110306780998767279105218089524719557

[ Factors Isoee<

P: 41226601667610374378651328336895812559499886959912509602731
1 4251082841714768863038259892939946765939646835343784711219

[ Private—key lssex

: 33435109683964897992125208211772738985367448838180194946542011767247697080577
98872501615288126080068554757881800653

Do you want to save data (Y/N) 7 ¥
Where [C,D.,E1 ? C
Your data saved ?

Copyright (C) Mr TuanfAinh

Hinh 4.14 Két qud tan céng bang thudt todn Fermat
Chui thich:

- Kich thudc khéa: kich ¢& cua gia tri modulo n. Don vi: bit.

- KeyN.rsa: File chira gia tri khoa cong khai modulo n.

- KeyE.rsa: File chira s6 mil cong khai e.

- P va Q: Hai thira s6 nguyén t6 caa modulo n d& dugc nhan tir hoa bai cac
thuat toan (Pollard, P-1, Williams, Fermat).

- D: Gia tri khoa bi mét tinh duoc.

4.4 Nhan xét va thao luin

Két luin chwong 4

Trong chuwong niy, ludn vin da trinh bay vé chuong trinh thyc nghiém, cac
két qua dat duoc, dua ra nhan xét va thao luan vé chuong trinh.
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KET LUAN

Ngay nay, nganh cong ngh¢ thong tin dang 1a mot trong nhirng linh
vuc dem lai nhiéu loi ich cho xa hoi va s& tré thanh yéu td khong thé thiéu
trong nén kinh té hoi nhap va toan ciu héa cia xa hoi loai ngudi.

Chinh vi vy, an toan thong tin s& 1a mét trong nhitng yéu té quan
trong, giup dam bao an toan cho viéc ung dung vao trong thuc tién, cho cac
giao dich dién tir. M6t trong nhirng nhiém vu cua dam bao an toan thong tin
1a bao vé chit ky, vi vay, dé tai di nghién ctu vé chit ky sb. Cu thé 1a
nghién ctru cac kha ning tin cong chir ky, tir 46 dua ra cac giai phap phong
tranh thich hop.

% Céc két qua chinh dat duoc cua luan van:

a. Ve ly thuyét:

- Trinh bay co sé 1y thuyét cuia mat mi hoc: sé nguyén td, do
phtrc tap cua thuat toan, cac bai toan quan trong trong mat ma.
- Trinh bay vé chit ky sb, cic phuong phap tin cong, dua ra cac
giai phap phong tranh thich hop.

b. V& thuc nghiém:

- Xay dung thu vién tinh toan sé nguyén 16n.
- Cai dat chuong trinh tdn cong thir nghiém. Tién hanh thyc
nghiém va danh gia két qua.

% Hudng nghién cuu tiép theo:

- Tim hiéu cac phuong phap tin cong méi. Cai tién chuong

trinh thyc nghiém va thuat toan tao chit ky s6 dé ting thém

mirc do bao mat.
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